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MO PAU
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1. Tinh cap thiét ciia dé tai

Thé ky XXI, véi sy phat trién cta khoa hoc k¥ thuat, sy bung nd cua cong
nghé cao va nhitng san pham tng dung céng nghé méi da dem lai nhiéu tién ich cho
cudc sdng con ngudi, dong thdi thu hep khoang cach giita cac qudc gia mot cach
nhanh chéng. Piac biét, cic cong nghé truyén thong Internet ciing nhu hé thong
thong tin dién tir, truc tuyén, cic website cua cac td chirc, don vi, doanh nghiép déu
dugc dau tr manh mé&, gop phan ting cudng mdi quan hé, giao luu, hop tic phat
trién & nhiéu linh vuc, nhit 1a linh vuc kinh té, van hoa xa hi, khoa hoc cong nghe,
y té, gido duc, giai tri... Co thé noi, su bung nd cta khoa hoc k¥ thuat mac du da
dem lai nhiéu thuan loi cho qua trinh giao luu hop tac qudc té nhung ciing tao diéu
kién cho céc loai toi pham phat trién. Sy phat trién cta tdi pham khong chi mo rong
0 pham vi, muc d¢ thiét hai ma hanh vi pham tdi cling ngay mot tinh vi hon khi tdi
pham tmg dung céc cong nghé méi trong phuong thirc thuc hién; didu nay gy anh
hudng to 16n ciling nhu gay ra sy lo ngai cho khong chi mot qudc gia ma cho toan
thé cong déng qudc té.

Ngoai tinh chat to chirc chat ché thuong thay, gio day cling véi sy phat trién
vuot bac cua khoa hoc cong ngh¢, phuong thirc va thu doan pham tdi cua loai toi
pham cong nghé cao ngay cang da dang hon, tinh vi hon, kin ddo hon va c6 sy thay
d6i lién tyc nham lan tranh sy phat hién cila cic co quan chirc nang. Chua ding lai
& @6, toi pham cong nghé cao dién ra trén hau hét cac linh vuc hop tac gitra cac chu
thé gay ra thiét hai vo cliing 16n, anh huong nghiém trong dén an ninh mdi qudc gia
cling nhu an ninh tap thé.

Thuc tién hién nay, phap luat quéc té chua c6 mot co s6 phép ly du toan dién
va diéu chinh théng nhit ddi vdi cac hoat dong dau tranh, phong chéng t6i pham
cong nghé cao. Tuy nhién, cong dong qudc té ciing di bat dau nhan thiy su can
thiét phai c6 mot van kién phép 1y qudc té trong viéc tao ra mot khudn kho hop tac
chung va hiéu qua trong linh vyc hop tac ddu tranh, phong chéng loai t6i pham
nguy hiém ndy. Vao nam 2000, tai Palermo, Italia, Cong wéc ctia Lién Hop Qudc vé
chbng t0i pham c6 t6 chirc xuyén qudc gia da duoc dam phan va thong qua vao nim
2000 (Con duoc goi tén 1a Cong udc Palermo nam 2000) va c6 hiéu luc tir ngay 29
thang 9 nam 2003. Pay 1a Cong udc qudc té dau tién & cap do da phuong toan cau
vé chong loai t6i pham co6 to chic xuyén qudc gia. Mic du Cong udc Palermo

khong truc tiép diéu chinh cac van dé trong hop tac déu tranh phong chdng toi



pham cong nghé cao nhung & mdt goc do nao do, gitra tdi pham cod td churc xuyén
qudc gia va t6i pham cong nghé cao déu ton tai nhitng nét twong ddng nhét dinh.
Chinh vi vay, Cong udc Palermo mac du chua thyc sy quy dinh mét cach cu thé
nhung van dugc coi nhu 1a mot trong nhiing cong cu phap 1y dau tién co dé cap dén
véan dé nay.

Cung v6i Cong udc Palermo, trong Lién minh chau Au, Cong udc vé t6i pham
mang (Convention on Cyber Crime), con dugc goi la Cong udc Budapest vé toi
pham mang, 13 van ban phép 1y qudc té du tién nham giai quyét toi pham Internet
va may tinh bang cach hai hoa héa phap luat mdi qudc gia thanh vién, cai tién k¥
thuat diéu tra va tang cudng hop tac giita cac qudc gia trong khu virc.

Tai Viét Nam, t0i pham cong nghé cao la loai toi pham moi xuét hién trong
nhirng nam gan day nhung lai c6 sy gia ting ngay cang nhanh ca vé s6 lugng, tinh
chat nguy hiém va murc do thiét hai. Trong linh vyc an ninh quéc gia, cac thé luc
thu dich va phan dong qubc té di khong ngimg loi dung kénh truyén théng qua
mang x3 hoi, mang Internet dé xuyén tac, vu khéng chdng pha cac chu truong,
duong 16, chinh sach, phap luat ctia Pang va Nha nudc; kéu goi tap hop luc luong
nham muc dich gay r6i, nhat 1a trude va trong céc su kié€n chinh tri quan trong cua
dat nudc. Bén canh d6, tinh trang t6i pham st dung cong nghé cao thong qua mang
may tinh, mang vién thong, mang Internet hodc thiét bi sé dé chiém doat tai san;
mua ban cac loai thiét bi, phan mém c6 chiic ning nghe 1én cudc goi thoai, trém cép
thong tin c4 nhan trong di¢n thoai di dong; tinh trang danh bac tryc tuyén va ca do
bong d4 qua mang Internet... dién bién rat phirc tap, kho ludng.

Xuat phat tir thuc trang va nhitng hau qua ma tdi pham coéng nghé cao di giy
ra trén thuc té, c6 thé nhan thay, t6i pham céng nghé cao c6 mot sé diém dic thu,
tao ra su khac biét dbi vé6i cac loai hinh toi pham c6 tinh chét quéc té khac nhu:
hanh vi pham t0i lién quan dén viée sur dung céc thiét bi dién ttr c6 két ndi mang
(chu yéu 1a may tinh, thiét bi sd...); chu thé thuc hién hanh vi pham tdi 13 nhiing
ngudi co tri thirc, cd kha nang cép nhat, tiép can nhanh va c¢6 ky nang thanh thao vé
cong nghé thong tin va dac biét, tdi pham cong nghé cao thudng gy ra nhitng hau
qua rat nang né vé mat kinh té cling nhu kho tinh toan duogc thiét hai cu thé vé sau...
Vi vay, qua trinh hop tac trong h¢ théng an ninh doi hoi phai dugc thyc hién & mot
mirc d6 cao; cung véi do, yéu cau trong viéc két ndi thong tin, chia sé thong tin dé
nhan dién tdi pham cting duoc dat ra. S€ khong thé trung tri duoc loai toi pham nay
néu nhu khong c6 su hop tic & mot cép dd toan dién. Trén thuc té, da phﬁn cac

truong hop xam pham dir liéu an ninh quéc gia déu duoc tién hanh bai cac phan tir



truéc ddy da timg co thoi gian phuc vu trong cac co quan cua chinh quyén (vu
Edward Snowden hay vu Wikileaks)l. Cung véi do, trong co ché hop tac, trinh do
chuyén moén nghiép vu vé cong nghé thong tin ciia doi ngii phong chdng loai toi
pham ndy ciing can phai duoc nang cap va cdp nhat thuong xuyén; dam bao ning
luc phong va chong céc loai toi pham cong nghé cao trong twong lai.

Xuat phat tir nhitg 1y do néu trén nén viéc nghién ciru, 1am rd thém cac quy
dinh cua phap luat qudc té lién quan dén toi pham cong nghé cao ciing nhu hoat
dong hop tac ddu tranh phong chdng loai téi pham nay trén thuc té 1a viéc lam dic
biét can thiét, nhat 1a khi dat no trong bdi canh cua cudc cach mang cong nghiép 4.0
hién nay. Dé tir d6, riit ra dugc nhiing gia tri tham khao dbi voi Viét Nam trong qué
trinh hop tac dau tranh phong chéng t6i pham cong nghé cao.

2. P6i twong va pham vi nghién ciru ciia luin an

Pbi tuong va pham vi nghién clru cta luan an tip trung vao nhiing van dé
phap 1y qudc té vé t6i pham cong nghé cao ciing nhu hoat dong hop tac dau tranh
d6i véi loai hinh tdi pham nay. Theo do:

Déi twong nghién ctru ciia dé tai luan an bao gom:

- Nhirng van dé 1y ludn vé t6i pham cong nghé cao va hoat dong hop tac dau
tranh, phong chéng loai hinh t§i pham cong nghé cao; phan biét va nhan dién tdi
pham cong nghé cao vdi cac tdi pham khac co6 lién quan.

- Céc quy dinh cua phap luat qudc té va phap luat mot s6 qudc gia tiéu biéu vé
t6i pham cong nghé cao ciing nhu hoat dong hop dau tranh, phong chdng loai hinh
t6i pham cong nghé cao trong bdi canh hién nay.

- Thyc trang t0i pham cong ngh¢ cao trén thé gidi cling nhu hoat dong hop tac
dau tranh phong chdng t6i pham cong nghé cao. Qua do, dé tai ludn 4n ciling s& rat
ra mot sb kinh nghiém va gia tri tham khao ddi v6i Viét Nam.

- Co s6 phap 1y va thuc tién hoat dong hop tac ddu tranh toi pham céng nghé
cao tai Viét Nam. Mot sé du béo, giai phéap, phuong hudng cho cong tac phong
chéng loai hinh toi pham nay trong tinh hinh méi.

Trén co s& phén tich noi dung ctia nhimng ddi tugng nghién ctru néu trén, pham
vi nghién ctru ciia dé tai luan 4n bao gdom:

- Nhan dién va phan biét mot s6 thuat ngit ¢ lién quan dén toi pham cong
nghé cao, dua ra va phan tich nhimg cach tiép can vé toi pham cong nghé cao qua
d6 xay dung mot dinh nghia chung vé tdi pham cong nghé cao, dic diém va phan

loai loai hinh tdi pham nay.

'Xem https://iuscogens-vie.org/2019/04/15/130/ (truy cap 1an cubi ngay 8/5/2020)




- Noi dung cac quy dinh cta phap luat qudc té va phap luat mot sé qudc gia vé
t6i pham coéng nghé cao; cic quy dinh diéu chinh hoat dong hop tac ddu tranh
phong chdng t6i pham cong nghé cao.

- Thuc trang va phép luat Viét Nam vé toi pham cong nghé€ cao va cong tac
hop tac dau tranh phong chéng t6i pham cong nghé cao trong bdi canh hién nay.
Trén co s& d6 dua ra phuong hudng, giai phap ddi v6i Viét Nam trong thoi gian toi.

3. Muc dich va nhiém vu nghién ciru cia luan an

Muc dich cta luan 4n 13 1am 6 cac van dé 1y luan-phap 1y cua toi pham cong
nghé cao cling nhu cic quy dinh cta phap luat qudc té trong hop tic dau tranh
phong chdng loai tdi pham nay; ddng thoi 1am rd cac quy dinh, thuc tién thyc thi
ctia Viét Nam, trén co s& do, dua ra mot s6 du bao va dé xuat nhitng giai phap hoan
thién phap luat, nang cao hi¢u qua ctua hoat dong thuc thi phap luat tai Viét Nam
lién quan dén toi pham cong nghé cao.

Pé dat dugc nhitng muc dich trén, dé tai sé tap trung giai quyét cac nhiém vu
sau:

- Phan tich, nghién ctru nhitng van dé 1y luan vé toi pham coéng nghé cao va
cac ndi dung, nguyén tic, vai tro, ngudn cia phap luat qubc té trong hop tac dau
tranh phong chéng t6i pham cong nghé cao;

- Phén tich, danh gia cac quy dinh cta phap luat qudc té, viéc thuc hién phap
luat quéc té vé toi pham cong nghé cao & mdt sb quéc gia. Qua do, rut ra dugc mat
s6 kinh nghiém va gia tri tham khao d6i v6i Viét Nam;

- Binh luan, danh gia cac quy dinh va thuc tién qua trinh thuc thi phap luat vé
t6i pham cong nghé cao cua Viét Nam, qua d6, dé xuat nhitng giai phap va phuong
hudéng hoan thién phap luat nham ting cudng hiéu qua cta hoat dong thuc thi phap
luat trong linh vyuc hop tac dau tranh, phong chdng t6i pham cong nghé cao.

4. Phuwong phap luan va phwong phap nghién ciru

Pé tai luan an dugc thuc hién trén co s¢ phuong phap luin khoa hoc ciia chit
nghia Mac - Lénin, van dung két hop cac quan diém cua chu nghia duy vat bién
chtng va cha nghia duy vat lich str. Ngoai ra, cac phwong phap nghién ctru cu thé
ciing dugc s dung trong luan 4n, vi du nhu: dién dich-quy nap (chuong 2 va
chuong 3), phan tich (chuwong 2, chuwong 3 va chuong 4), tong hop (chuong 3 va
chuong 4), so sanh (chuong 2, chuong 3 va chuong 4), hé thong hoa-khai quét hoa
(chuong 2, chuong 3 va chuong 4)...

Bén canh d6, luan an ciing duoc tién hanh trén co s& quan triét sdu sic cic

quan diém ve duong 16i 1anh dao cua BPang Cong San va Nha nudc Cong hoa xa hdi
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chu nghia Viét Nam, dac biét 1a quan diém va dinh hudng cia Pang ddi voi cong
tac phong, chéng t6i pham trong tinh hinh méi va Chién luwgc qubc gia phong,
chéng t6i pham dén nam 2020.

5. 'Y nghia khoa hoc va tinh méi ciia luin 4n

Luan 4n 1a cong trinh khoa hoc nghién ciru mét cach toan dién cac van dé Iy
luan, phap 1y vé& qué trinh hinh thanh va phat trién cua téi pham cong nghé cao ciing
nhu cac quy dinh cta phéap lut qudc té trong hop tac dau tranh phong chdng loai toi
pham nay; dong thoi 1am rd cac quy dinh, thyc tién thyc thi ciia Viét Nam, trén co
s& d6, dé xuat nhimg giai phap hoan thién phap luit va nang cao hiéu qua cta hoat
dong thyuc thi phap luat tai Viét Nam lién quan dén toi pham céng nghé cao. Luan
an da c6 nhitng dong gép maéi vé mit khoa hoc nhu sau:

- Thir nhét, luan 4n da phan tich, tong hop nhiing van dé 1y luan vé tdi pham
cong nghé cao va cac quy dinh cta phap luat qudc té trong hop tac dau tranh phong
chéng toi pham céng nghé cao. Qua d6 di xdy dung khai niém t6i pham cong nghé
cao ciing nhu 1am rd nhimg dic diém cua loai hinh t6i pham nay trén co s& ddi sanh
v6i céac thuat nglr khéc c6 lién quan.

- Tht hai, luén an di danh gid cac quy dinh ctia phap luat qudc té, thyc tién
thuc hién phap luat quc té vé t6i pham cong nghé cao ciia mot sd qudc gia dién
hinh. Qua d¢é, rut ra dugc mot s6 kinh nghiém va gia tri tham khao ddi voi Viet
Nam.

- Thir ba, luan 4n da binh luan, danh gia cac quy dinh va thuc tién qua trinh
thuc thi phap luat trong hop tac qubc té dau tranh, phong chong toi pham cong nghé
cao ciia Viét Nam, qua d6, dé xuat nhitng giai phap va phuwong huéng hoan thién
phap luat nham ting cudng hiéu qua cua hoat dong thyc thi phap luat trong linh vuc
hop tac qudc té dau tranh phong chdng t6i pham cong nghé cao.

6. Cau héi nghién ciru va gia thuyét nghién ciru

Truéc khi trién khai nghién ctu dé tai luan éan tién si, nghién cuu sinh da tu
dit ra mot s cau hoi nghién ctru, bao gém:

- Cau hoi mang tinh mo ta: T9i pham cong nghé cao 1a gi? Loai tdi pham nay
dugc quy dinh & nhitng cap do va pham vi ndo? Lién quan dén t6i pham cong nghé
cao, c6 nhiing cach tiép can va cach thuc st dung thuat ngtr nhu thé nao? Thuc
trang cac loai t6i pham ndy dién ra trén thuc té ra sao? Ty 1& twong quan giira cic
loai toi xay ra 13 bao nhiéu? Tan suét cua loai tdi nao phd bién trén thuc t&; Cac ndi
dung trong hoat dong d4u tranh va hop tac phong chéng loai t6i pham nay 1a gi?

Hiéu qua trén thyc té dén dau? .v.v...
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- Cau hoi mang tinh so sanh va nhan-qua: so sanh dé chi ra duogc diém giong
va khéc nhau gitra t0i pham cong nghé cao voi céc loai hinh toi pham khéc; sau khi
so sanh, toi pham cong nghé cao c6 mbi lién hé nhu thé nao ddi véi cac loai hinh toi
pham khéac d6? Li¢u rﬁng, day 1a mot loai hinh tdi pham méi hay chi 1a bién thé cua
cac loai hinh t6i pham truyén thdng? So sanh kinh nghiém va thyc tién phap luat
ctia mot s6 qudc gia phat trién trong van dé phong chdng toi pham cong nghé cao?
Rt ra mot sb bai hoc kinh nghiém va lién hé véi Viét Nam? .v.v...

Xuit phat tir nhitng cau hdi nghién ctru, nghién ctru sinh dua ra mot nhan dinh
s0 bo ban dau mang tinh gia thuyét nghién ctru, d6 la:

- Toi pham cong ngh¢ cao 1a mdt loai hinh toi pham phéat sinh trong thoi dai
cong nghé thong tin, véi nhicu dic diém tuong dong véi cac loai toi pham co tinh
chat quc té hay toi pham c6 to chitc xuyén qudc gia, mirc d6 nguy hiém va hau qua
khon luong hon rat nhiu so véi cac loai toi pham truyén théng. Chinh vi vy, can
thiét trong viéc nghién ctru diéu chinh va chung tay giai quyét thong qua hop tac
qudc té (Gia thuyét 1)

- Toi pham cong nghé cao chi l1a su bién thé cua cac loai toi pham truyén
thong nén chi can hoan thién cac quy dinh cta phép luat qudc gia dé phong chong
loai toi pham nay (Gia thuyét 2)

- Phuong thirc hop tac qudc té co vai tro quyét dinh trong qué trinh du tranh
phong chdng loai hinh t6i pham cong nghé cao (Gia thuyét 3)

Qua qua trinh tim hiéu, nghién ctru sinh bac bo gia thuyét s 2 va tap trung di
vao phat trién va chimg minh Gia thuyét 1 va 3. Pong thoi, nghién ctru sinh dua ra
Luan dé chinh cho Cong trinh nghién ctru ctia minh nhu sau: “Trong boi canh hién
nay, téi pham céng nghé cao vira la mét thach thirc viva la mét san phdam méi ciia
thoi dai ciing véi nhitng tac dong tiéu cuwc vé cing 1om téi moi c¢d nhdn, phdp nhan,
quoc gia hay tham chi cia ca cong dong; chinh vi thé, co so phdp Iy, ndi dung va
phirong thirc hop tdc quoc té trong qud trinh ddu tranh logi t6i pham ndy ciing c6
nhiéu nét ddc thii va rdt can dén sw tan tam, thién chi ciia cdc chii thé trén thuc 6.

Xoay quanh luan dé chinh, nghién ciru sinh da thiét ké hé thong lap luan dé
chimg minh cho luan dé chinh ctia minh. Ngoai cac lap luan nay, nghién ctru sinh
con st dung thém “lap luan dir liéu” - day 1a nhiing so lidu, bang biéu, bang chimg
thuc té hay cac dan ching thuc tién va c6 trich dan bang cac ngudn xac thuc, dang
tin cdy... Két hop tat ca nhitng lap luan nay dé minh chimg cho luan dé chinh cia

luan an tién si cua minh (xem cu thé trong cac phan sau cia luan an).
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7. Két cau ciia luin 4n

Ngoai phan m¢ dau va két luan, cau tric cta luan 4n bao gdm 4 chuong:

- Chuong 1: Téng quan tinh hinh nghién ctru nhitng van dé lién quan dén dé
tai luan an;

- Chuong 2: Mot sb van dé 1y luan vé toi pham cong nghé cao va phap luat
qudc té trong hop tac dau tranh phong chéng toi pham coéng nghé cao.

- Chuong 3: N6i dung phap luat qubc té trong hop tic ddu tranh phong chdng
t6i pham cong nghé cao va thyc tién thyc hién ciia mot sb quéc gia.

- Chuong 4: Phép luat va thuc tién hop tic qudc té dau tranh phong chdng toi

pham cong nghé cao cta Viét Nam.
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CHUONG 1
TONG QUAN TINH HINH NGHIEN CUU NHUNG VAN PE
LIEN QUAN PEN PE TAI LUAN AN
* % %

Cudc cach mang cong nghiép lan tht 4.0 khong chi don thuan 1a mot xu thé tat
yéu ma n6 da tro thanh thuce tién soi dong dién ra tai hau khip cac qubc gia trén thé
gidi cling nhu trén pham vi toan cau. Bén canh nhitng 191 ich to 16n dua lai, chinh
n6 ciing dem dén nhiing thach thirc an ninh phi truyén thong khong hé nho dbi véi
mdi quéc gia, khu vuc. Khong giéng véi cac cude cach mang trude do, cude cach
mang cong nghiép 1an thir 4.0 bat budc mdi ca nhan, mdi qudc gia hay mdi thé ché
phai thay dbi néu nhu khong mudn bi tut lai phia sau.

Ké tir cudi nhimg nam 90, diu nhitng nim 2000 cho dén nay, thuat ngir “sgi
pham céng nghé cao” thudng xuyén dugce dé cap dén véi tan suét ting dan trén ca
binh dién phap ly-thuc tién, trén nhiéu cap do tir qudc té, khu vuc cho dén qubc gia
va da tré thanh d6i twong khéo ctru trong nhiéu cong trinh nghién ctru khoa hoc cia
cac tac gia khac nhau ¢ nudc ngoai cling nhu tai Vi¢t Nam. Xét vé mit thuat ngir,
t6i pham cong nghé cao duoc cac hoc gia trong va ngoai nude dé cap téi thong qua
mot s6 dang thirc nhu t6i pham mang (Cyber crimes); t6i pham may tinh (Computer
crimes); t6i pham lién quan dén may tinh (Computer-Related Crimes); t6i pham
hinh sy cong ngh¢ (Techno-Cyber criminals/Hightech Crimes); tdi pham do (Online
crimes or E-crimes); t0i pham dién tur (Electronic crimes)...

V& hinh thirc thé hién, pham tru “t6i pham cong nghé cao” dugc nghién ctru
thong qua céc thé loai nhu sach chuyén khdo, luan van, luan an, cac bai bao dang
trén cac tap chi chuyén nganh, dé tai nghién ciru khoa hoc hay bai viét hoi thao
khoa hoc... Mot cach tong thé, nhitng cong trinh nay di budc dau “x6i” 1én dugc
mot linh vye nghién ctru con twong ddi méi mé va phtec tap do tinh chat da nganh
clia van dé.

Nghién ctru cic cong trinh lién quan truc tiép dén dé tai luan an, c6 thé khai
quat héa thanh ba nhom chinh:

Thir nhdt, nhém cong trinh nghién ctru tong quan vé tdi pham cong nghé cao
va nhan dién céc loai hinh tdi pham cong ngh¢ cao;

Thir hai, nhém cong trinh nghién ctru vé phap luat quéc t& va hop tic dau
tranh phong chéng t6i pham cong nghé cao;
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Thir ba, nhom cong trinh nghién ctru vé phéap luat va thuc tién dau tranh phong
chbng t6i pham cong nghé cao tai mot sé qudc gia, khu vuc va nhitng van dé lién
quan dén Viét Nam.

1.1. Nhém céng trinh nghién ctru tong quan vé toi pham cong nghé cao va
nhén dién cac loai hinh tgi pham cong nghé cao

1.1.1. Cac cong trinh nghién cwu ciia nuwdéc ngoai

Trong cac cong trinh nghién ctru ctia nudc ngoai, trude tién cd thé dé cap dén
mot s6 cudn sach tham khao tiéu biéu vé t6i pham cong nghé cao, dién hinh 1a Cudn
sach “Cybercrime (True Crime)” cta John Townsend (xuit ban nim 2004, nha xuét
ban Raintree Publishers, Oxford, Vuong Qudc Anh). Trong tic pham ciia minh, tac
gia John Townsend da dua ra nhiing khia canh ca vé phap 1y-ky thuat vé cach thirc
ma cac loai hinh t0i pham cong ngh¢ cao hoat dong va gay thi¢t hai cho céc ca
nhan, céng ty hay tham chi 1a cac qudc gia. Khong dimg lai & d6, cudn sach da danh
phén 16n dung lugng dé di vao phan loai va phan tich mot s6 loai hinh tdi pham cu
thé nhu: tin tic (Hacking), toi pham sir dung mdy tinh dé lira dao (Computer Fraud),
t6i phat tan vi rat va phan mém doc hai (Viruses) va gian lan trén mang (Internet
scams)... Cubn sach 1a tai liu bd trg tét cho nhitng ai chua hiéu r5 cach thic van
hanh cua nhitng loai hinh tdi pham cong ngh¢ cao cu thé dang hoat dong trén thyc
té hién nay.

Véi tiéu dé “Cybercrime: The Transformation of Crime in the Information
Age” (xut ban nam 2007 béi Polity Press, Vuong qudc Anh), cubn sach cua tac gia
David Wall khong chi 1a mot cudn sach chuyén khao cung cép céc kién thirc don
thuan vé cac loai hinh tdi pham mang hay cach thirc phong chdng loai hinh toi
pham nay; thong qua 10 chuong cua cudn sach, doc gia sé co duoc nhitng kham phé
thuc sy vé su bién chuyén ca trong ban chat hanh vi ciing nhu pham vi, mitc do cua
t6i mang mang trong ky nguyén cong nghé thong tin. Cudn sach di vao 1y giai tir
nhiing van dé cu thé nhat (nhu tdi pham mang 1a gi, tai sao lai goi la tdi pham
mang; toi pham mang c6 ngudn gdc tir dau.v.v...) cho dén nhitng ndéi dung mang
tinh chat dinh hudng nhu viéc dua ra nhitng du bao ciing nhu tinh cip thiét ciia viéc
cai cach chinh sach, phap luat ciia mdi qudc gia va sy diéu chinh cua luat phap quéc
té hién nay ddi véi loai hinh t6i pham nay. Cudn sach ciing khang dinh to6i pham
mang la mdt dang thuc da dugc bién ddi cua céac loai hinh toi pham truyén théng
(new forms of traditional crime) va t6i pham mang 14 san pham ciia con nguoi trong
ky nguyén cong ngh¢ thong tin (the product of network technologies in the

information age).
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Mot cudn sach dang chu y tiép theo d6 1a cudn “Encyclopedia of Cybercrime”
clia tac gia Samuel C. McQuade (xudt ban nim 2008 boi nha xuit ban Greenwood
Press, Westport, Connecticut, Hoa Ky). Pay c6 thé duoc coi 1a cudn bach khoa toan
tu ddu tién vé toi pham mang - mot dang thirc phd bién cua t6i pham cong nghé cao.
Pung véi tinh chat ciia mot cudn bach khoa toan thu, cudn sach dé cap va phan loai
mot cach toan dién cac loai hinh tdi pham mang, bao g@)m: thuat ngir, dinh nghia va
cAu trac x3 hoi cia toi pham mang; tac gia ciing dé cap dén dang thure toi pham khai
thac 16 hong bao mat co s¢ ha ting qudc gia - mot trong nhiing loai hinh t6i pham
gdy thi¢t hai ddc bi¢t nghiém trong ddi vé6i cac loi ich, an ninh cta quéc gia (trong
d6 cudn sach co dic biét dé cap dén vu viéc Julian Assange - Oong trum cua trang
web www. Wikileaks.org). Ngoai ra, cudn sach ciing tap trung 1am rd cac loai hinh
t6i pham tdn cong vao may tinh va hé théng thong tin; cac hanh vi xdm pham may
tinh va dir liéu dién tir; nhimg van dé méi noi va gay tranh cai nhu noi dung khiéu
dam truc tuyén, hacking va céc tac dong tiéu cuc tiém tang cua hoat dong tro choi
tryc tuyén (games online) va tridu trimg nghién may tinh cia gidi tré (teenager
computer addict)... Mic du khong dé cap quéa sau nhung diém manh cta cudn sach
d6 14 c6 mot pham vi nghién ciru twong ddi rong, gitp cho ngudi doc co thém tri
thitc vé cac loai hinh t6i pham cong nghé cao hién nay ciing nhu cac tac dong vé
nhiéu mat nhét 1a vé kinh té-xa hoi cta loai hinh t6i pham nay ddi véi cac quéc gia.

Cudn sach “Principles of Cybercrime” - Sencond Edition (nha xuat ban
Cambridge University Press, Vuong qudc Anh) cua tac gia Jonathan Clough xuat
ban nam 2015 12 mot trong nhitng cudn sach gan ddy nhat dé cap dén nhiing nguyén
tic co ban trong hoat dong, su van hanh va bién phap tri¢t phé loai hinh toi pham
mang. Trong lan tai ban thr hai, cuén sach di cap nhat dugc nhimng xu thé phat trién
mdi cua loai hinh t6i pham nay cling nhu dua ra nhitng phan tich mang tinh hoc
thuyét tong hop (comprehensive doctrinal analysis of cybercrime) vé loai hinh toi
pham mang tai cac qudc gia theo truyén thong phap luat Common Law (Australia,
Canada, Vuong Qubc Anh va Hoa Ky). Mot gia tri khac ctia cudn sach d6 chinh 1a
viéc bd sung thém nhiéu loai hinh toi pham mang méi xuat hién trong thoi gian gan
day cling nhu c6 thém mot chuong lién quan dén viéc phan dinh thim quyén tai
phan ddi véi loai hinh t6i pham nay - mot trong nhiing ndi dung rat it khi duoc dé
cap trong cac cong trinh nghién ctru trude do.

Tiép dén 1a mot trong nhitng cudn sach méi duge xuat ban trong thoi gian gan
day o 1a cudn “Introduction to Cybercrime: Computer Crimes, Laws, and Policing

in the 21st Century” cta cac tac gia Joshua B. Hill and Nancy E. Marion (xuét ban
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vao nam 2016 boi nha xuat ban ABC-CLIO Press, Hoa Ky). Cudn sach da phan loai
va cap nhat thém mot ) dang thuc mdi cua loai hinh t6i pham cong nghé cao (tu
nhing loai hinh t6i pham co ban nhat nhu trom cap, lira dao c6 sir dung may tinh
cho dén hanh vi dua cac ndi dung khiéu dam va co bac truc tuyén; Itra dao truc
tuyén hay rira tién trén mang ciing nhu hanh vi lam dung ban hang truc tuyén dé
trén thué...). Bén canh d6, cubn sach niy ciing cung cap mot cach toan dién nhing
thong tin vé lich st hinh thanh va phat trién cta t6i pham mang. Khong chi ding lai
& d6, cudn sach ciing danh gia nhimg nd lyc ciia cac chi thé trong cong tic phong
chéng t01 pham mang dudi nhiéu hinh thirc, cép dd khac nhau nhu pham vi quéc té,
qudc gia, tiéu bang va dia phuong.

Bén canh cac sach chuyén khao, van dé toi pham cong ngh¢ cao con dugc
khao luan téi thong qua cac bao cdo, bai bao, bai viét nghién ctru riéng biét... Co thé
dé cap dén bai viét “What is Computer Crime and Why should we care” cla tac gia
Michael C. Gemignani (bai viét ding nim 1986 trén tap chi Little Rock Law
Review, University of Arkansas, Volume 10). La mdt trong nhiing bai viét khoi
xudng vé van dé nay, bai nghién ciru budc dau goi md vé mot dang thirc cia toi
pham cong ngh¢ cao, d6 chinh 14 t6i pham sir dung may tinh trong qué trinh pham
t6i. Mic du moi chi dé cap duoc mot vai yéu td nhan dang chinh ciing nhu phéan tich
mét sb vu viéc lién quan dén toi pham may tinh tai Hoa Ky nhung bai viét da bét
dau tao ra duoc sy quan tdm cua gidi nghién ciru khoa hoc phap 1y tai Hoa Ky vé
chu dé nay.

Tiép dén co thé dé cap dén bai viét ciia David L. Carter “Computer Crime
Categories: How Techno-Criminals Operate” (dugc dang tai trén tap chi FBI Law
Enforcement Bulletin Journal, Volume 64; Issue 7 nam 1995). Trong bai viét, tac
gia David L. Carter d3 phan biét bon dang thirc tir cac loai hinh t6i pham may tinh,
bao gom: t6i pham chiém doat va kiém soat may tinh (Computer As the Targe); toi
pham st dung may tinh nhu 1a cong cu pham tdi (Computer As the Instrumentality
of the Crime); cac tdi pham c6 lién quan dén may tinh (Crimes Associated With the
Prevalence of Computers) va cac loai hinh tdi pham xam pham dén may tinh va dix
liéu mot cach vo thirc (Computers Incidental to Other Crimes). Bai viét ciing nhin
nhan van dé t6i pham cong nghé dudi ca goc do phap Iy qudc té va qubc gia; qua do
dua ra nhitng nhan dinh vé vién canh sip toi cua loai hinh t6i pham nay. Tac gia
cling dua ra quan diém riéng ciia minh khi cho rang “cdc qudc gia trén thé gici hién

nay khéng con chay dua bang vii khi, ning lwong hay tién bac. Cudc chién hién nay
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khéng dwoc quyét dinh béi bén nao ¢ nhiéu vii khi dan dwoc hon ma né lién quan
dén vin dé quoc gia ndo dang ndm giik nhiéu thong tin, bi mdt hon”...

Xuat phét tir tinh hinh thyc té, cdc cong trinh nghién ctru téng quan va nhén
dién cac loai hinh tdi pham cong nghé cao dugc quan tdm kha nhiéu. Ngoai nhitng
cong trinh tiéu biéu da dé cap, nhitng nghién ctru riéng 1¢ khac vé t6i pham cong
nghé cao c6 thé nhic dén nhu “The Encyclopedia of High-Tech Crime and Crime-
Fighting: From Airport Security to the Zyx Computer Virus” ciia Michael Newton
va John L French; “Cybercrime: How to Avoid Becoming a Victim” cua tac gia H.
Thomas Milhorn; “Cybercrime: Criminal Threats from Cyberspace” cua Susan W.
Brenner;.... Tuy nhién, cic cong trinh nay déu dua ra nhimg nhan dinh twong ty vé
mat ndi dung cting nhu céc yéu td nhan dién toi pham cong ngh¢ cao va chu yéu tap
trung danh gia tac dong cua cac loai hinh tdi pham cong ngh¢ cao ddi véi mot quéc
gia cy thé, thuong 1a ddi véi chinh qudc gia ma tac gia 1a cong dan.

1.1.2. Cac cong trinh nghién ciru ciia Viét Nam

Bai viét “Nhdn dién t6i pham sir dung céng nghé cao” cua tac gia Pao Vin
Van (dang tai trén Tap chi Khoa hoc Canh sat nhan dan nam sb 11/2015) da chi ra
su thiéu nhat quén trong viéc st dung thuat ngr vé loai hinh toi pham st dung cong
nghé cao trong ca gidi nghién ctru va thuc tién. Trén co so phén tich cac cach tiép
can vé toi pham st dung cong nghé¢ cao, tac gia da dua ra cach tiép can cua riéng
minh ciling nhu nhitng dac tinh gitp nhan dién t6i pham st dung cong nghé cao trén
thuc té. Qua do, tac gia da phan loai tdi pham c6 su dung cong nghé cao thanh hai
nhoém, bao gém: nhom t6i pham may tinh va mang may tinh va nhom tdi pham
truyén théng c6 st dung cong ngh¢ cao. Két luan bai viét, tac gia nhan dinh réng, sur
thong nhat trong nhan thirc vé 1y luan va thyc tién sé 1a yéu to quan trong dam bao
hiéu qua cho qua trinh phat hién, diéu tra va xir 1y t6i pham st dung cong nghé cao.

Trong bai viét “Mot s6 gidi phdp phong ngiva toi pham sir dung cong nghé
cao” cia Nguyén Ngoc Thuong (Tap chi Canh sat nhan dan, T32, 2017), tac gia da
phan loai mot s6 loai hinh toi pham str dung cong ngh¢ cao xudt hién phé bién hién
nay. Cu thé, bai viét da tap trung xac dinh rd tdm hinh thic tAn cong tuong ung voi
tam loai hinh toi pham c6 st dung cong nghé cao cu thé, bao gém: Hanh vi tin
cong deface (truy cap bat hop phap vao co s¢ dit liéu nham pha hoai, sira doi dix
lidu, trom cép dit liéu va thay doi giao dién); Hanh vi tan céng DdoS (1am tic nghén
dudng truyén bang cach cai mi diéu khién cac may tinh "ma" trong mang internet
hay mot dia chi trang web da dinh trudc); Hanh vi phdt tan virus, phdn mém gidan

diép (phat tan cdac ma doc nham lay lan vao mdy tinh ca nhan dé iy thong tin ca
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nhan); T6i pham trong thuwong mai dién tr (Ira ddo qua quang céo, ban hang truc
tuyén; lira dao trén céac san giao dich 40); Téi pham trém cdp théong tin thé tin dung
(bang nhiéu thi doan c6 sir dung cong nghé cao dé 1ay cap thong tin ca nhan, thong
tin thé tin dung); Hanh vi rit cdp tién tir thé ngdn hang (thong dong véi noi chap
nhan thé dé rat tién; mua hang qua mang bang thong tin thé trom cip; rira tién véi
nhiéu loai tién ao, chuyén tién tir thé tin dung trom cip sang tai khoan ngan hang;
dung thé tin dung trom cip dé danh bac, ca do qua mang...); Hanh vi lira ddo trong
mua ban hang qua mang (gui thu thong bao tdng qua, hang gia tri 16n tr nudc ngoai
v6i diéu kién phai chuyén truée mot khoan phi dé 1am thi tuc...). Trong bai viét, tac
gia cling danh mot muc nho dé dua ra mot sd giai phap cu thé nham dau tranh co
hi€u qua v&i cac loai hinh tdi pham s dung cong nghé cao dang phat trién tai Viét
Nam hién nay.

Mot bai nghién ctru méi xuét hién kha gan day d6 1a bai viét “T6i pham mang
trong ky nguyén cich mang 4.0” cua tac gia Lé Thi Hong Xuan va Nguyén Thi
Thuy Linh duoc ding tai trén tap chi Toa an nhan dan s6 18/2018. Trong bai viét,
cac tac gia da dua ra cach tiép can riéng ctua minh vé nhan dang loai hinh toi pham
mang, tdi pham st dung cong nghé cao cling nhu nhirng thudc tinh ban chét cua loai
hinh t§i pham nay. Khong chi dimg lai & d6, bai viét con di sdu vao viéc phan tich
thuc trang, dién bién tinh hinh cta toi pham su dung cong nghé cao. O phén cudi
clia bai viét, cac tac gia kién nghi mot sd giai phdp nham giam thiéu va ngin ngira
t6i pham cong nghé cao trong thoi dai cong nghé 4.0 trong d6 dic biét nhan mang
dén viéc tang cuong hop tic qudc té trong linh vuc déu tranh phong chdng toi
pham...

C6 thé nhan théy, tai Viét Nam, cac cong trinh nghi€n ctru toan dién vé toi
pham cong ngh¢ cao va nhan dién cac loai hinh t6i pham cong nghé cao chua Xuét
hién nhiéu. Lién quan dén van dé ndy, cic cong trinh hau nhu méi chi dugc dé cap
dudi dang cac bai viét nghién ciru chuyén nganh, thé hién goéc nhin riéng va quan
diém ca nhan cua mot sb tac gia.

1.2. Nhém cong trinh nghién ciru vé phap luit quoc té va hop tic diu
tranh phong chong t6i pham cong nghé cao

1.2.1. Cac cong trinh nghién cwu ciia nuwdéc ngoai

Trong cac cong trinh nghién ctru ctia nudc ngoai vé phap luat qubc té va hop
tac ddu tranh phong chdng t6i pham cong nghé cao, trude tién co thé dé cap dén
mot s& cudn sach tham khao dién hinh phan tich chuyén sau vé van dé nay, tiéu biéu

la cudon “Cybercrime: A Reference Handbook” (an pham nam trong chuoi
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Contemporary World Issues Series cia nha xuat ban ABC-CLIO Press, Hoa Ky)
clia cac tac gia Bernadette Hlubik Schell va Clemens Martin xudt ban nim 2004.
Pay c6 thé coi 1a mot trong nhitng cudn sach chuyén khao dau tién dé cap mot cach
téng quat vé loai hinh t6i pham mang va nhimg diéu chinh ctia luat phap ddi véi
loai toi pham nay. Vi 7 chuong, cudn sach da tp trung 1am rd mét s6 khia canh co
ban nhu lich str hinh thanh va phat trién; cac dang thure cua toi pham mang; cac quy
dinh cta phap luat quéc té diéu chinh vé loai hinh t6i pham nay ciing nhu dua ra
nhirng du doan va canh bao vé chul nghia tin cong mang rat c6 thé dan dén mot trao
lwu ciia mot hinh thirc khing bd méi trong tuwong lai khong xa. Khong chi dimg lai
& d06, cubn sach con di sdu hon nita vao viéc phan tich nhitng thuc tién tai mot )
qudc gia ma dién hinh 1a Vuong qudc Anh va Hoa Ky. Qua d0, tap thé tac gia chi ra
mot s bat cap con ton tai trong hé thong phap luat cta cac nudc trong qua trinh loai
b6 va phong chdng loai hinh t6i pham nay.

Tiép dén, phai ké t&i cubn sach “Crime and Technology: New Frontiers for
Regulation, Law Enforcement and Research” dugc bién tap boi Ernesto U. Savona
(xuat ban nim 2013 boi nha xuét ban Springer). Véi 12 chuong twong dbi d6 so,
day ciing 1a mot trong nhiing cong trinh nghién ctru tiéu biéu dé cap dén nhitng diéu
chinh phép 1y qudc té trong dau tranh phong chdng tdi pham céng nghé cao. Trong
tac phdm ctia minh, tic gia da danh t&i 3 chuong (chuong 3, chuong 4 va chuong 5)
dé néi vé nhiing thach thire ddi véi cac quy dinh cua phap luat quéc té khi dau tranh
chéng lai t01 pham mang - mdt dang thirc cia toi pham cong nghé cao. Tac gia ciing
dé cap dén ngudn cua phap luat qudc té diéu chinh vé van dé nay ciing nhu tap
trung 1am rd khai niém toi pham mang dudi goc do cua phap luat qudc té. Trén co
s& do, tac gia dua ra nhimg dé xuat trong van dé cai t6 cac quy dinh cua phéap luat
qudc gia trén co sé phi hop v6i phap luat qudc té hién co; ddng thoi, dé cao cong
tac hop tac qudc té trong qua trinh triét pha loai hinh tdi pham nguy hiém nay.

Cubn sach “Computer Crime” dugc bién tap boi Indira Carr (xuat ban 1an dau
nam 2009 bdi Ashgate Publishing, tai ban va b sung nim 2016 Routledge Press)
cling 13 mot cong trinh dang chil y. V6i 4 phan, cudn sach tp trung phan tich va
lam rd ban chét phép ly cua mét trong nhirng loai hinh tdi pham cong nghé cao, do6
chinh 1a toi pham may tinh. Tac gia di gidi thiéu nhiéu goc do ciia toi pham may
tinh va qua d6 tim ra mdi lién hé gitta loai t6i pham nay vdi cac quy dinh ctia phap
luat qudc té, dic biét 1a Cong ude cia Uy hoi chau Au vé toi pham mang va Nghi
dinh thu bo sung ctia Cong udc nay. Trén co sd do, cudn sach di tiép tuc dé cap dén

mot trong nhitng van dé hoc bia lién quan dén qua trinh diéu tra, hop tic qudc té,
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van dé phan dinh tham quyén tai phan va viéc dinh toi loai hinh to6i pham may tinh.
O phén cubi, cudn sach dua ra nhitng canh bao va sy can thiét trong viéc d4u tranh
chéng lai loai t0i pham nay déac biét trong bdi canh an ninh mang luén tiém an
nhiing nguy co mat an toan trong thyc té hién nay.

Khoéng chi dung lai ¢ viée théng ké cac sd lidu, ban bao cdo dai toi 57 trang
cia Trung tAm tdi pham coéng nghé cao cua cuc Canh sat chau Au Europol
“Hightech Crime within the EU: Old Crimes New Tools, New Crimes New Tools”
(2007) d3 dua ra nhitng nhan dang va phan loai kha cu thé d6i véi loai hinh toi
pham cong nghé cao tai cac qudc gia ctia Lién minh chau Au. Ban bao cao da dua
ra nhing thyc tién cap nhat vé tinh hinh tdi pham cong nghé cao tai lién minh chau
Au, dong thoi nhitng giai phap va nhitng khuyén nghi ciing dugc can nhac ddi voi
cac qudc gia thanh vién trong hoat dong hop tac, du tranh phong chéng toi pham
thoi gian toi.

Bai viét “Cybercrime: National, Transnational, or International?” cia tac gia
Ellen S. Podgor (xuit ban nim 2004 boi Georgia State University College of Law,
50 Wayne L. Rev. 97, Hoa Ky) da lan dau tién dat ra van dé phan cap dbi véi toi
pham mang. Tac gia cua bai nghién ctru da phan tich va dat t6i pham mang dudi
nhiéu cap do: cap do qudc gia; cip do khu vuc va cip do toan cau. Khong chi don
thuan di vao timg cap d9, bai viét con tiép tuc lam rd van dé tham quyén tai phan
d6i v6i loai hinh t6i pham nay theo quy dinh tai Piéu 22 cia Cong udc Budapest vé
t0i pham mang ma Hoa Ky da tham gia ky cling nhu céc quy dinh hién c6 cua phap
luat quéc té lién quan dén van dé diéu chinh loai hinh toi pham nay.

Bai viét “Cyber Crime: A Growing Problem” cta Tién si Rita Esen (ding tai
trén Tap chi SAGE Journals, Vol 66, Issue 3, 2002) cling 1a mdt cong trinh dua ra
duoc nhitng nhan dang va phan loai mdt cach téng quan ddi véi loai hinh toi pham
mang. Khong chi dimg lai & viéc phéan loai, bai viét ctia tac gia Rita Esen con dua ra
dugc nhimng vi du cu thé cho ting loai hinh t6i pham ciing nhu phan tich nhitng diéu
chinh phap 1y d6i véi t6i pham mang theo cac quy dinh clia phap luat Anh-My¥. Qua
do, tac gia nhan dinh rﬁng, can “giai ma” (decode) dugc cac loai t0i pham cong
nghé cao trong dé dac biét 1a t6i pham mang va dac biét nhan manh, diéu chinh
phap 1y qudc té va hop tac giita cac qudc gia 1a chia khoa cho van dé nay.

Khong gibng nhu cac bai nghién ctru khéc, bai viét “Computer Crime -
Traditional and New Values” (dang tai trén tap chi Pécs Journal of International and
European Law nim 2004) cia tic gia Nagy Zoltan Andras ban ludn vé van dé

nhiing gia tri truyén théng va nhirng gia tri mai s€ phai ddi mat vai mot loai hinh toi
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pham - d6 chinh 13 t9i pham may tinh. Tac gia Nagy Zoltan Andras cho rang, bén
canh nhiing gia tri to Ién ma may tinh dua lai cho cong viéc ciia con nguoi thi chinh
may tinh ciing san sinh ra mot thé hé chuyén sir dung mdy tinh dé thuc hién cac
hanh vi tin cong hay pham ti. Bai viét nghién ciru qua trinh hinh thanh va phat
trién cling nhu phan biét nhing dang thirc clia téi pham may tinh (Computer
crimes). Pic biét, bai viét con dé cap t6i nhimg diéu chinh phap 1y quéc té duoc
quy dinh trong Cong u6c Budapest vé toi pham mang va phéap ludt cia mot s6 quc
gia lién quan dén loai t6i pham nay (Puc, Ao, Hungary...).

Ngoai nhitng nghién ctru di duoc nhic dén & trén, mot sd cong trinh khac
cling da co d& cap vé toi pham cong nghé cao nhu “High-technology-crime
Investigator's Handbook: Working in the Global Information Environment” cua céc
tac gid Gerald L. Kovacich, William C. Boni; “Investigating High-Tech Crime” cua
tac gia Michael Knetzger va Jeremy Muraski; “Cybercrime: The Psychology of
Online Offenders” cuia Grainne Kirwan, Andrew Power; “Cybercrime Through an
Interdisciplinary Lens” dugc bién tap boi Thomas J. Holt .v.v... Py da phan la
nhiing cong trinh nghién ciru va tiép can vé t6i pham cong nghé cao dudi gidc do
ctia mot sd nganh khoa hoc khéc nhu toi pham hoc; khoa hoc diéu tra toi pham...
Khia canh phap ly, dic biét 1a phap 1y qudc té khong duge thé hién mot cach thuc
su 13 nét tai nhitng cong trinh ndy, da phan cac cong trinh tiép can dudi goc do cua
phap luat cta cac qudc gia 1a chu yéu.

1.2.2. Cdac cong trinh nghién ciru ciia Viét Nam

Tai Viét Nam, lién quan dén van dé phap luat quéc té va hop tac d4u tranh
phong chéng tdi pham cong nghé cao, cac cong trinh nghién ciru con kha khiém tén
va han ché ca vé quy mé ciing nhu mtc d6 nghién ctru, chi yéu thé hién qua cac
nghién ciru riéng 1é ding tai trén cac trang thong tin dién tir hay cac chuyén dé trong
cac dé tai nghién ctru khoa hoc, vi du nhu bai nghién ctru “Hop tdc quoc té trong
phong, chong t6i pham sir dung cong nghé cao va van dé dat ra trong cong tac dao
tao, béi dudng cdan bg” cla tac gia Tran Van Doanh (trong ky yéu hoi thao khoa
hoc "Phong, chdng toi pham sir dung céng nghé cao - Nhitng van dé dit ra trong
cong tac dao tao", Hoc vién CSND thang 11/2014); “Lich sw phat trién hoat dong
hop tac quoc té vé nghién ciru tdi pham hoc va dau tranh phong, chéng téi pham”
cua tac gia Nguyén Minh Ptic va Nguyén Thi Nga (ding tai trong muc Nghién ctru,
trao d6i phap luat trén trang thong tin dién tr ciia hoc vién canh sat nhan dén, truy
cap 1an cudi 10/10/2018); bai viét “Khdi niém va cdc ddc diém cia toi pham cong

nghé thong tin - Su khdc biét gitra toi pham cong nghé thong tin va toi pham thong



22

thwong” cia tac gia Pang Trung Ha, Vu Phap luat qudc té, Bo Tu phap (dang tai
trén cong thong tin dién tir ciia BO Tu phap, truy cdp 1an cudi 10/10/2018)... Vé co
ban, cac cong trinh 1i€n quan dén van dé nay tai Viét Nam chua thuc sy lam 1o duoc
nhing khia canh phap 1y (dic biét 1a van dé phap 1y qudc t&) déi voi toi pham cong
nghé cao, chua dap uing dugc tinh cip thiét cta tinh hinh nghién ciru va thyc tién
hoat dong cua cac loai hinh t6i pham cong nghé cao hi¢n nay.

1.3. Nhém céng trinh nghién ctiru vé phap luit va thye tién dau tranh
phong chéng tdi pham cong nghé cao tai mot sé6 quoc gia, khu vwe va nhirng
van dé lién quan dén Viét Nam

1.3.1. Cac cong trinh nghién cwu ciia nuwdéc ngoai

Trong cac cong trinh nghién ctru vé phap luat va thuc tién dau tranh phong
chbng t6i pham cong nghé cao tai mot sé qudc gia, khu vuc va nhitng van dé lién
quan dén Viét Nam, cubn sach “Cyber-Crime: The Challenge in Asia” cia tap thé
tac gia Rod Broadhurst va Peter Grabosky (xuat ban nim 2005 béi Hongkong
University Press) 1a mot trong nhiing cong trinh hiém hoi dé cap dén loai hinh toi
pham mang va dit trong mdi quan hé voi cac qudc gia tai khu vuc chau A. Trong
cubn sach, cac tac gia da tap trung 1am rd nhirng tac dong tiéu cuc vé kinh té-xa hoi
ctia loai t6i hinh pham mdy tinh, toi pham mang thong qua thuc tién tai Trung
Quéc, Hong Kong (dac khu hanh chinh cta Trung Qudc), Nhat Ban va Singapore.
Qua d6, cudn sach dua ra nhitng goi mo d6i véi cac qudc gia khac trong khu vuc
chau A Thai Binh Duong, trong d6 dic biét co dé cap tdi cac qubc gia tai Dong
Nam A — mdt khu vuc ma cudn sach di nhan dinh 13 “manh dit mau md” cua loai
hinh t6i pham méi nay (“rich land for cybercrime in Asia”)*. Cubn sach ciing da
tryc tiép dé cap toi tinh hinh tdi pham cong nghé cao & Viét Nam ké tir nhimg nam
1997 tr& lai day cling nhu dua ra nhitng du bao tinh hinh méi cho khu vyc chau A
n6i chung va khu vic Dong Nam A néi riéng, trong d6 c6 Viét Nam.

Mot cubn sach khac d6 1a cudn “Cybercrime and Security” cua tap thé tic gia
Alan E. Brill, Fletcher N. Baldwin, Robert John Munro (4n phim cta Oceana
Publications xuat ban nim 1998). Trong cudn sach, bén canh viéc tim hiéu cac quy
dinh phap luat ciia mot sb qudc gia trong lién minh chau Au, cac tic gia ciing da
kha nhiéu lan nhic téi nhitng bat cip trong hé théng phap luat cia cic qubc gia
chau A, nhét 1a tinh trang “thiéu vang” cac quy dinh vé mot s6 ndi dung nhu toi
khiéu dam tré em trén mang; hanh vi lan truyén nhimng thong tin that thiét va thu rac

? Broadhurst, R., & Grabosky, P. (2005). Cyber-crime : The challenge in Asia. Hong Kong: Hong
Kong University Press
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trén mang (spams)... Cuén sach khong chi nhéc téi Viét Nam ma nhitng qudc gia tai
khu vuc chau A ciing duge dé cap dén nhu Nhat Ban, Trung Qudc hay Singapore,
Malaysia, Phillipines... trong van dé hoan thién phap luat ciing nhu hop tac qubc té
nham loai bo loai hinh tdi pham nguy hiém nay.

Cubdn sach “The History of Cybercrime: 1976-2014” (xuat ban nim 2014 boi
Cybercrime Research Institute Gmbh, CHLB Duc) cua tic gia Stein Schjolberg
cling 12 mot trong nhirng cudn sach co dé cap toi dién bién cia t6i pham cong nghé
cao tai Viét Nam. Véi 10 chuong va 02 phu luc, cudn sach di di vao tim hiéu lich
st hinh thanh va phat trién cta ca hai dang thtc t6i pham mang cling nhu t6i pham
may tinh. Khong chi dimg lai & d06, cudn sach ciing tap trung phén tich nhiing co
ché va thiét ché hién nay trong viéc dau tranh phong chong loai hinh tdi pham nay
thong qua hoat dong ctua Lién Hop Quéc, Uy hoi chau Au, Nato, Interpol, OECD,
nhom G-8 hay cac van ban nhu Cong udc Budapest vé toi pham mang, Du thao
Cong udc qudc té Stanford vé ting cudng an ninh khoi toi pham mang va khing b
trén Mang nam 2000 hay cac khuyén nghi ctia mot s6 to chtrc qubc té... Lién quan
dén Viét Nam, cudn sach da nhic téi nhitng nd lyc cua cac qudc gia Pong Nam A
trong viéc tién téi hinh thanh khung phéap 1y cho hoat dong hop tac va triét pha toi
pham cong nghé cao cua khu vyc. Cu thé, cudn sach da dé cap dén Hoi nghi Asean
lan thtr 13 vé t6i pham xuyén qudc gia duge to chuc tai Pa Ning cia Viét Nam vao
nam 2013. Bén canh nhimg nd lyc cua Aseanapol, Viét Nam da dé xuat thanh lap
nhirng nhém hoat doéng chuyén trach vé mang toi pham mang. Nhiing thyc tién nay
c6 thé xem nhu nhitng budc di du tién thé hién quyét tim cao ctia Viét Nam va khu
vuc trong van dé dau tranh phong chéng cac loai hinh toi pham céng nghé cao.

Ngoai cac cong trinh da dé cép, lién quan dén van dé phap luat va thyc tién
dau tranh phong chong t6i pham cong nghé cao tai mot sé qubc gia, khu vuc va
nhiing van dé lién quan dén Viét Nam, c6 thé ké t6i mot s6 cong trinh ctia nude
ngoai nhu, “Prevention and Prosecution of Computer and High Technology Crime”
cua tac gia M. Bender (1988); “Transnational Criminal Organizations, Cybercrime,
and Money Laundering” cia tac gia James R. Richards (1999); “The Internet and
Governance in Asia: A Critical Reader” xuit ban bai Asian Media Information and
Communication Centre (2007); “Non-Traditional Security in Asia: Issues,
Challenges and Framework for Action” dugc bién tap boi Mely Caballero-Anthony,
Alistair D.B. Cook (2013)... Tuy nhién, khia canh phép ly trong nhiing cong trinh
nay chua thuc sy & nét va cha yéu dé cap tinh hinh chung tai cac khu vyc, nhiing

van dé lién quan dén Viét Nam ciing it khi duoc dé cép.
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1.3.2. Cac cong trinh nghién cuu cia Viét Nam

Trong s cac cong trinh nghién ctru ctia Viét Nam, trude tién c6 thé dé cap dén
mot s6 Pé tai nghién ctiru khoa hoc cac cap duoc trién khai trong giai doan gan day.
Pé tai nghién ciru khoa hoc cap Nha nudc giai doan 1996-2000 “Phong chéng t6i
pham trong tinh hinh méi” cia GS. TS. Nguyén Phing Hong. Trong dé tai, tac gia
d3 1an dau tién nhac t6i sy can thiét phai ting cudng sy lanh dao cta Pang d6i voi
cong tac phong chéng toi pham trong tinh hinh méi. Tiép dén, cép uy, chinh quyén
cac cép can nd luc nhiéu hon nita trong lanh dao, chi dao va tang cuong nhan thic
clia can bo, dang vién va nhan dan. Tac gia nhan dinh, trong giai doan sip tdi, cong
tac phong ngira, diéu tra, xtr 1y cac loai toi pham c6 t6 chtrc, hinh sy nguy hiém,
kinh té, tham nhiing, ma tay, toi pham st dung cong nghé cao... cAn tap trung va
tién hanh quyét liét hon, gop phan dam bao an ninh qudc gia va giir gin trat ty, an
toan x4 hoi. Vi tinh chat 1a mot cong trinh cap nha nudc, dé tai da budc dau canh
bao vé nhitng loai hinh tdi pham nguy hiém trong tinh hinh méi, dac biét 1a loai
hinh t61 pham c6 stir dung cong ngh¢ cao.

Mot dé tai khac 1a dé tai nghién ctru khoa hoc cap BO “Téi pham xuyén quéc
gia lién quan dén Viét Nam” do Pai ta Pham HJ (Chanh vian phong INTERPOL
Viét Nam-Tong cuc II Bo Cong an) lam chii nhiém dé tai. Péng gop quan trong
nhat cua dé tai d6 1a da tién hanh tong hop cac dit liéu cua Viét Nam lién quan dén
t6i pham xuyén qubc gia; trong do, tic gia di nhiéu lan dé cip va canh bao vé loai
hinh t0i pham st dung cong nghé cao. Tac gia nhan dinh, tinh hinh tdi pham xuyén
qudc gia trén thé gidi va khu vuc ¢ nhiéu dién bién phic tap. Khi xu huéng toan
cau hoa bat dau xuat hién, cac hinh thirc toi pham xuyén qubc gia ting nhanh
chong, dac biét 1a budn ban ma ty va cac loai tdi pham mang lai lgi nhuan cao nhu
hoat dong budn ban vii khi, budn ngudi, rira tién, toi pham kinh té qudc té va toi
pham cong nghé cao... Bén canh d6, dé tai ciing dua ra canh bao vé thuc trang
nhiing dong ngudi, dong tién va hang hoa di chuyén tir nudc nay sang nude khac
trong boi canh toan cau hoéa va hoi nhap kinh té qubc té chinh 1a diéu kién thuan loi
dé cac loai toi pham md rong pham vi hoat dong.

Ngoai cac dé tai nghién ciru khoa hoc, c6 thé ké t6i mot s6 cudn sach chuyén
khao nhu “Thuc hién chieong trinh quoc gia phong, chéng t6i pham trong thoi ky
dday manh céng nghiép héa va hién dai héa dat nwde” cia tac gia Lé Thé Tiém (nha
xuat ban Cong An Nhan Dan nim 2002). Cudn sach tap trung di vao lam rd nhing
tac dong ti€u cuc cua céc loai hinh tdi pham trong cong cudc cong nghiép hoda - hién

dai hoa ciia Viét Nam. Tac gia ciing dé cap t6i cac ndi dung, phuong hudng trong
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chuong trinh quéc gia phong, chéng tdi pham trong thoi ky cudc cong nghiép hoa -
hién dai hoa, trong d6 dac biét luu tdm tdi cac loai hinh tdi pham cong nghé cao
phat sinh trong giai doan mai. Pé dat dugc hiéu qua cao, tac gia cho réng, sur phéi
hop gitta cac bd ban nganh, cic co quan phong, chéng t6i pham 1a yéu t nén tang.
Ngoai ra, can day manh thyc hién cic Chuong trinh qudc gia phong, chong toi
pham; chu dong danh gia thyc trang va dy bao xu thé phat trién ctia cac loai hinh toi
pham no6i chung va ti pham sir dung cong ngh¢ cao tai Viét Nam noi riéng.

Cudn sach chuyén khao “Phong chong cdc loai tdi pham ¢ Viét Nam thoi kp
dé6i méi” cua tac gia Nguyén Xuin Yém (nha xuit ban Cong An Nhan Dan nim
2005) ciing 1a mot trong nhitng cong trinh ddng cha y. Trong cudn sach, tac gia
nhan dinh, voi bdi canh nude ta chuyén dbi tir nén kinh té tip trung bao cip sang
nén kinh té thi truong, bén canh nhiing trd ngai vé mat kinh té thi cling xuét hién
nhiing van dé tiéu cuc trong xa hoi, nhét 1a van dé toi pham - mot dang thirc hanh vi
1éch lac xa hoi. Lién quan dén toi pham cong nghé cao & Viét Nam, tic gia di chi ra
tinh phirc tap trong cong tac phong chng dic biét trong bdi canh s luong, muc do
va dién bién cta t6i pham ngay mot phiic tap v6i cac phuong thire, tha doan pham
t6i moi. Cubn sach ciing dua ra du bao vé nhitng kho khan, thach thirc trong giai
doan sap t6i, tac gia cho rang sy bung nd ciia cong nghé thong tin trong xu thé phat
trién cua thé gidi s€ tac dong manh me dén su phat trién cua mang Internet, mang
vién thong tai Viét Nam; chinh diéu nay tao diéu kién thuan loi cho toi pham su
dung cong nghé cao gia ting s6 lugng cung véi phuong thie, thi doan ngdy cang
tinh vi, kho phong ngira va dau tranh hon.

bac biét, lién quan dén van dé toi pham cong nghé cao tai Viét Nam, s€ 1a
thuc su thiéu sot néu nhu khong dé cap tdi cong trinh cua Pai tuéng, GS. TS. Tran
Pai Quang, cudn sach “Khéng gian mang: Twong lai va Hanh déng” (nha xuit ban
Cong An Nhan Dan nam 2015). Khong chi trinh bay nhiing van dé chung lién quan
dén vong xody phat trién khong gian mang tai Viét Nam va thé gi6i; van dé bao vé
chi quyén va an ninh-lgi ich qubc gia trén khong gian mang, cuén sach con 1y giai
sy hinh thanh ctia khong gian mang véi nén tang 13 Internet va di sau phan tich vé
ban chat xi hoi ctia khong gian mang, cung nhiéu van dé dang 1a mdi quan tam
hang dau cta Viét Nam nhu an ninh mang, gian diép-tinh bao mang, tdi pham mang
hay tham chi 14 chu nghia khung bé mang. Duéi cach tiép can clia minh, tai chuong
V, tac gia da dua ra nhiéu giai phap mang tinh dinh huéng va thuc chat ddi véi Viét
Nam gan chit véi an ninh va van ménh qudc gia trong bdi canh toan cau héa; theo

d6, mdt loat nhom gidi phap dugc dua ra nhu, hoan thi€n chu truong, chinh sach,
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phap luat; nang cao nang lyc cong nghé ciia qubc gia, tranh phu thudc vao bén
ngoai; ting cudng quan 1y va kiém soat cia Nha nudc d6i véi ndi dung thong tin
trén mang; day manh phat trién doi ngii nguon nhéan lyc va to chirc bd méy; dic
biét, Pai tuéng Tran Dai Quang nhdn manh van dé y thitc cia modi nguoi dan khi
cho rang, viéc thiéu ¥ thirc cua nguoi sir dung di tao ra va thiic day cac yéu to tiéu
cuc ma ta hay goi l1a “mat trai cua Internet”.

Ngoai ra, cac cong trinh nghién ctru tai Viét Nam vé van dé nay con duoc dé
cip tai cac bai bao chuyén nganh, thé hién quan diém va goc nhin riéng cta cic tac
gia. Bai viét “Gidi phdp ndng cao hiéu qua dau tranh véi téi pham sit dung cong
nghé cao trong béi canh toan cau héa” cia tac gia HO Thé Hoe (dang tai trén Tap
chi Dan cha va Phap luat, S6 6(243), nam 2012) phan tich thuc trang t6i pham sir
dung coéng nghé cao trong bdi canh bung nd ciia cong nghé thong tin va vién thong.
Tac gia cho rang, & Viét Nam t6i pham st dung cong nghé cao dang gia tang nhanh
chong, tiép tuc dién bién phtic tap va gy ra nhiéu hau qua nghiém trong. Trudc
day, t6i pham sir dung cong nghé cao xay ra trén nhiéu linh vic nhu chinh tri, kinh
té - x4 hoi va chu yéu tap trung tai cac thanh phd 16n nhu Ha Noi, H6 Chi Minh, Pa
Néng; tuy nhién, trong giai doan hién nay n6 di lan ra céc tinh, thanh phd khac véi
quy mo, mirc do va thi doan tinh vi hon. Khong chi ding lai ¢ do, tac gia bai viét
cling dwa ra mot s6 kién nghi nham nang cao hiéu qua trong cong tac ddu tranh d6i
v6i loai hinh tdi pham nay tai Viét Nam trong tién trinh hoi nhdp va toan cau hoa,
trong d6 dic biét nhdn manh dén cong tac ra soat, bo sung, ban hanh méi cac quy
dinh cta phap luat. Bén canh dé, tac gia cho rang Viét Nam ciing can tiép tuc ting
cuong hop tac qudc té trong linh vuc dau tranh phong, chéng toi pham sir dung
cong nghé cao, ky két cac thoa thuan qudc té, trao d6i thong tin toi pham, tranh tha
tai trg cac thiét bi k¥ thuat, cong nghé hién dai va dio tao can b trinh d6 cao...

Trong bai viét “Hoan thién co sé phdp 1y vé chimg cir dién tir trong phong,
chong t9i pham céng nghé cao” (dang trén Tap chi Kiém sat, sd 1, nim 2014) cua
minh, tac gia Pao Anh Téi khong chi dé cap t6i nhiing khia canh phap 1y vé toi
pham cbéng nghé cao ma con dua ra nhimg giai phap trong viéc hoan thién hd so,
chung cur dién tir trong cong tac xu ly loai hinh tdi pham nay. Theo tac gia, chiing
ctr dién tir c6 y nghia to 16n khong chi vé mat phap 1y ma nd con cé mot ¥ nghia
quan trong trong cong tac diéu tra, truy t6 va xét xtr cic vu an ma d6i trong pham
toi da su dung, lam dung nhitng thanh tgu khoa hoc k¥ thuat tién tién lam cong cu,
phuong tién dé thyc hién hanh vi pham t6i (t6i pham cong nghé cao). Tac gia cling

nhan dinh réng, cht thé cua toi pham déu 1a nhitng ngudi ¢6 nhan thuce vé phap luat
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va hiéu biét sdu vé cong nghé cao, va khi thyc hién hanh vi pham toi déu c6 nhing
thii doan tinh vi dé che gidu thong tin pham toi. Chinh vi vay, Viét Nam can gip rat
hoan thién co s& phap 1y va nang cap ning luc ctia doi ngil can bd trong cong tac
thu thap chimg ct dién tir gbp phan ting cudng hiéu qua cong tic phong, chong toi
pham no6i chung va toi pham cdng ngh¢ cao noi riéng.

Bai viét “Tinh chdt cua tinh hinh (5 pham su dung cong nghé cao tai Viét
Nam, thu doan pham toi va du bao” cua tac gia Cao Anh Puc (dang trén Tap chi
Nghién ciru 1ap phap; s6 16 nim 2015) tap trung vao viéc nghién ciru khai niém va
phan tich cac dac tinh cua tdi pham st dung cong nghé cao trong giai doan 2010 —
2014 tai Vi¢t Nam. Téc giad chi ra réng, toi pham st dung cong nghé cao la mot
trong nhirng loai hinh tdi pham méi xuét hién ¢ Viét Nam. Hién tai, tinh hinh toi
pham cong nghé cao dang tiép tuc dién bién phuc tap, kho ludng, xay ra trén nhiéu
linh vic nhu kinh té, van héa-xa hoi, an ninh-qubc phong cta dat nudc. Dudi goc
nhin ctia mot kiém sat vién, bai viét dugc tac gia tiép can chu yéu dudi goc do cia
phap luat quéc gia. Chinh vi vay, nhiing giai phap ma tic gia dua ra dé khac phuc
nhing han ché trong cong tac phong chdng tdi pham sir dung cong nghé cao & Viét
Nam bao gom: ting cudng su lanh dao va giam sat ctia cac cap iy Pang; chu trong
cac bi¢n phap phong ngtra xa hdi; tirng budc nang cao nang lyc cla cac co quan bao
v€ phap luat va luc lugng chuyén trach; hoan thién hé théng chinh sach, phap luat
va tang cuong hop tac qubc té...

1.4. Panh gia tinh hinh nghién ctru cic van dé lién quan dén dé tai luin 4n

Céc cong trinh nghién ctru lién quan dén dé tai luan an budc dau da c6 nhiing
nhan dién, phan tich va hé théng héa & muc do nhat dinh ddi vai pham tru “t0i
pham cong nghé cao” ciing nhu nhimg van dé dat ra ddi véi cac qudc gia trong boi
canh hién nay, cu thé:

Vé mit 1y luan, mic du cac cong trinh déu c6 nhimg goc do tiép can twong d6i
khac nhau trong viéc nhin nhén tdi pham cong nghé cao; tuy nhié€n, & mot mic do
nhat dinh, nhitng dau hiéu phap 1y chung dé nhan biét va xac dinh loai toi pham nay
vé co ban déu kha trung khdp. Tiép do, cac cong trinh dong loat dua ra nhiing cach
thirc phan loai td6i pham cong nghé cao thanh nhiing dang thuc va dya trén nhitng
tiéu chi cu thé. Mot sd cong trinh con di sdu hon vao viéc phan tich qua trinh hinh
thanh va phét trién cua t6i pham coéng nghé cao; qua d6, thiy dugc nhing sy bién
chuyén nhanh chong va cac tac dong tiéu cuc ngdy mot ting 1én cta loai hinh toi

pham nay.
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Vé mit phap 1y, cac cong trinh nghién ctru tir bai viét cho dén sach chuyén
khao, bén canh viéc dé cap dén goc d6 ky thuat, déu phan tich dén mot sb khia canh
phap 1y ciia loai hinh toi pham cong nghé cao - mot loai hinh t6i pham chi c6 thé
hiéu r6 vé mat phap 1y khi dd nim chic dugc nhiing khia canh lién quan dén ky
thuat cta t6i pham. Céac cong trinh da phan gidi thiéu t&i nhimg quy dinh ciia phép
luat vé t6i pham cong nghé cao ctia mot sé qudc gia nhu My, Canada, Australia,
Nhat Ban, Anh, Thuy Dién,... Mot s6 cong trinh d3 budc dau dé cap t6i cac van
kién phap 1y qubc té diéu chinh van dé toi pham cong nghé cao nhu Cong udc
Budapest vé t6i pham mang; Cong udc Palermo vé phong chdng t6i pham c6 to
chtrc xuyén qubc gia.

Vé mit thuc tién, trén co so dua ra cac cach tiép can, phan loai va dién giai
cac quy dinh ciia phap luat vé loai hinh t6i pham cong nghé cao, cic cong trinh
nghién ctru da phan tich tinh hinh va tac dong cua toi pham cong nghé cao tai cac
quéc gia, mdi khu vuc va trén toan thé gidi; tor do, dua ra nhitng du bao cling nhu
cac giai phap trong d6 dic biét luu tdm dén viéc cai thién cong tac 1ap phap va nhu
cau ting cudng hop tac qudc té giita cac qudc gia trong hop tac ddu tranh phong
chéng t6i pham cong nghé cao.

Vé nhitng van dé lién quan dén Viét Nam, c6 thé nhan dinh, cic cong trinh
nghién ctru chuyén sau vé toi pham cong nghé cao thong qua cac cong trinh nghién
cuu & Viét Nam chua thuc su duoc toan dién va déy du (ca vé thé loai va muc d6
nghién ciru) so v&i tuong quan tinh hinh nghién ciru trén thé gi6i cling nhu tinh cap
thiét ctia dién bién tinh hinh t6i pham cong nghé cao hién nay. Cac cong trinh chil
yéu ton tai dudi dang cac bai viét nghién ctru don 1€, phan tich mot s6 khia canh
phap 1y cta tdi pham sir dung cong nghé cao (cach st dung thut ngit phd bién
trong gidi khoa hoc phap 1y tai Viét Nam vé t6i pham cong nghé cao) dit trong moi
tuong quan véi cac quy dinh cia phap luat Viét Nam; qua do, cac cong trinh cling
dua ra nhitng du bao va dé ra nhitng giai phap, dé xuat ddi véi Viét Nam trong thoi
gian toi. Ngoai ra, mot s6 khia canh khac cta tdi pham cong nghé cao cling dugc dé
cap tdi rai rac tai mot sb6 dé tai nghién clru céac cép, cac sach chuyén khao... Tuy
nhién, cac cong trinh nay chii yéu tiép can van dé t6i pham cong nghé cao dudi
nhiéu gbc do cua cac nganh khoa hoc khac nhau nhu: tdi pham hoc; khoa hoc diéu
tra hinh sy; cong nghé thong tin.v.v...

Nhu vdy, vé co ban, nhimg cong trinh nghién ctru hién c6 da cung cap mot
“btrc tranh” tong thé dé qua d6 c6 thé hinh dung duwoc mot cach toan canh vé toi

pham cong nghé cao 13 gi; nhitng dic tinh va cac dang thirc phod bién cta loai hinh
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t01 pham cong nghé cao so vdi cac loai tdi pham khac; nhiing tac dong cia toi pham
cong nghé cao dbi véi quyén va loi ich ctia mdi c4 nhan, phap nhan ciing nhu mdi
quéc gia, khu vuc trong nhiéu linh vuc; tir d6, cac cong trinh da danh gia va chi ra
nhitng “khoang trdng” cta phap luat (trong d6 c6 ca phap luat qudc té va phap luat
qudc gia) trong viéc diéu chinh ddi v6i loai toi pham céng nghé cao hién nay.

Tuy nhién, qua qua trinh phan tich tong quan, nhiing cong trinh nghién ciru
hién c6 boc 16 va dé ngoé mot sb van dé sau:

Thir nhdt, cac cong trinh nghién ctru chii yéu xody sau vao loai hinh t6i pham
mang (Cyber Crimes) - mdt trong nhitng dang thirc co ban cua tdi pham cong nghé
cao. Mic du dd c6 nhitng cong trinh & trong va ngoai nudc ¢ ndi dung dé cap vé
t6i pham cong nghé cao nhung chua c6 mot cong trinh nao tiép can va nghién ciru
mot cach hé thong, toan dién va day da vé toi pham cong nghé cao trén tit ca cic
binh dién 1y luan, phap 1y va thuc tién (thyc tién qudc té va thuc tién tai Viét Nam).

Thir hai, yéu t6 phap 1y dic biét 1a phap 1y qudc té dugc thé hién tai cac cong
trinh hién c6 chua thuc su rd nét; phﬁn 16m cac cong trinh nghién ctru vé toi pham
cong nghé cao duge nghién ciru trong va ngoai nudc duoc tiép can dudi goc do va
bang phuong phap nghién ciru ciia cic nganh khoa hoc nhu t6i pham hoc; cong
nghé thong tin hay khoa hoc diéu tra t6i pham... Cac cong trinh trong giéi luat hoc
chuyén sdu tiép can dudi goc d6 phap 1y qubc té hau nhu chua duoc quan tdm
nhiéu; cac cong trinh chi yéu tiép can thong qua goc do luat hinh sy qudc gia va thé
hién dudi dang céc bai bdo ngin dang trén cac tap chi chuyén nganh nén ciing chi
dé cap duoc mot vai khia canh cua tdi pham céng nghé cao. Co thé noi réng, hau
nhu chua c6 cong trinh khoa hoc phép 1y nao ké ca ¢ trong va ngoai nudc giai quyét
mot cach triét dé va c6 hé thdng cac van dé phap 1y-thuc tién vé toi pham cong nghé
cao (dic biét 1a thuc tién qubc té va thuc tién tai Viét Nam). Diéu nay din téi hé qua
tat yéu la nhitng kién giai, dé xuit dugc dua ra tai cac cong trinh hién c6 chua thuc
su toan dién va thiéu di tinh phap 1y thuan khiét (do duogc tiép can boi cic nganh
khoa hoc khac nhau).

Thir ba, tai Viét Nam, sb lugng nhitng cong trinh nghién cou vé toi pham cong
nghé cao con kha khiém tén; thiéu vang nhimg cong trinh mang tinh toan dién va
cap nhat vé tinh hinh toi pham cong nghé cao dac bi¢t trong giai doan hi¢n nay.
Tinh hinh nghién ctru tai Viét Nam nhu vdy chua tuong xtmg voi xu hudng nghién
ctru qudc té va dic biét chua dap ung duoc yéu ciu cia tinh hinh, téc do phat trién
cling nhu nhiing tac dong ti€u cuc ma loai hinh t6i pham nay dua lai, anh huong

tryc tiép t6i quyén loi cia mdi ca nhan, phap nhan va Nha nudc. Diéu nay dan t6i
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mot sd han ché trong cach tiép can méi vé toi pham cong nghé cao, dac biét trong
giai doan hién nay, khi ma toi pham cong nghé cao di bién chuyén va c6 nhiéu dang
thirc, thu doan tinh vi hon so véi cac phién ban trudc. Thém vao do, cac cong trinh
nghién ctu tai Viét Nam hau nhu chi nhic dén ma chua thuc sy tiép can va phan
tich dén cac quy dinh trong Coéng uéc Budapest vé toi pham mang - mot trong
nhitng cong wdc dién hinh khi nhic téi vin dé diéu chinh cic loai hinh toi pham
cong ngh¢ cao hién nay.

1.5. Nhirng van dé can tiép tuc dwgc nghién ciru trong luin 4n

Maic du céc cong trinh nghién ctru quéc té va tai Viét Nam hién c6 di lam rd &
nhitng muc do nhét dinh ddi véi mot sb khia canh co ban lién quan dén toi pham
cong nghé cao. Tuy nhién con nhiéu van dé 1y luan, phép 1y va thuc tién vé toi
pham coéng nghé cao ciing nhu nhiing van dé lién quan dén Viét Nam can duoc
nghién ciru, 1am 13 va tiép tuc 1am sau sic hon:

* Ve Iy ludn:

Thir nhdt, luan an s& tiép tuc khai quat hoa, h¢ théng héa va lam sau sic hon
nita cac van dé 1y luan cin ban trong pham tri “t6i pham cong nghé cao”. Bén canh
d6, khong chi tiép can bang nhitng phuong cach truyén thong, nhimng van dé 1y luan
can dugc soi chiéu va kiém ching bang tinh hinh phat trién thyc tién ciia loai hinh
t0i pham nay, trong do dac biét can dbi chiéu va cap nhat voi nhitng dién bién mai
nhat ctia toi pham cong nghé cao trong giai doan hién nay.

Thir hai, luan an s€ phan dinh va lam rd ndi ham cua cac thuat nglr dang dugc
sir dung khong thong nhat nhung c6 lién quan tryc tiép dén tdi pham cong nghé cao,
nhu: t01 pham mang; t0i pham khong gian 40; tdi pham may tinh; tdi pham lién
quan dén may tinh; toi pham st dung/loi dung cong nghé cao.v.v... Qua do, luan an
tiép tuc diic rat va xay dung mot dinh nghia bao quat vé tdi pham cong nghé cao
dac bi¢t dit trong bdi canh va tinh hinh thuc tién hién nay. Cung vdi do, nhitng dac
thil cta toi pham coéng nghé cao ciing s& dugc luan 4n phan tich 1d trong mdi twong
quan voi cac loai hinh toi pham khéc.

Thir ba, luan an cling s& tap trung lam rd nhimg van dé 1y luan trong hop tac
qudc té trong dau tranh, phong chdng t6i pham noi chung va dic biét trong cong tac
phong chong toi pham cong nghé cao ndi riéng (ngudn luat, ndi dung, vai tro va
phuong thire hop tac).

* V& phap ly:

Thir nhat, luan an s& tap trung nghién ciru mot cach tong thé va c6 hé thong

d6i voi nhitng van dé phap 1y lién quan dén toi pham céng nghé cao va hop tic qubc
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té trong cong tac phong chéng loai hinh tdi pham nay, dac biét luan an s¢€ cd géng
lam sdu sic hon yéu t6 phap 1y qudc té duoc quy dinh trong mot sé van kién hién
nay ma dién hinh 1a Cong udc Budapest vé toi pham mang ctia Uy hoi chau Au
cung cac diéu udc qudc té va vin ban khac cé lién quan.

Thir hai, luan an s€¢ md rong pham vi tim hiéu t6i viéc thuc hién phéap luat
qudc té trong hop tac dau tranh phong, chéng toi pham cong nghé cao ctia mot s6
qudc gia dién hinh; qua d6, duc rat mot sd gia tri kinh nghiém, bai hoc tham khao
d6i voi Viét Nam lién quan dén van dé nay.

* V@& thue tién:

Thir nhdt, luan 4n s& danh gia thyuc trang tinh hinh va dién bién cap nhat cia
céc loai hinh t6i pham cong nghé cao trén ca phuong dién qubc té va tai Viét Nam;
qua do, dua ra nhitng du bao va giai phap cé tinh ing dung trong qué trinh hop tac
dau tranh, phong chéng t6i pham cong nghé cao hién nay.

Thir hai, luan an s€ tap trung danh gia hoat dong xay dung va thuc thi phap
luat qudc té ciing nhu phap luat Viét Nam trong linh vuc hop tac déu tranh phong
chéng t6i pham cong nghé cao theo cac tiéu chi clia nguyén tic Pacta sunt servanda.
Trén co so d6, luan an ciing s& tiép tuc nhan dinh vé van dé cac quy dinh cta phap
luat hién hanh (bao gdm ca phap luat qudc té va phap luat qudc gia) da ddy du cho
viéc tao ra mot co sé phap 1y viing chic cho cac cong tac phat hién, triét pha, hop
tac qudc té dau tranh, phong chdng t6i pham cong nghé cao hay chua; c6 bao vé kip
thdi quyén va loi ich chinh dang ctia mdi ca nhan, phap nhan va mdi qudc gia hay
khong. Tir d6, dua ra nhitng phwong huéng, giai phap toan dién trén nhiéu goc do
nhiam hoan thién phap lut va nang cao hiéu qua trong cong tac hop tac ddu tranh
phong chong tdi pham cong nghé cao, nhat 1a tai Viét Nam, dic biét dat trong boi

canh bung nd cua cudc cach mang cong nghiép 1an thir 4.0 hién nay.
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TIEU KET CHUONG 1
% % %

Trén ca binh dién ly luan, phap ly va thuc tién, van dé “toi pham cong ngh¢
cao” thuong xuyén dugc dé cap dén vai tin suat ting dan va da tré thanh ddi tuong
khao ciru trong nhiéu cong trinh nghién ctru khoa hoc ciia cic tac gia khac nhau &
nudc ngoai ciing nhu tai Viét Nam. Céc cong trinh nghién ctru lién quan dén dé tai
luan 4n budc dau di co nhimg nhan dién, phan tich va hé thong hoa & mirc d6 nhat
dinh d6i vai pham tru “t01 pham cong nghé cao” cling nhu nhiing van dé dat ra d6i
v6i cac qudc gia trong bdi canh hién nay. Mic du cic cong trinh déu ¢ nhitng goc
do tiép can tuong dbi khac nhau trong viéc nhin nhan tdi pham cong nghé cao; tuy
nhién, & mot mac d6 nhét dinh, nhimg dau hiéu phap 1y chung dé nhan biét va xac
dinh loai t6i pham nay vé co ban déu kha trung khép. Yéu t6 phap 1y dic biét 1a
phap 1y qudc té dugc thé hién tai cac cong trinh hién c6 chua thyc sy & nét; phan
16n cac cong trinh nghién ctru vé toi pham cong nghé cao dugc nghién ciru trong va
ngoai nude duge tiép can dudi goc do va bang phuong phap nghién ctru cua cic
nganh khoa hoc nhu tdi pham hoc; cong ngh¢ thong tin hay khoa hoc diéu tra toi
pham. Céc cong trinh trong gidi luat hoc chuyén sau tiép can dudi goc do phap 1y
qudc té hau nhu chua dugc quan tAm nhiéu va hau hét ciing chi dé cap dugc mot vai
khia canh cua tdi pham cong ngh¢ cao.

Tai Viét Nam, cac cong trinh nghién ciru chuyén sau vé toi pham cong nghé
cao thong qua cac cong trinh nghién ciru chua thuc sy dugc toan dién va diy du (ca
vé thé loai va mirc d6 nghién ctru) so v6i tuong quan tinh hinh nghién ctru trén thé
gidi cling nhu tinh céip thiét cia dién bién toi pham cong nghé cao hi¢n nay; cac
cong trinh chil yéu ton tai dudi dang cac bai viét nghién ctiru don 1¢, phan tich mot
s6 khia canh phép 1y cta t6i pham str dung cong nghé cao... Cac cong trinh nghién
ctru tai Viét Nam hau nhu chi nhic dén ma chua thuc su tiép cin va phan tich dén
cac quy dinh trong Cong udc Budapest vé toi pham mang - mét trong nhiing cong
uGe dién hinh khi nhic téi van dé diéu chinh cac loai hinh toi pham cong ngh¢ cao
hién nay.

Maic du, céc cong trinh hién cd da “xdi” 1én mot linh vuc nghién ctru con
twrong ddi méi mé nhung dit trong bdi canh bung nd ciia khoa hoc cong nghé thong
tin, viéc c6 thém céc cong trinh nghién ctru toan di¢n va lam rd hon khia canh phap
Iy (dic biét 1a phap 1y qubc té) 1a diéu vo cung cap thiét.
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CHUONG 2
MOT SO VAN PE LY LUAN VE TQI PHAM CONG NGHE CAO VA
PHAP LUAT QUOC TE TRONG HQP TAC PAU TRANH PHONG CHONG
TQI PHAM CONG NGHE CAO
skskok

2.1. Khai ni¢m t4i pham cong nghé cao va hgp tic ddu tranh, phong
chdng tdi pham cong nghé cao

Trude khi nghién ciru vé phap luat quéc té trong hop tac dau tranh phong
chbng t6i pham cong nghé cao, cin phai lam rd cac ndi ham mot sé khai niém nhu
“t6i pham cong nghé cao”, “hop tac d4u tranh” dé tir 46 c6 thé thong nhat khai niém
vé cac quan hé phap luat, quy pham phap luat diéu chinh vin dé nay, qua do xac
dinh co sé, ndi dung, nguyén tac, chu thé, hinh thirc va cac thiét ché trong viéc hop
tac dau tranh phong chong toi pham cong nghé cao.

2.1.1. Khai niém tpi pham cong nghé cao

2.1.1.1. Binh nghia toi pham cong nghé cao

Khi nghién ctru vé qua trinh hinh thanh va phat trién, c6 thé thay thuat ngir toi
pham cong ngh¢ cao khong xuét hién ngay tir nhimng thoi ki dau. Nhiing truong hop
t6i pham cong nghé cao dau tién duge ghi nhan chinh 13 toi an cap dir liéu thong tin
noi bd khi ma nhan loai da tim ra dugc mot hé théng luu trir va chuyén tai thong tin
qua may tinh, mang méy tinh va mang Internet giita cac chinh phu, cong ty’...

Mic du méi chi duoc hinh thanh va phat trién trong vai thap ky gan day, tuy
nhién, cudc cach mang khoa hoc cong nghé¢ da khién cho nhiéu nganh kinh té, khoa
hoc va xa hoi phu thude vao cac cong nghé maéi cia n6d. Ciling giéng nhu bat ky mot
thanh tuu nao cta nhan loai, khi ma céc phat minh cang dugc ung dung rong rai
trong doi sdng x4 hoi thi cang d& bi loi dung hodc 13 myc tiéu hudng téi ciia gidi toi
pham. Cac thanh tyu do cong nghé thong tin dem lai cling khong ndm ngoai quy
luat do; chinh vi vay, trong xa hdi hién dai ngay nay da hinh thanh mét dang thuc
méi vé toi pham - tdi pham cong nghé cao. Pay la thuat ngtr moi khong chi ddi véi
Viét Nam ma con dbi voi nhiéu qubc gia trén thé giéi. Do do, ngay tir viée sir dung
thuat ngir cho dén viéc dua ra khai niém, dic diém hay vi¢c sép xép nhitng hanh vi

nguy hiém cho xa hi nao bi li¢t ké vao danh sach cua loai tdi pham nay ciing con

3 Akhgar, Babak, Staniforth, Andrew, & Bosco, Francesca. (2014). Cyber Crime and Cyber
Terrorism Investigator's Handbook. Rockland, MA: Elsevier Science & Technology Books
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c6 nhiéu y kién khong dong nhat*.

V& mat thuét ngitr, khai niém “t0i pham cong ngh¢ cao” trong ludt phap cua
nhiéu nudc trén thé giéi nhu Australia, My, Anh... di c6 dinh nghia lién quan dén
t0i pham nay nhu: t0i pham cong ngh¢ cao (high-tech crime); t0i pham mang
(cybercrime); t01 pham 4o (Virtual Crime); t6i pham may tinh/tdi pham tin hoc
(computer crime); toi pham lién quan dén may tinh (computer-related crime); toi
pham duoc kich hoat / hd tro bdi cong nghé (Technologically Enabled/Supported
Crime)... Vi du nhu trong luat hinh sy ndm 1995 cua Australia va phén 10.7 cua luat
Thinh vugng chung (Commonwealth Legislation - Part 10.7: Computer Offences),
t0i pham cong ngh¢ cao (hi-technology crime) dugc dinh nghia “la sy xdm nhap
mdy tinh mét cach trai phép; s siva doi trai phép dir liéu bao gom viéc phd hiy dir
liéu; tan cong tir chéi dich vu (DoS); Tdn céng tir chéi dich vu phdn tan (DdoS) ¢é
sir dung botnets; tao ra va phdan phéi phan mém déc hai”™.

Theo Tur dién Luat hoc Black’s Law, t6i pham mdy tinh (computer crime)
dugc dinh nghia 13: “46i pham doi héi vé kién thirc cong nghé mdy tinh chang han
nhir phd hoai hodc an cdp dit liéu mady tinh hay sit dung mdy tinh dé thwe hién mot
s6 10i pham khac®.

Theo cach tiép can ctia Co quan Canh sat Lién bang Uc (Australian Federal
Police AFP) tdi pham cong ngh¢ cao dugc dinh nghia theo kiéu liét ké trong luat
cua Lién bang trong Phan 10.7 - Cac toi pham vé may tinh ctia Pao luat hinh sy
nam 1995 bao gém: xdm nhap mdy tinh (vi du, hacker nguy hiém); stra d6i trai phép
dir liéu, bao gém ca viéc huy dir liéu cac cudc tan cong tur chéi dich vu duoc phan
tan (DDoS) str dung botnet viéc tao va phan phdi phan mém doc hai (vi du nhu
virus, sau, trojans)’...

Theo US. Legalg: “Toi pham cong nghé cao la nhitng toi dc dwoc thuc hién

* GS. TS. Trung Tuéng Nguyén Ngoc Anh - Cuc truéng Cuc Phap ché va cai cach tu phap V19 -
B Cong an, muc Nghién ctru Trao ddi “Mot s6 quy dinh ciia phap luat vé toi pham cong nghé
cao”http://csnd.vin/Home/N ghien-cuu-Trao-doi/286/Mot-so-quy-dinh-cua-phap-luat-ve-toi-pham-
cong-nghe-cao (truy cap lan cubi ngay 20/3/2020).

> Xem hitps://www.afp. gov.au/what-we-do/crime-types/cybercrime/high-tech-crime(truy cap lan
cubi ngay 20/3/2020).

6Xemhttps://legal. thomsonreuters.com/en/products/law-books/blacks-law-dictionary (truy cap lan
cubi ngay 20/3/2020).

" Xem hitps://www.afp. gov.au/what-we-do/crime-types/cybercrime/high-tech-crime(truy cap lan
cubi ngay 20/3/2020).

¥ US.Legal: 1a trang hop phap cho nguoi tiéu dung, doanh nghiép nho, lut su, cong ty va bét ky ai
quan tim dén luat phap, hodc can thong tin phép 1y, san pham hoic dich vu.
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bcing cdch su dung cong nghé dién tur va ky thudt s6 mdi nhw internet hodc sw tro
giup cua may tinh. Nhitng toi pham nay con dwoc goi la toi pham mang, t0i pham
mdy tinh va toi pham cong nghé, tuy thuoc vao khu vuc ma ho dang thuc hién”.
Thong thuong cé hai loai toi pham cong nghé cao khac nhau; danh muc dau tién
bao gém nhitng tdi pham truyén thong duoc thuc hién thong qua viéc st dung may
tinh. N6 bao gdm bat ky toi pham nao duoc hd trg boi may vi tinh nhu phan phéi
sach bao khiéu dam tré em, ban hodc mua thudc bat hop phap, rira tién, cd bac bat
hop phép, phan phdi tuyén truyén thu dich hodc cic 4n pham, pham toi gian 1an
internet va sir dung bat ky cong nghé nao dé Iwu trit, 4n hodc lién lac voi toi pham
va/hodc cac hoat dong hodc hi€p hdi khung bd. Loai hinh toi pham céng nghé cao
thir hai bao gdm nhiing t6i 4c nham vao may tinh hoic mang may tinh. Py dugc
goi 1a toi pham cong nghé cao tinh khiét va bao gém cac hanh vi pham tdi nhur sir
dung trai phép hé théng may tinh ma tiéu biéu 14 tin cong (hack) vao may tinh khac
hodc sir dung trai phép hay phan phbi dir liéu, tn cong tir chdi dich vy (DDOS) va
phan phéi virus may tinh’,

Theo cach tiép can vé tdi pham may tinh da duoc Bo Tu phap Hoa Ky dua ra
nhu sau: “tgi pham tin hoc la bét cir cdc hanh vi vi pham phap ludt hinh sy nao co
lién quan dén viéc sir dung cdc hiéu biét vé cong nghé may tinh trong viéc pham t4i,
diéu tra hodc xét xi¥”. Theo dinh nghia nay thi bat c& toi pham nao ciing co thé
duoc xép vao loai tdi pham may tinh vi chi can trong qua trinh diéu tra cac diéu tra
vién sir dung may tinh dé tim kiém thong tin ciing thudc pham vi diéu chinh cia
dinh nghia'®. Cach hiéu t6i pham tin hoc theo pham vi rong vip phai mot van dé
kho khan d6 13 viéc cu thé hoa cac hanh vi pham ti cu thé tir d6 xac dinh toi danh
cho cac hanh vi nay. Pay khong phai 12 mot cong viéc dé dang vi khi dinh toi danh,
xét vé ban chat, nhiéu toi danh lai tring v&i cac toi truyén thong nhu toi lira dao,
danh bac... diém khac biét c6 khac chiang ¢ day la viéc st dung cong cu thiét bi va
mang may tinh ma thoi.

Tiép can & mot giac do cu thé hon, mot sé nha nghién ctru cho ré“mg tdi pham
cong nghé thong tin chi 13 toi pham dugc thuc hién va gay hau qua trong thé gidi ao

hay moi truong siéu thuc, do thanh tyu cua khoa hoc cong nghé tin hoc dem lai va

? Xem https://definitions.uslegal.com/c/cybercrimes/ (truy cap lan cudi ngay 20/3/2020).

10 Xem hitps://www.justice.gov/criminal-ccips/cybercrime-symposium(truy cap lan cudi ngay
20/3/2020).
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n6 hoan toan khac so v&i cac loai toi pham truyén thong trudc kia''. Trén thé giéi
hién nay da xuét hién thém nhiéu hanh vi dugc coi 1a toi pham cong nghé thong tin
khac hiéu theo pham vi hep nay nhu: tdi truy cap béng mét khau an ca‘ip; td1 sao
chup bat hop phap cac chuong trinh phan mém; toi tn cong va de doa tin cong hé
thong may tinh... Phuong phép tiép can theo pham vi hep niy tuy c6 uu diém la
dinh 1o dugc t6i danh can xu 1y nhung lai c6 nhugc diém la rat dé bo sot toi pham,
nhat 13 trong bdi canh cong nghé thong tin dang phat trién nhu vii bdo. Mot vi du
dién hinh, trén thé gidi hién nay dang tranh cai vé viéc c6 coi hanh vi trom cap, lira
dao cac tai san ma ngudi choi c6 duoc khi choi tro choi truc tuyén hay khong. Néu
nhin duéi goc do thé nao 1a tai san theo quy dinh ciia phap luat hién hanh, thi cac tai
san 40 nay 1a hoan toan khong gid tri vi nd thuc chat khong phai 1a tai san vi chi 1a
nhitng thtr dugc tao ra trong thé gidi siéu thuc do mot phadn mém may tinh (nhiing
ngudi xdy dung 1én trod choi truc tuyén) tao ra. Tuy nhién, néu xét dudi goc do gia
trj giao dich thi cac tai san nay 1a do ngudi choi da bo nhiéu cong strc dé tao lap
duogc, cing véi tinh chat ¢é thé “chiém hiru, str dung va dinh doat” va dic biét 1a
nhing tai san nay cé thé quy doi sang gi tri thuc trong giao dich dan sy (c6 thé
mua bén, trao ddi cho nhitng nguoi choi khac) thi chung lai thyc su can duoc coi la
mot tai sadn co gia tri thuc va can duoc phap luat bao v¢ trude cac hanh vi nhu lura
dao, trom cép nhu ddi vi céc tai san hitu hinh khac.

Mit khac, néu chi coi t6i pham cong nghé cao gidi han trong pham vi thé giéi
40, moi truong dién tir do cong nghé thoéng tin dem lai thi d6i véi nhiing t6i pham
truyén thong sir dung thanh tuu céng nghé théng tin thuc hién hanh vi pham toi,
viéc truy vét, chinh sach ngin ngira, hop tac dau tranh d6i v6i hanh vi nay sé khong
c6 gi khac so véi cac phuong phap xir 1y truyén thong, trong khi vé ban chat thi cac
hanh vi pham t6i nay khic han, don ctr nhu ké pham t6i téng tién trén mang trong
va sau khi thuc hién hoan toan c6 thé xo4 sach toan bo dau vét t6i pham bang k¥
thuat cong nghé tin hoc, diéu nay gay khong it kho khin cho hoat dong thu thap dau
vét néu cac phuong phap thu thap, bao quan chimg ctr khong duoc cap nhat va thay
d6i phu hop.

Chinh vi mdi mot quan diém lai c6 nhitng han ché nhét dinh, nén hién nay trén
thé gidi van chua c¢6 mot khai niém théng nhét vé toi pham cong nghé cao. Tai cudc
hop 1an thir 10 ctia Pai hoi dong Lién hop qudc vé ngin chian va xur 1y toi pham
duogc t6 chirc tai thanh phd Vién (Ao) tir ngdy 10 dén ngay 17 thang 10 nim 2000,

" Prasad, R., & Institute of Chartered Financial Analysts of India. (2004). Cyber crime: An
introduction (1st ed.). Hyderabad, India: Icfai Books
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mot cudce hoi thao di duogc to chic dé ban vé van dé toi pham cong nghé thong tin,
vi€c dinh nghia t0i pham nay da dugc chia ra thanh hai dang ti pham:

- Thir nhét, t6i pham cong nghé thong tin theo nghia hep: dugc dinh nghia 1a
cac hanh vi pham t0i st dung may tinh va mang may tinh véi muc dich xam pham
dén an toan cua hé thong may tinh va quy trinh luu trit dir liéu cta hé théng do.
Loai t6i pham theo cach tiép can nay c6 thé dugc hiéu 1a loai toi pham moi ¢6 quan
hé tryc tiép dén may tinh, mang may tinh, lam anh hudng va gay thiét hai cho ngudi
st dung.

- Thir hai, t6i pham cong nghé théng tin duoc hiéu theo nghia rong: dugc dinh
nghia 1a cac hanh vi pham tdi st dung may tinh hodc cac phuong phép khac co lién
quan dén may tinh, mang may tinh, bao gém céc loai t6i pham nhu chiém giir bat
hop phap va de doa hodc 1am sai 1énh thong tin bang phuong phéap st dung mang
may tinh. Loai toi pham theo dinh nghia nay 1 rit rong, bao gdm nhiéu loai hanh vi
cua tdi pham truyén théng dugc thuc hi¢n véi sy trg giup ciia cong cu may tinh ma
phé bién hién nay nhu cac hanh vi Itra déo, tron 1au cude vién thong, mao danh...

Dinh nghia nay tuy chua phai 1a mot dinh nghia hoan chinh, vin con hét sirc
chung chung tuy nhién né c6 mot y nghia dic biét quan trong khi ma lan dau tién
khai niém thé nao 1a t6i pham cong nghé thong tin di duoc cac qudc gia trén thé
gidi thao luan va quan tam. Ti pham cong nghé thong tin, theo dinh nghia néu trén,
1a nhimng toi pham lién quan dén mdy tinh va cach mang thong tin. Dinh nghia thira
nhan toi pham cong nghé thong tin bao gdm ca cac tdi pham méi hinh thanh trong
moi trudng cua cong nghé thong tin va ca nhitng toi pham truyén thong nhung dugc
thuc hién voi sy giup d& cua cac cong nghé thong tin méi'>.

Nhu vay, ngay tir cach sir dung cac thudt ngit khac nhau da cho thay tinh chét
phuc tap cua van dé. Xét cho cung, viéc st dung thuat ngir nao can nhat thiét can ct
vao timg bdi canh cu thé ciing nhu phu thudc vao cach tiép can theo phap lut cia
mdi qudc gia. Mdi thudt ngit déu co nhing cach tiép can riéng va c6 nhimng han ché
riéng trong qué trinh st dung. D6i véi nhoém thuat ngir “T6i pham may tinh/téi
pham lién quan dén may tinh/téi pham do mdy tinh hay t6i pham xudt phat tir mdy
tinh”, ddy 1a nhom thuat ngit nhan manh vao cong cu pham t6i ma trong d6 may

tinh dong mot vai tro trung tim quan trong khong thé thiéu. Co thé thiy, day la

"2 Xem “Ly luan vé t6i pham mang va phuong huéng xir Iy néu nhu ¢6 hanh vi vi pham” Bernat,
Frances P, and David Makin. “Cybercrime Theory And Discerning If There Is A Crime: The Case
Of Digital Piracy” International Review of Modern Sociology, vol. 40, no. 2, 2014, pp. 99-119.
JSTOR.



38

nhom thudt ngir dugc hinh thanh ngay tr nhitng giai doan dau tién, sy xut hién cta
n6 gin lién voi su ra doi ctia may tinh va cac thiét bi vi dién tir. Sau khi may tinh ra
doi, viéc két ndi cac mang LAN ndi by khong dap ung dugc nhu cau trao doi dir
liéu va thong tin trén pham vi toan cau. D6 13 Iy do va 1a su tat yéu dan toi su hinh
thanh cia mang Internet - mot trong nhing phat minh vi dai va quan trong bac nhat
lam thay doi toan dién cudc sdng cua toan thé cong dong nhan loai. Khong thé
tugng tuong rang loai nguoi trong giai doan hién nay c6 thé séng ma thiéu di két
nbi Internet s& nhu thé nao. Pi cing véi su thinh hanh ciia may tinh va mang
Internet, mot loat cac loai toi pham di duoc phat hién véi quy mé, tin suat, thu
doan va murc d6 nguy hiém thiét hai v6 cing khing khiép. Day ciing 14 lac ma mot
s6 thuat ngir cu thé hon da dugc dua ra ban luan nhu “tdi pham mang/ toi pham tin
hoc/ téi pham khéng gian do hay téi pham Internet”. Nhom thuat ngit nay dung dé
chi loai hinh t6i pham st dung mang Internet cung véi cac thu thuat cong nghé
thong tin va gan chat véi yéu té “mang” ciing nhu duoc tién hanh trén méi truong
sO ¢o tinh chat ao. Khi sir dung nhém thuat ngit ndy, mang Internet c6 vai trd tat
yéu, quan trong khong thé thiéu trong qua trinh thyc hién cic hanh vi pham t6i. Va
trong mot sd tinh hubng, khi st dung nhém thuat ngit nay, yéu t6 “mang” d6i luc
con quan trong hon ca yéu td “mdy tinh” so vdi cac tiép can cia nhom thuat ngir thir
nhat. N6i mot cach khac, nhom thuat ngtr thr hai 12 mot bién thé ctia nhom thuat
ngir thir nhat khi ma toi pham may tinh da duoc nang cap dé chuyén doi thanh phién
ban tdi pham mang. Va hi¢n nay, t0i pham mang da dan tré thanh mot xu hudng
chinh khi cac hoc gia miéu ta vé toi pham may tinh. Chinh vi vay, t0i pham mang 1a
giao thirc cap nhat cho thuat ngir toi pham may tinh. Tuy nhién, diéu nay khong can
trd cling nhu khong anh hudng téi su tdn tai va viéc st dung thuat ngir t0i pham
may tinh trong bbi canh hién nay, dic biét khi cac hoc gia cling nhu cac qudc gia da
qua quen thudc ddi voi hé théng nhém thuat ngir co lién quan dén “Computer
Crimes”. Thuét ngit toi pham mang da budc dau dat dén su chinh thic hoa va phap
1y hoa khi n6 dugc ghi nhan mot cach rd rang trong Cong udc cua Uy hodi chau Au
vé t6i pham mang hay con dugc biét dén véi tén goi 1a Cong uwéc Budapest vé Toi
pham mang (Council of Europe Convention on Cybercrime (Budapest Treaty
2001). Pay dugc coi 1 bude tién quan trong trong nhan thirc ctia cong ddng qudc té
lién quan dén sy ghi nhan va diéu chinh céc loai hinh toi pham moi xuat hién trong
giai doan bung nd khoa hoc ky thuat hién nay. Véi su ra doi cua Cong udc
Budapest, 1an dau tién trong lich str phap luat qudc té, co mot cong wdc da phuong

nhan di¢én va di€u chinh mot cach tong quan cac van deé co lién quan dén tdi pham
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mang ndi chung va céc loai hinh t¢i pham céng nghé¢ cao c6 lién quan, trong do,
cong udc nay dac biét nhan mang dén tam quan trong cua vié€c hinh sy hoa, cong tac
tuong trg tu phap khi cho rang mot quéc gia don 1é s& khong thé dat dugc hiéu qua
trong van dé triét pha, ngan ngura loai hinh tdi pham nay. Viéc loai bo cac loai hinh
t6i pham mang chi c6 thé dat dugc hidu qua cao nhat khi giita cac qudc gia day
mang cong tac hop tac qudc t& dau tranh, phong chdng t6i pham trén moi linh vuc'.

Nhom thuat ngir tht ba dugc sir dung phd bién hién nay 1a “T6i pham cong
nghé cao/ toi pham sw dung cong nghé cao/ toi pham kich hoat cong nghé cao hay
toi pham duoc hé tro boi cong nghé cao”. Pay la nhém thuat nglr khong nhan manh
hay xo0dy sdu vao bat cir mot yéu td nao, cho du 1a “may tinh” hay “mang Internet”.
Nhom thudt ngir nay st dung cach tiép can phé quat trudc mot loai hinh tdi pham
lién tuc van dong va phat trién; loai hinh toi pham nay c6 su thich nghi va bién ddi
cap nhat theo tig “nhip séng” cua “lan séng” khoa hoc cong ngh¢. Day dugc danh
gia 12 mot cach tiép can twong d6i phu hop va chira dung tinh bao quat, dén dau
dugc xu thé bung nd cua khoa hoc k¥ thuat. Thuc té ¢3 minh ching rang, khong thé
clr mai nang cip cac thuat ngit bang viéc “theo dudi” cac thanh tyu cua khoa hoc
cong nghé. Chinh vi 1y do d6, viéc dua ra mot thuat ngtr c6 tinh khéi quat cao, bao
quat dugc toan bo tién trinh van dong va phat trién ctia sy vat hién tuong la diéu
nén dugc can nhic. Cai hay ctia nhom thuat ngir t6i pham cong nghé cao d6 chinh la
bao quat dugc tat ca cac dang thure toi pham c6 sy dung nhiing kién thuc va k¥ nang
cua cac nganh khoa hoc cong nghé (trong d6 cé cong nghé mday tinh va mang
Internet). Va khong chi dung lai & d6, nhom thuat nglr nay con mo rong pham vi
dén ca nhitng thiét bi sb ciing nhu cac hoat dong truc 1oi, thao ting tir may tinh cho
dén dién thoai di dong, cac thiét bi thong minh k¥ thuat sé (Smart Devices) hay bat
ky mot giao thirc cong nghé cao bat ky dang ton tai hodc s& xuat hién trong tuong
lai... Khong phai ngiu nhién, trong cac chuong trinh nghi su cia minh, bén canh
nhom céc thuat ngir thir nhét (t6i pham may tinh/téi pham lién quan dén may tinh)
va nhom thuat ngtr thtr hai (t0i pham mang), nhém thuét ngir thir ba (tdi pham cong
nghé cao) lién tuc duoc nhic dén va ghi nhan tai cac nghi quyét cua Pai hoi déng

‘A A 14 A \ A ‘A A J A r ” 7 5 A ’ \
Lién hop quoc . Diéu nay thé hién mdt sy don dau cd chu dich cua to chuc nay

1 Alexander Seger (2016), The Budapest Convention on Cybercrime: a framework for capacity
building, Global Cyber Expertise Magazine, (2).35.

" Xem cac Nghi quyét tai https://www.itu.int/[TU-

D/cyb/cybersecurity/docs/UN resolution 56 121.pdfva
https://www.unodc.org/documents/treaties/a_res_57/153e.pdf (truy cap lan cudi ngay 28/3/2020).
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trude boi canh sy van dong bién doi khong ngimg cta cac dang thirc toi pham trong
cudc cach mang khoa hoc cong nghé 1an tht 4.0"°.

Qua nghién ctru cac dinh nghia va cac cach tiép can trén, hoan toan c6 thé thay
nhimg diém chung trong ndi ham cua cac khai niém nay; tit ca déu hudng téi cac
hanh vi lién quan dén viéc str dung may tinh, thiét bi s6, khai thac mang may tinh,
mang vién théng mot cach bat hop phap dé gay ton hai cho loi ich cua cac to chirc,
ca nhan va toan xa hoi. Vi vy, c6 thé rit ra mot dinh nghia chung vé t6i pham cong
nghé cao nhu sau: tgi pham cong nghé cao la mot dang thirc toi pham dwoc tién
hanh thong qua viéc su dung tri thuc, ky nang, cong cu, phuong tién va thanh tuu
clia céng nghé thong tin & trinh do cao, tac déng mét cach bat hop phdp dén théng
tin s6 va cdc dir liéu dién tir dwoc luu tri¥, xit Iy, truyén tdi trong hé thong mdy tinh va
cdc thiét bi cong nghé cao, xam pham dén trdt tw an toan théng tin, gdy ton hai nghiém
trong dén quyén va loi ich hop phdp ciia cdc cd nhan, t6 chire ciing nhu ciia cdc quéc
gia va cong dong quoc té.

2.1.1.2. Péc diém cuia tdi pham cong nghé cao

Trong xu thé toan cAu héa, toi pham cong nghé cao khong chi ting vé sb
luong hay quy mé ma con dién bién ngay cang phirc tap v6i nhiéu thu doan tinh vi
hon. Khac voi nhiing toi pham truyén thong, tdi pham cong nghé cao ¢ nhitng dic
diém thé hién sy khac biét va phuc tap hon nhiéu so v&i bat ky loai hinh t§i pham
nao.

Thir nhdt, toi pham cong nghé cao c6 diy du cac tinh chat, dic diém gidng
nhu moi t6i pham truyén thong khac, nghia 1a ciing duoc coi 1a nhimg hanh vi nguy
hiém cho x3 hoi, su twong ddng trong cac ciu thanh co ban ctia mot toi pham... Tuy
nhién, diém khac biét cbt 15 gitra chung véi t01 pham khac nam & khia canh “cong
nghé thong tin, may tinh va mang internet” déng vai trd, mic d6 quyét dinh trong
viéc thuc hién, che gidu va gy ra nhitng hau qua khon luong dbi véi xa hoi cia
hanh vi pham t0i. Nhin mt cach téng thé, d6i véi loai toi pham cong ngh¢ cao,
cong nghé mdy tinh va mang ludn 1a mot cong cu quan trong khong thé thiéu trong
qua trinh thuc hién hanh vi pham tdi.

Néu nhu xem xét dudi goc do khach thé va cong cu pham t6i, tdi pham cong
nghé cao trudc tién xam pham, 1am anh hudng dén hoat dong binh thudng cua hé

théng may tinh, mang két ndi va cac thiét bi phu tr¢ c6 li€n quan. Sy xam pham ¢

" Kranenbarg, W. M., & Leukfeldt, R. (2021). Cybercrime in Context: The human factor in
victimization, offending, and policing (Crime and Justice in Digital Society, I) (1st ed. 2021 ed.).
Springer
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day dugc hiéu theo nghia rong, nghia 13 tir cac viéc lam hong hoc, chiém doat, lam
sai 1énh thong tin ciia may chil, mang may tinh va cac thiét bi lién quan cling nhu
cac thong tin duogc chtra dung bén trong hé thong may tinh va mang may tinh. Cac
khach thé nay rat da dang, tir chiéc may tinh don nhét, cac thiét bi chuyén doi ciia
mang may tinh... dén cac chwong trinh phan mém, cic thong tin chira dung trong hé
thong may tinh va hé théng mang. Cung véi d6, may tinh va cac thiét bi c6 lién
quan con la mot loai tai san c6 gia tri, do vay no cling co thé tré thanh d6i tuong cua
cac cac toi vé xam pham quyén s& hitu nhu trdm cap hay pha hoai tai san. So véi toi
pham thong thudng, t0i pham mang 13 mot loai hinh twong d6i méi mé di kém voi
su thiét hai 10n, khong thua kém gi so v6i cac loai hinh toi pham truyén thong. Lan
song t6i pham coéng nghé cao voi quy mo 16n dau tién xuat hién vao nhitng nim
1980 v6i sy gia tang cua viéc ltra ddo qua email. Vi chiéu tro guri to1 hom thu dién
tor cua cd nhan nhiing tin hi¢u hodc ndi dung Itra ddo, ti€u biéu 1a vu Email gia mao
Hoang tr Nigeria (Fake Nigerian Prince Scam E-mails) kéu goi trg gitip thong qua
chuyén khoan tién ing ho vao sb tai khoan mao danh'®... Lan song tiép theo cia toi
pham cong nghé cao dién ra vao dau nhitng nam 1990, day 13 thoi diém thinh vuong
cua cac trinh duyét Web-browser. Nhiing trinh duyét ndy la cong cu trung gian lay
nhiém, phat tan cac loai virus va ma doc vao may tinh c4 nhan cia nguoi ding bat
ctr khi nao ho truy cap vao dén cac link website nguy hiém. Mot sé ma doc thuong
khién may tinh chay cham di, hodc da phén cac ma doc thuong khién cac thiét bi
truy cdp cua nguodi dung tu dong phat cac doan pop-ups quang cdo khong mong
mudn... Didu nay gy ra rat nhiéu phién nhidu hodc trong nhiéu truong hop toi té
hon, nhitg ma doc c6 thé gdy mat thong tin ca nhan hodc diéu hudng thiét bi dén
nhiing trang web khi€éu dam hay ltra ddo tré hinh...

Thir hai, vé chu thé cua toi pham, t0i pham cong ngh¢ cao dugc thuc hi¢n bdi
cac dbi tugng co kién thirc cap nhat va am hiéu sau vé may tinh. Pé thuc hién hanh
vi pham t0i, nguoi pham tdi can co nhirng kién thirc du siu vé may tinh dé thuc
hién hanh vi cling nhu che gidu bang chimg. Tuy nhién, ciing ¢6 trudng hop cha thé
1a nhitng ngudi khong hiéu biét ddy du vé cac quy dinh lién quan dén van hanh,
khai thac va str dung mang may tinh hodc cac cong cu dién tir din dén nhing thiét
hai ngoai y mudn. Mot van dé nita dang luu ¥ hién nay d6i voi chi thé cia nhom toi
pham nay la tinh trang ngay cang “tré hod” cua céc tin tac (hacker). Vi sy phat
trién ciia cong nghé thong tin va cac chuong trinh phin mém mai, gidi tré ludn 1a

thé hé nhan biét nhanh nhay nhiing cong nghé méi, cong vai tinh cach con bong

1 Xem https://www.le-vpn.com/history-cyber-crime-origin-evolution/ (truy cap lan cubi 20/3/2020)
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bot, thich tim toi, khdm pha hay thé hién minh nén rat dé dan dén viéc roi vao con
dudng pham tdi véi nhitng dong co va muc dich hét sirc don gian, ngay tho, chang
han tao ra va phat tan virus tin hoc gay hai chi dé dua vui, pha binh hoac tham nhép
cac trang thong tin dién tir chi dé thé hién kha ning va thoa man tinh hiéu ky cta
ban than.

Thir ba, vé tinh chit cta hanh vi pham tdi va cac hanh vi ¢ lién quan dén toi
pham cong nghé cao thudng rat tinh vi, tinh xdo. Tinh chat nay duoc quyét dinh boi
rat nhidu yéu t6 nhu: toi pham céng nghé cao pha huy hoat dong ctia cac ddi twong
ton tai dudi dang phi vat chét, nhu chuong trinh may tinh hodc dir liéu dién tir, ma
khong pha huy mdy tinh hoac pha huy mang thong tin hay cac linh kién cua ching,
nén su huy hoai nay khong dé lai cac ddu vét ctiia sy pha huy ton tai dudi dang vat
thé. Tdc do thuc hién hanh vi pham toi dién ra tuong dbi nhanh, ké pham tdi co thé
chi can thuc hién hanh vi trong nhay mat, ching co thé thuc hién hanh vi pham tdi
chi trong vong mot phan nghin, tham chi mot phan triéu gidy bang cac mdy tinh co
tdc d6 xur 1y siéu téc hodc bang nhitng chiéc USB ¢6 chira siéu ma doc. Hon nita, toi
pham khong bi han ché vé thoi gian, khong gian, chung c6 thé thuc hién hanh vi
pham tdi bt ctr khi nao, bit ¢t noi dau tham chi tir tir nudce ngoai hodc mot noi rat
xa hién truong. Chinh vi vay, véi cong tac dau tranh phong chdng, loai bo loai hinh
t6i pham ndy, viéc diéu tra thu thap dau vét 1a cuc ky kho khan. Boi ké pham t6i c6
thé xo0a bo hoan toan cac diu vét cta hanh vi pham t6i voi mot chuong trinh xoa
dau vét dd duogc cai dat sdn khi cac ménh lénh pham toi duge thyc hién. ..

Ngoai cac dac diém khac biét co ban ké trén, cling co thé théiy mét sd dau hiéu
dic thu khac so v6i cac nhoém toi pham thong thudng nhu tinh quéc té, tinh xuyén
bién gidi cta loai toi pham nady; tinh chat ngdy cang ting vé sé lugng va hau qua,
tinh vi vé cach thuc tién hanh cung véi sy phat trién cua cudc cach mang khoa hoc
cong nghé... Hién nay mot sé ca nhan hacker wu ta khong chi co kién thirc vé khoa
hoc cong nghé cao ma con duoc trang bi bai ban vé phap 1y cling nhu quan hé qubc
té gilta cac qudc gia hitu quan; qua do, tdn dung nhitng “khoang tréng, khe ho”
trong mdi quan hé gifta cic qudc gia nhu nhitng “tdm 14 chan” dé bao vé minh.
Nhén biét cac dau hiéu nay gitp chung ta dé dang hon trong viéc xac dinh dung ban
chit cua cac loai t0i danh thudc nhom toi pham cong nghé cao dé tir d6 dé ra nhitng
co ché hop tac cling nhu cac bién phap ngin ngira va xir Iy c¢6 hiéu qua.

Tom lai, t6i pham céng nghé cao, hay con co thé duoc tiép can dudi nhiéu tén
goi khac nhau nhu t0i pham mang, t6i pham may tinh, t6i pham internet... 1a nhiing

thuat ngtr co thé sir dung hoéan ddi cho nhau nham dé chi mét loai hinh t6i pham
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mo&i hinh thanh trong qué trinh phat trién ctia cudc cach mang cong nghé thong tin
4.0 vao cudi thé ky 20 va duoc du béo 1a s& phét trién rat nhanh trong thoi gian sap
t6i. C6 thé nhan dinh, toi pham cong nghé cao chinh 14 “sdn phdm” cia thoi dai ma
cac ca nhan, to chuc, cac qubc gia va cong dong qudc té phai chap nhan dé doi lay
su thinh vuong va phat trién. Hau hét cac nudc trén thé gidi déu da va dang xay
dung nhimg quy pham phap luat dé ngin ngira va trimg tri loai t6i pham nay. Bo
luat hinh sy hién nay ctia Viét Nam ciing cho thdy nhiing budc di ddu ctia nudc ta
trong viéc hinh sy héa hanh vi pham tdi cta loai tdi pham cong nghé cao. Cho du
ndi dung con tuong d6i khai quat va can phai dugc cu thé hod, chi tiét hoa timg
hanh vi cu thé ciing nhu bd sung thém nhitng hanh vi t6i pham méi nhung viéc
budc dau tiép can va quy dinh cling s& 12 mot co s& nén tang tt cho cong cudc déu
tranh, hop tac ngan ngtra loai bo loai tdi pham mdi nay.

2.1.1.3. Phan logi toi pham cong nghé cao

Hién nay, chua c6 bat ky mot vin ban phap 1y qudc té nao dé cap dén cac tiéu
chi phan loai tdi pham cong ngh¢ cao mot cach chinh thuc. Chinh vi vay, viéc phan
loai & day chi mang tinh chat twong d6i va cha yéu cin cr trén thyc tién dién bién
tinh hinh cta loai t6i pham nay ciing nhu thyc tién phap luat ctia mot s qubc gia
trén thé gisi khi tiép can va dé cap dén toi pham cong nghé cao.

Mot cach phan loai pho bién trén thé gidi hién nay 1a phan loai t6i pham sir
dung cong nghé cao theo cach thic, muc ti€u thyc hi¢n to1 pham; theo do, tdi pham
cong nghé cao bao gdm hai nhom:

- Nhom tha 1: Tdi pham c¢6 muc ti€u chinh 1a mang may tinh va thiét bi bao
gém: Virus mdy tinh; Tan cong tir chéi dich vy; mi doc (Crimes that primarily
target computer networks or devices include: Computer viruses; Denial-of-service
attacks; Malware (malicious code).

- Nhom tht 2: Toi pham sir dung mang may tinh hozc thiét bi dé lam cong cu
hd tro cho hoat dong pham t6i bao gdm: Pe doa quiy rdi trén mang; lira dao trom
cép thong tin nhan than; chién tranh thong tin; giri thong diép lira dao'”.

Dua trén vai trd cua may tinh trong hanh vi pham t6i thi toi pham cong ngh¢
cao bao gom nhimng t6i pham c6 su lién can, dinh liu cia may tinh t6i toi pham véi
ba vai tro sau:

- May tinh 1a muc dich cia toi pham: Nhing t6i pham nay c6 thé bao gom

"7 May tinh va Internet: Dudi goc nhin t6i pham hoc, nhém tac gia Masoud Nosrati, Mehdi Hariri,
Alireza Shakarbeygi (“Crimes that use computer networks or devices to advance other ends
include: Cyberstalking; Fraud and identity theft; Information warfare; Phishing scams”).
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trom cap dir liéu, phét tan vi rat hodc trom cap phan clng.

- May tinh 1 c6ng cu pham tdi: Cac may tinh hoat dong nhu mot vii khi dé
pham t6i. Téi pham st dung may tinh va cong nghé dé thuc hién nhiéu loai toi
pham truyén thong.

- May tinh 13 vat trung gian dé cat gidu, luu trir nhitng thir ¢3 chiém doat dugc.
May vi tinh ciing hoat déng nhur mét phy kién phap 1y, luu trit thong tin bat budc.
Theo quan diém nay thi rat nhiéu céc loai toi pham truyén théng ciing déu bi coi 1a
t0i pham cong nghé thong tin hay t0i pham tin hoc, dac bi¢t 1a nhitng tdi sur dung
may tinh, mang may tinh lam cong cu, phuong ti¢én pham tdi, vi du nhu tdi danh bac
trén mang, t0i cung cép cac dich vu mai dam truc tuyén, to1 truyén ba van hoa phém
d6i truy trén mang'®...

Can clr vao tinh chit hoat dong cua hanh vi pham t0i, t6i pham cong ngh¢ cao
c6 thé duoc chia ra lam nhiéu dang thirc nhu:

- Thir nhat, Hacking (X4m nhép): Day 1a loai hanh vi pham tdi c6 kha ning
nam rd chuwong trinh tryc tuyén mot cach tinh vi va str dung kha nang cta minh dé
xam nhap vao hé thong may tinh, hé thong dir liéu cta phan mém bao mat va truy
cap thong tin cd nhan ctia nguoi dung. Muc ti€u cua tin tic dang nay thuong la loi
dung thong tin dé 1am nhiing viéc khac nhau. C6 thé chi don gian 1a danh cip thong
tin va ban cho nguoi khac, hay thuc hién hoat dong gian di€p cong nghip, xam
nhap vao hé thong cua cac doanh nghiép va an cip ké hoach chién luge kinh doanh,
ban quyén san pham.... Ngoai ra, viéc xdm nhdp may tinh con co thé 1a dung dé de
doa hodc danh sap hé théng do"’.

- Th{r hai, Identity Theft (Mao danh) Dang thic niy s& danh cap thong tin
danh tinh c4 nhan ctia ngudi khac va sir dung chinh thong tin d6 cho minh hay dem
rao ban & cac dién dan ngam trén mang. Nhitng thong tin bi ddnh cip nay cé thé
duge dung dé rat tién tir tai khoan tryc tuyén, mua hang qua mang hay thanh toén,
trao d6i cho nhirng hoat dong khac trén Internet.

- Thir ba, Fraud (Gian 1an) Loai hinh pham tdi niy khong can phai dot nhap
vao mdy chu dé c6 dugc thong tin ca nhan, Hacker va Identity Theft co thé xdy

dung nhitng chuong trinh gia mao lira nguoi dung tu dong cung cap thong tin ca

"® Masoud Nosrati, Mehdi Hariri, Alireza Shakarbeygi (2013), Computers and Internet: From a
Criminological View, International Journal of Economy, Management and Social Sciences, 2 (4)

¥ Ngay 25-3-2010, toa 4n New Jersey, Hoa Ky dd tuyén an 20 nim tu giam ddi véi Albert
Gonzalez, ké dugc ménh danh 13 "hacker cua thé ky 21", vi pham t¢i danh c:flp dir liéu cua 170 triéu
thé tin dung trong khoang thoi gian tir nam 2005 dén nam 2007. Day 1a mot vy an 16n nhat trong
lich st 01 pham cung loai, gay chan dong du luan Hoa Ky 14n toan thé giéi do mirc d¢ thiét hai
ndng ne.
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nhan cho ching. Toi pham dang thirc nay s€ m¢ mdét ctra hang hodc moét dich vu gia
mao va yéu cau nan nhan tao mot tai khoan véi cic thong tin ca nhan dé co thé su
dung san pham hay dich vy d6. Thii doan thudng thay 1a giri 161 moi qua email cho
nan nhan vé mét dich vu gia ré hodc mién phi. Tir nhitng thong tin ma chinh ngudi
dung cung cép, toi pham mang dé dang d6t nhap vao tai khoan ca nhén, tai khoan
ngan hang va thuc hién hanh vi pham t6i.

- Thir tu, Predators (K¢ sin mdi): Pay 1a dang t6i pham mang chuyén st dung
mang xa hoi dé tim kiém nan nhan va thu thap thong tin. Qua nhiing giao tiép truc
tuyén nhu no6i chuyén, dua ra tinh huéng lya chon va tao dung kich ban Itra ddo dua
trén nhing thong tin ma nan nhan vo tinh cung cap (chang han nhu thuong vang
nha khi nao, tim hiéu thoi quen hang ngiy) va cho thoi co ra tay. Téi pham nay dua
trén viéc mubén mo rong giao luu két ban v&i moi nguoi trén mang xa hoi. Béng
nhitng cau hoi qua lai, tdi pham cheo lai dé léy dugc nhitng thong tin can thiét roi
thuc hién hanh vi. Vi vdy, khi giao tiép truc tuyén voi ai d6, ban can can nhéc, canh
giac va tim hiéu ki mdi quan h¢ dé co thé ty bao vé minh.

Tai Viét Nam, Huéng dan 16/HD-BCA-C41 ngay 31/12/2013 ctia Bo Cong an
huéng din thuc hién mot sé quy dinh trong cac Thong tu 18, 19, 20, 21, 22 ngay
01/04/2013 ctia Bo truong Bo Cong an quy dinh vé cong tac nghiép vu co ban cia
luc lwong Céanh sat nhan dan c6 huéng dan viéc phan chia cac nhém doi tuong
pham t01 c6 st dung cong nghé cao thanh hai h¢ 1a: H¢ xam pham hoat dong cua
mang may tinh, vién thong va Hé lgi dung mang mady tinh, vién thong dé hoat dong
bat hop phéap. Theo d6, toi pham sir dung cong nghé cao dugc phan loai nhu sau: (i)
T6i pham st dung may tinh, thiét bi s6, mang mdy tinh, mang vién thong gy ton
hai tinh bao mat, tinh toan ven va tinh kha dung cia hé théng may tinh; va (ii) Toi
pham sir dung may tinh, thiét bi s, mang may tinh, mang vién thong 1am cong cu,

phuong tién pham tdi.

2.1.2. Khai ni¢ém hop tic dau tranh phong chong tdi pham cong nghé cao
2.1.2.1. Binh nghia hop tic ddu tranh phong chong t6i pham cong nghé cao
Trude hét, thuat ngit “hop tac” trong tiéng Anh 1a “cooperation” chi “hanh

A v \ A N A ’ Re920) \ [N ’
dong hodc lam viéc cung nhau cho mot muc dich cu thé””". Ngay nay, viéc hop tac
da va dang dién ra trong nhiéu linh vuc ctia doi song xa hoi thé hién sy quyét tim

cua cdng dong quoc té trong viéc giup do, tao di€u kién cung nhau phat trién; cung

OTheo Tu ‘dién Cambridge, xem tai: https://dictionary.cambridge.org/dictionary/english/cooperate,
(truy céap lan cudi ngay 28/3/2020)
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nhau giai quyét nhitng vn dé mang tinh toan cau va dé dat dugc muc tiéu hoa binh
cho toan thé nhan loai. Theo Dai tir dién tiéng Viét thi “Hop tdc la ciing chung sike,
giup do lan nhau trong mot cong viéc, mot linh vuc nao do nham mét muc dich
chung”®'. Co s& dé tién hanh hop tac d6 1a sy thong nhat, déng thuin nhat dinh vé
loi ich giira cac chu thé trong quan hé, giai quyét cong viéc. Cac chi thé ¢ thé hop
tac voi nhau khi gitta ho tao ra dugc su théng nhét, d@)ng thuan vé loi ich va cung
nhau chia sé loi ich v6i nhau. Do vdy, c6 thé hiéu rang, hop tac duoc dit ra nham
mot myc dich nhat dinh, dé giai quyét mot nhu cau chung trong mot cong viéc hay
linh vuc cu thé nao d6. Trong tiéng Viét, “hop tdc quéc té” phan anh ban chat cua
hoat dong hop tac trong mot linh vuc nhét dinh cua doi séng quc té, bao gdm cac
van dé vé chinh tri, kinh té, van ho4 va xa hoi, n6 dién ra giita cac chi thé cia luat
qudc té mang tinh chat lién qubc gia, lién chinh phil.

Hop tac d4u tranh, phong chdng tdi pham cong nghé cao 1a mét trong nhiing
ndi dung co ban cua hop tic qudc té ndi chung va hop tac qudc té trong dau tranh
phong chéng toi pham noéi riéng. Hop tac qudc té trong dau tranh phong chong toi
pham 12 yéu cau tit yéu khach quan trong diéu kién hoi nhap qudc té hién nay, dap
mg nhanh chéng yéu cau cap thiét trong viéc dau tranh, xir 1y, phong chéng toi
pham cta mdi qudc gia, hudng t&i sy phét trién bén vimg cua cong dong qudc té.
Bén canh d6, viéc hop 14 nhu cau thiét yéu dé giai quyét nhiing van dé mang tinh
toan cau. Poi véi TPCNC, do c6 nhing dic diém khac biét so v6i cac nhom toi
pham thong thudng nhu tinh qudc té, tinh xuyén bién gidi cia loai toi pham nay;
tinh chit ngdy cang ting vé s6 luong va hau qua; hay tinh tinh vi, tinh xao vé cach
thirc tién hanh cung véi sy phat trién clia cudc cach mang khoa hoc cong nghé ciing
nhu sé luong vu pham toi ngdy cang gia ting hién nay thi viéc hop tic dé dau tranh
phong chong TPCNC c6 ¥ nghia, vai tro dic biét quan trong dé ngin ngira, trimg tri
t6i pham nay. Hop tac qudc té dau tranh phong chong TPCNC bao gdm toan bo cac
hoat dong can thiét cta cong dong qudc té ciing nhu cac qudc gia nham ngin ngira,
tring tri t6i pham cong nghé cao. V& pham vi ciia hoat dong nay, co thé tién hanh
hop tac song phuong, hop tac khu vuc hodc hop tac trén pham vi toan cau. V& ndi
dung ciia hoat dong, c6 thé tién hanh hop tac trong viéc xac dinh thim quyén tai
phan d6i véi TPCNC; hop tac nham thiét 1ap cac thiét ché tai phan qudc té dé tién
hanh truy ctru, xét xur, trung tri to6i pham; hop tac trong viéc xay dung cac van ban
phap luat quéc té nham diéu chinh loai toi pham nay...

21D.’;li tir dién tiéng Viét, trang 45
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Theo cic nha nghién ctru phap 1y hinh sy & chau Au di s dung thuat ngir
“International cooperation in criminal matters” (Hop tac qudc té vé cac van dé
hinh su). Hoat dong hop tac qudc té ndy 13 hop tac bao gdm ca vé ndi dung va hinh
thirc, gitra cic co quan c6 thim quyén cia cac qubc gia thudc EU vi muc dich
phong ngira, diéu tra, truy t6, xét xir, thi hanh 4n hinh sy. Co s& phap 1y cho hoat
dong hop tac nay chinh la cac cong udc cua EU va phéap ludt cac nude thanh vién
EU*% Theo giao trinh Luat quéc té, truong Pai hoc Luat Ha Nai thi hop tac quéc té
dau tranh chéng to6i pham bao gdm toan b cic hoat dong can thiét cta thanh vién
cong dong qubc té, nham ngin ngira, trimg tri, loai bo toi pham ra khoi doi sdng
qudc té ciing nhu doi séng qudc gia, bao gdm cac hanh dong cu thé, dugc thyuc hién
trong nhiéu linh vuc thudc cac hoat dong tu phap nhu phan dinh thim quyén xét xi,
thoa thudn thanh l4p toa an qubc té, twong tro tu phap ciia cac qudc gia trong cac vu
viéc hinh sy, din do toi pham, chuyén giao pham nhan dé thy an. Nhu vay, co thé
hiéu rang “Hop tdc ddu tranh phong chéng t6i pham céng nghé cao la viéc cdc
quoc gia ciing nhw cdc chii thé khdc ciia ludt quoc té trén co sé phdp ludt quoc gia,
diéu wéc quoc té hay cdc tdp qudn quoc té, ciing nhir cdc nguyén tdc khéc tién hanh
phéi hop, gip dé nhau trong xdy dung co sé phdp Iy va thue hién twong tro tie
phdp vé hinh su, dan do, tiép nhdn, chuyén giao ngwoi bi két dn va cdc hoat dong
hop tac khdc nham phuc vu cho viéc diéu tra, truy t6, xét xik, thi hanh én va trirng
tri toi pham cong nghé cao”.

2.1.2.2. Bdc diém hop tdc dau tranh phong chong tdi pham cong nghé cao

Trén co s& khai niém hop tac dau tranh phong chong t6i pham cong nghé cao,
c6 thé rat ra mot s6 dic diém co ban nhu sau:

Thir nhét, vé chii thé hop tic

Trong khoa hoc phap 1y qudc té hién nay déu ghi nhan chi thé ciia hop tac
qudc té chinh 14 chu thé cia luat qudc té. Boi 18, hoat dong hop tac déu tranh phong
chéng t0i pham néi chung va hop tac dau tranh phong chng toi pham cong nghé
cao noi riéng 13 mot trong nhitng van dé phap 1y co ban cia Luat hinh su qudc té.
Trong h¢ théng phép luat quéc té, Luat hinh su quéc té 14 mot nganh luat doc lap,
bao gdm tong thé cac nguyén tic, cac quy pham phap 1y qudc té diéu chinh cac van
dé phép 1y trong hoat dong hop tac dau tranh phong chdng tdi pham cua cong dong

*2 Xem: International cooperation in criminal matters, xem tai:
https://www.ejtn.eu/Catalogue/Catalogue-20191/International-cooperation-in-criminal-matters/,
truy cdp lan cuoi ngay 28/3/2020
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qudc té. Do vay, chu thé trong hop tac dau tranh phong chdng toi pham coéng nghé
cao 1a cac qudc gia, cac to chirc qudc té lién chinh phi, cac dan toc dang ddu tranh
danh quyén ty quyét va nhom cac cha thé dic biét. Pic biét, theo quan niém trong
hop tac qudc té hién nay, cac qudc gia 1 chii thé chii yéu va quan trong nhit cua
hoat dong hop tac qudc té trong dau tranh phong chdng t6i pham cong nghé cao.
Céac qudc gia va cac chu thé khac tham gia vao qué trinh hop tac qudc té nham tao
diéu kién thuan loi cho qua trinh giai quyét vu 4n, ngan ngira, phong chong, trimg
tri va loai bo tdi pham cong nghé cao mot cach cé hi€u qua. Pham vi hop tac cua
cac chu thé s& phy thudc vao diéu kién hoan canh cu thé cia timg quéc gia ciing
nhu cua cac chu thé khac, dong thoi né con phu thudc vao yéu cau cta hoi nhap
quéc té.

Hop tac qudc té dau tranh phong chong t6i pham coéng nghé cao khong chi
duogc thuc hién gitra cac qudc gia v6i nhau ma con duge tién hanh véi sy tham gia
tich cuc, nang dong trong khudn kho cua cac to chirc qudc té vdi chuyén méon va ky
thuat cao nhu Lién hop qudc, T6 chirc canh sat hinh su qudc té, Hiép hoi Canh sat
cac nudc ASEAN, T6 chirc hang khong dan dung qubc té va hang loat cac to chirc
qudc té chuyén mon cua Lién hop qudc, ciing nhu cac To chirc qudc té phi chinh
phu khac. C6 thé néi rang, vi tri va vai tro ciia cac to chire qudc té trong d4u tranh
phong chdng t6i pham néi chung va tdi pham cong nghé cao néi riéng 1a khong thé
b6 qua. Su hop tac tich cuc cua cac to chirc qudc té tao ra mot stiec manh téng hop,
sdc bén va day chic chan trong dau tranh ngin ngira va trimg tri tdi pham cong nghé
cao. Trong bdi canh ma to6i pham cong nghé cao ngdy cang gia ting do sy bung nd
ctia khoa hoc cong nghé trén pham vi toan cau thi cong dong qudc té phai hop tac
chat ché v6i nhau, khong chi cac qubc gia ma con ca cac to chirc quoc té dé thong
nhat y chi trong cudc chién phong chdng t6i pham cong nghé cao. Béi d6 1a noi tap
trung nhitng nhan tai, nhitng con ngudi cd chuyén mon cao, cling nhu cac cong cuy,
thiét bi va vat luc v6i k§ thuat cao va hiéu qua trong du tranh phong chéng toi
pham cong nghé cao. Cac to chirc qudc t& nay tham gia vao sy nghiép déu tranh
phong tdi pham cong nghé cao mot cach nang dong trong pham vi muc dich, nhiém
vu dugc quy dinh tai cac diéu udc qudc té thanh 1ap to chirc, cling nhu trong cic
diéu u6c quoc té trong qua trinh hoat dong ciia to chirc.

Ngoai ra, cac dan toc dang du tranh danh quyén tu quyét va nhom cac chii thé
dic biét ciing tham gia vao qué trinh hop tac dau tranh phong chéng toi pham cong
nghé cao @ mdt pham vi va mac do nhét dinh tuy vao diéu kién va hoan canh cu thé.

Thir hai, vé doi twong hop tic
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Péi twong cua hop tac ddu tranh phong chéng toi pham cong nghé cao 1a cac
loai t6i pham cong nghé cao xay ra trén thuc té. Nhu da phan tich, toi pham cong
nghé cao 1a mot dang thue toi pham st dung tri thue, k§ nang, cong cu, phuong tién
va thanh tgu cua cong ngh¢ thong tin ¢ trinh d cao, tdic dong mot cach bat hop
phap dén thong tin s6 va cac dir liéu dién tr dwoc luu trir, xtr 1y, truyén tai trong hé
théng may tinh va céc thiét bi cong nghé cao, xadm pham dén trat tu an toan thong
tin, gdy ton hai nghiém trong dén quyén va lgi ich hop phép cua cic ci nhén, to
chtic ciing nhu cua cac qudc gia va cdng dong qudc té. Cac d6i twong cé thé tién
hanh t6i pham dudi dang nhu: gia danh can bd co quan Cong an, Vién Kiém sat,
Toa an goi dién cho nguoi dan dé thuc hién hanh vi lra dao, giy stc ép, yéu cau
khac nhau; ltra ddo qua mang xa hoi nham chiém doat tai khoan mang xa hoi ciing
nhu thye hién cdc hanh vi lira ddo chiém doat tai san; tan cong mang dé chiém doat
thong tin, tai khodn... va mot loat cac hanh vi pham t0i khac. Hoat dong pham toi
clia cac doi twong nay hién nay c6 rat nhiéu thu doan vo cung tinh vi va phuc tap,
gdy rat nhiéu khé khin cho cac quéc gia trong viéc ngin ngira va trimg tri nhimng
hanh vi pham t6i. Chinh vi vy, doi hoi phai c6 su hop tac qudc té trong ddu tranh
phong chdng t6i pham cong nghé cao.

Thir ba, muc tiéu hop tac

Hop tac qudc té trong ddu tranh phong chdng t6i pham cong nghé cao 1a nhu
cau can thiét, cap bach, mang tinh tat yéu khach quan xuat phat tir yéu cau dau
tranh, phong chdng va giai quyét loai toi pham ndy trong bdi canh toan cau hoa hién
nay. Chinh vi vay, hop tac d4u tranh phong chdng t6i pham cong nghé cao hudng
t6i cac muc tiéu chu yéu sau day: (1) Hop tac ddu tranh phong chdng toi pham cong
nghé cao nham muc dich giai quyét vu an vé TPCNC mdt cach nhanh chéng, khach
quan, cong bang, hiéu qua khong chi trong pham vi mdt qudc gia ma trén pham vi
toan cau. Nhu d3 phén tich, mét trong nhitng dic diém ctia TPCNC d6 1a ddi tuwong
c6 trinh d cong nghé thong tin chuyén sau, c6 nhitng hanh vi tinh vi, tinh xdo, c6
pham vi hoat dong rong, d& cAu két v6i nhau, dic biét 1a tinh quéc té, tinh xuyeén
bién gidi nén can phai c6 sy hop tac qudc té trong viéc dau tranh phong chdng loai
t6i pham nay; (2) Hop tac ddu tranh phong chong toi pham cong nghé cao hudng toi
viéc bao vé chu quyén cua cac qudc gia, bao vé qudc gia khoi nhitng tic dong tiéu
cuc trudc sy xam pham va tdn cong cua tdi pham dién ra tai cac quéc gia va trén
pham vi toan cau. TPCNC thuong nham vao tinh bao mat, tinh toan ven va tinh kha
dung cua cac dir liéu ciing nhu 1am trdm trong thém tinh hinh cac loai tdi pham

truyén théng nhu budén ban ma tuy, budn ban ngudi, rira tién... Nhitng hau qua ma
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TPCNC gay ra cuc ky 16n, no khong chi anh huong dén mot qudc gia ma tham chi
c6 lién quan dén rat nhiéu quoc gia. Chinh vi vdy, chi c6 hop tac déu tranh phong
chéng toi pham coéng nghé cao mdi huy dong dugce sitc manh cta toan thé cong
ddng qudc té trong du tranh, phong chong TPCNC huédng tdi bao vé cong 1y, bao
vé hoa binh va an ninh qubc té, bao vé chii quyén cua cac qudc gia; (3) Hop tac du
tranh phong chbng t6i pham cong nghé cao ting cudng quan hé hiru nghi, hop tac
gilta cac quéc gia doi hoi can ¢6 su nd luc, dic biét 1a thién chi cta cac quéc gia doi
v6i cac hoat dong hop tac qubc té trong phong chdng tdi pham. Su nd lyc, thién chi
ctia cic qudc gia hitu quan s& dua dén nhitng giai phap tich cuc, hiéu qua kip thoi
ngin chin toi pham cong nghé cao, xtr Iy khach quan, céng bang toi pham do d6
lam cho thoa thuan da phuong, song phuong trong hop tic qubc té trong phong
chéng t01 pham tr¢ thanh hi¢n thuc trong doi séng quéc té.

Thir tw, vé hinh thirc hop tdc

Hop tac qudc té dau tranh phong chéng toi pham cong nghé cao 13 qua trinh
cac qudc gia va cac cha thé khac cua luat quéc té hop tac, trao doi, gitp d 1an
nhau, cling nhu xay dung va thuc thi phap luat qudc té vé ddu tranh phong chong toi
pham cong nghé cao. Céc hinh thirc hop tic qudc té vé phong chong toi pham cong
nghé cao khong duoc quy dinh cu thé trong cac van ban quy pham phap luat quc té
ma thong qua nghién ctru vé cac vin ban do thi ching ta c6 thé dua ra cac hinh thirc
hop téc.

Trong thyc té, cac hoat dong hop tac quéc té duoc thuc hién béng con duong
tuong trg tu phap trong viéc truy tim ké pham tdi 1an tron trén lanh thd quéc gia
khac, din d6 t6i pham cho cic qudc gia co lién quan hay chuyén giao ngudi da bi
két 4n hoac tiép nhan cac thong tin, tai licu can thiét vé vu viéc hinh su...

Tir phuong dién hiéu lyc theo ldnh tho thi cac hanh vi t6 tung hinh su cua co
quan nha nudc co thidm quyén chi c6 thé duoc thuc hién trong pham vi gidi han
lanh tho cta qubc gia. Tuy nhién, trong nhiéu trudng hop, hoat dong xét xir cac vu
viéc hinh sy chi ¢ thé dugc tién hanh binh thuong va dat duoc két qua néu co sy
thuc hién cac hanh vi t6 tung hinh sy trén lanh thd cua nude khac. Piéu nay déng
nghia v&i viée phai giai quyét vu viéc hinh sy véi sy tro gitip ctia nudc ngoai trong
qué trinh thyc hién cac hanh vi t6 tung can thiét. Song, nguyén tic chii quyén qudc
gia d3 loai bo viéc thyc hién cac hanh vi td tung cia co quan nha nude mot qudc gia
trén lanh thd ctia quéc gia khac. Vi vay, viéc phong chdng t6i pham hinh sy qudc té
n6i chung va phong chéng toi pham sir dung cong nghé cao noi riéng gap nhiéu khé

khan, doi hoi phai ¢ tuong tro tu phap vé hinh su. Sy diéu chinh cta luat quoc té
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d6i voi hop tac twong tro phap 1y vé hinh sy thudng tap trung vao mot s van dé
sau:

(i) Chuyén giao va tiép nhan cac gidy to, tai liéu co lién quan dén vu viéc hinh
su dugc thu 1y va giai quyét;

(ii) Cung cap céc thong tin can thiét vé luat phap hién hanh va thyc tién toa an;
Tham van nghi can, ngudi 1am ching, bi cdo va cac chuyén gia;

(iii) Tién hanh cac hoat dong giam dinh va kham xét tu phap, chuyén giao vat
chimg; Thuc hién cac hoat dong truy ctru hinh su, dan dé t6i pham;

(iv) Céac hoat dong twong trg phap 1y khac theo yéu cau va phi hop véi ting
hoan canh, ting trudng hop cu thé s& duoc thoa thuan va ghi nhén trong cac hi¢p
dinh hitu quan giita cac bén thanh vién.*

Céc ndi dung tuong trg tu phap vé hinh sy ndy cé ¥ nghia cuc ky quan trong
trong phong chdng toi pham sir dung cong nghé cao, vi trong béi canh toi pham nay
mang dic diém khong co6 bién gidi, viéc thu thap ching cir cang tré nén khé khin
néu khéng c6 hop tac quoc té.

Trong quan hé qubc té, dan do toi pham ciing 13 mot trong s6 cac ndi dung cua
hop tac qudc té chong toi pham, 14 hinh thirc gitp d& phap 1y trong viéc thyc hién
thAm quyén xét xtr tu phap. Pay 1a hanh vi tuong trg phap 1y, duoc thoa thuan gitra
cac qudc gia hitu quan (qudc gia yéu cau va qudc gia dugc yéu cau dan do) dua trén
co 8o cac quy dinh cua luat quoc té, trong d6 mot qudc gia duoc yéu ciu s& thuc
hién viéc chuyén giao ca nhan dang hién dién trén lanh thd nuéc minh cho qudc gia
c6 yéu cau dé tién hanh truy ctru trach nhiém hinh sy hodc thi hanh ban an di c6
hiéu lyc phap luat ddi voi c4 nhan d6. Theo nguyén tic chung di duoc luat quic té
cong nhan, din d6 t6i pham 1 quyén ctia qudc gia chir khong phai 14 nghia vu phap
Iy qudc té ciia qudc gia. Noi cach khac, dan do t6i pham thudc thim quyén riéng
biét cua quéc gia dugc yéu cau dan do - noi toi pham dang c6 mat. Dya trén co sé
quyén tbi cao d6i véi lanh thd, qudc gia c6 toan quyén quyét dinh tién hanh truy
ctru trach nhiém hinh sy ddi voi cac cd nhan dang & trén lanh thd nudc minh phu
hop véi luat qudc gia. Nghia vu din do toi pham chi phat sinh trong truong hop cé
diéu uéc qudc té trong tng ghi nhan cac diéu kién cu thé cho phép dan d6. Chinh vi
vay, cac qubc gia da ky két cac diéu udc qudc té song phuong hodc da phuong diéu

chinh cac van dé c6 lién quan dén dan d¢ toi pham trong quan h¢ qudc té. Cac dicu

23Truong Pai hoc Luat Ha Noi (2019), Gido trinh Luét quéc té, Nha xuét ban Cong an nhan dan,
Ha Noj, tr. 344.
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udc quoc té ky két gilta cac qudc gia duge coi 1a co sé phap 1y cua dan do toi
pham.**

Mot hinh thire khac cta hop tac qudc té phong chong t6i pham sir dung cong
nghé cao la chuyén giao nguoi da bi két an vé toi pham nay. Pay la viéc mot quéc
gia thuc hién chuyén giao ngudi nudc ngoai pham toi da bi toa an ciia qudc gia d6
két 4n va ban an di c6 hiéu luc phap luat vé nudc ma nguodi bi két 4n la cong dan
hozc mot nude khac dong ¥ tiép nhan dé tiép tuc thi hanh ban 4n trén co so sy dong
¥ tu nguyén ctia ngudi bi két an hodc dai dién hop phap cua ho. Hinh thirc nay tao
diéu kién cho ngudi dang chap hanh hinh phat ti c6 co hdi duge chip hanh hinh
phat tai chinh d4t nwéc ma minh mang quéc tich hay tai chinh qué huong ctia minh,
hd trg diéu kién cai tao tdt nhat, tao diéu kién thuan loi cho viéc tai hoa nhdp cong
d6ng thanh cong, giam thiéu nguy co tai pham, trd thanh ngudi c6 ich cho xa hoi.

Ngoai ra, trong dau tranh phong chong t6i pham coéng nghé cao khong thé
thiéu nhitng co s phap 1y qubc té 1am co s¢ cho hoat dong hop tac quéc té. Viéc ky
két cac didu wéc qudc té song phuong va da phuwong vé van dé phong chdng toi
pham sir dung cong nghé cao ciing 1a mot hinh thirc quan trong ciia hop tac qudc té
trong linh vyc ndy. Mic du hién nay van chua cé diéu udc quoc té quy dinh riéng
vé linh vuc phong chdng tdi pham str dung cong nghé cao nhung da c6 nhitng diéu
udc qubc té trong hop tac dau tranh phong chéng toi pham hinh su qudc té. Qua dé
cling c6 thé thay riang cong déng qudc té da nhan thirc dugce tim quan trong ctia hop
tac qudc té trong d4u tranh phong chng t0i pham cong nghé cao.

2.2. Ly luin vé phap luit quéc té trong hop tic quoc té diu tranh phong
chdng tdi pham cong nghé cao

2.2.1. Pinh nghia va dic diém ciia phdp ludt quéc té trong hop tic diu
tranh, phong chong tpi pham céng nghé cao

Trén co s& chu quyén qudc gia va nguyén tic tham quyén theo lanh tho, toi
pham thyc hién trén ldnh tho cua quéc gia ndo thi quéc gia d6 co tham quyén xét
xur. Hoat dong xét xur va cdc trinh ty thu tuc td tung hinh sy, vé nguyén ly, chi duoc
tién hanh bdi cac co quan c6 tham quyén theo quy dinh cia phap luat trong pham vi
gidi han lanh thd cua quéc gia. Tuy nhién, nhiéu truong hop, hoat dong tdi pham
mang tinh chit xuyén bién gidi, vuot qua gidi han 1anh thd cia mot qudc gia. Chinh
vi vdy, trong nhiéu truong hop, hoat dong xét xir cac vu viéc hinh su chi c¢6 thé
duoc tién hanh binh thuong va dat duoc két qua néu ¢6 sy thuc hién cac hanh vi td

24Truong Pai hoc Luat Ha Noi (2019), Gido trinh Luét quéc té, Nha xuét ban Cong an nhan dan,
Ha Noi, tr. 346-347.
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tung hinh su trén lanh tho cta nude khac. Hay néi mot cach khéc, cac quoc gia da
chia sé bot mot phan chil quyén ciia minh dé tién hanh hop tac, hd tro giai quyét vu
viéc hinh su d6i vé6i cac qudc gia hitu quan trong qua trinh thyc hién cac hanh vi to
tung can thiét. Nhu vy, c6 thé nhan dinh, hop tic qudc té trong dau tranh phong,
chéng t9i pham noi chung va t6i pham cong nghé cao néi riéng 1a mot nhu cau cap
thiét mang tinh quy luat tat yéu khach quan, ddc biét trong bdi canh toan cau hoa va
bung nd phat trién khoa hoc cong nghé.

Phép luat qudc té trong hop tac dau tranh, phong chdng tdi pham cong nghé
cao bao gom tong thé cic nguyén tic va cic quy pham phap luat diéu chinh quan hé
giita cac chu thé luat qudc té trong viéctién hanh toan b nhitng hoat dong can thiét
gifra cac bén, nham ngan ngua, trung tri, loai bo tdi pham cong nghé cao ra khadi doi
sdng qudc té ciing nhu doi sdng qudc gia.

Trudce tién, phap luat qudc té trong hop tac dau tranh, phong chéng téi pham
cong ngh¢ cao dugc coi la mdt ndi dung mdi duge hinh thanh va gén lién voi su
phat trién cia khoa hoc cong nghé.Mdi hé théng phap luat cho du 1a phap luat qubc
té hay phap luat quic gia déu t6 ra than trong véi nhitng van dé méi phat sinh, nhat
1a nhirng linh vyc mdi voi sy manh nha hinh thanh cac cong cu phap 1y qudc té diéu
chinh mang tinh rang budc. Ngoai ra, voi tinh chat 1a mot “san pham” cua thoi dai,
t01 pham cong ngh¢ cao hién nay da va dang nhan dugc sy quan tdm cta cong déng
qudc té trong viéc thiét 1ap nhitng co ché hop tac toan dién va thuc chat.

Thir hai, chi thé ctia phap luat qudc té trong hop tac dau tranh, phong chéng
t6i pham cong nghé cao bao gdm cac chi thé ciia Luat quéc té (cac qudc gia, cac to
chtrc qudc té lién chinh phi, cic dan toc dang dau tranh danh quyén tu quyét va
nhém céc chu thé dic biét). Trong d6, cac qubc gia va cac to chic qudc té lién
chinh pha hoat dong trong linh vuc hinh su quéc té 1a nhitng chu thé dong vai tro
then chét trong viéc xay dung khudén kho phap 1y ciling nhu tién hanh toan bd cac
n6i dung hop tac qudc té ngin ngira va loai bo tdi pham coéng nghé cao.Nhitng chit
thé cua phap luat qubc té trong hop tac dau tranh, phong chdng toi pham cong nghé
cao vira tham gia vao qua trinh xdy dung nén cic nguyén tic, quy pham phap luat,
ddng thoi cling chinh 14 nhitng chi thé chiu su tic dong va thyc thi cic nguyén tic
va quy pham nay. Xuét phat tir tinh chat quyén ning chu thé luat qudc té ciia mdi
chu thé ma ting chil thé s& co nhitng mtc d6 va pham vi tham gia hop tac khéc
nhau trong timg trudng hop cu thé.

Thir ba, d6i tugng diéu chinh ctia phap luat quc té trong hop tac du tranh,

phong chong tdi pham cong nghé cao 1a cac quan hé gitra cac qudc gia va cac chu
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thé ctia ludt qudc té trong viéc tién hanh toan bo nhiing hoat dong can thiét gitta cac
bén, nhim ngan ngua, trirng tri, loai bo tdi pham cong ngh¢ cao ra khoi doi séng
qudc té cling nhu doi séng qudc gia. Nhimg hoat dong hop tac ndy bao gdm nhiing
n6i dung nhu: quy dinh nghia vu cho cic qudc gia trong viéc hai hoa hoa phéap luat
cling nhu xay dyng va hoan thién co sé phap Iy qudc gia cho cac hoat dong dau
tranh, phong chéng t6i pham cong nghé cao; twong tro tu phap hinh su; dan do toi
pham; chuyén giao ngudi di bi két an va phan dinh thim quyén tai phan hinh su.

Tht tu, vé co ché xay dung va thuc thi, cac nguyén tic va quy pham cta luat
qudc té trong hop tac ddu tranh, phong chdng t6i pham cong nghé caociing khong
nam ngoai co ché xay dung va thuc thi chung cta luat qudc té. P6 chinh 1a co ché
tu thoa thuan-ty thuc thi. Cac chu thé cua luét quéc té s& chinh 1a nhitng chu thé
thoa thuan dé xay dung ciing nhu thuc thi cac nguyén tic va quy pham. Nét dic thu
trong su hinh thanh va ap dung cac nguyén tic, quy pham cua ludt qudc té trong
hop tac d4u tranh, phong chdng t6i pham cong nghé cao nam & chd, cac nguyén tac,
quy pham nay chiu anh hudng 16n tir cac “lan song” phat trién ctia khoa hoc cong
nghé. Chinh vi vdy, cac quy dinh cta nd rat kho dé co thé dat duoc tinh 6n dinh lau
dai. Ngoai ra, vi¢c tao dugc mot co ché du toan dién dé thyc thi trén thuc té hién
con gip nhiéu khé khan khi trinh d phét trién khoa hoc k¥ thuét cta cac qubc gia
khac nhau s& khong hoan toan giong nhau. Chinh vi vdy, viéc theo ddi va nim bat
xu thé phét trién cta khoa hoc cong nghé s& co tac dong 16n téi co ché xdy dung va
thuc hiéncac nguyén tic va quy pham cta luat qubc té trong hop tac dau tranh,
phong chdng t6i pham cong nghé cao.

Thir ndm, luat quéc té trong hop tac ddu tranh, phong chéng toi pham cong
nghé cao c6 mdi quan hé gin bé mat thiét véi cac ndi dung khac cia luat hinh sy
quéc té, vi du nhu van dé dan do, phan dinh thadm quyén tai phanhay dac biét 1a cac
van dé hop tac qubc té dau tranh phong chéng toi pham co tinh chat qudc té...Trén
thuc té, mot sd noi dung cta Luat hinh sy quéc té trong viéc xac dinh tham quyén
tai phanhay van dé dan do6 ciing nhu viéc thyc hién nghia vy thanh vién hoan toan
c6 thé ap dung dbi véi toi pham cong nghé cao. Piéu nay 1a vo cung can thiét khi
gitra c4c loai hinh t6i pham déu co6 mbi tuong quan nhét dinh v&i nhau; bén canh do,
viéc bd trg ndy ciing gép phan han ché bét nhimg “khoang tréng” trong cic quy
dinh cta phéap luat qudc té ddi véi toi pham cong nghé cao - mot loai hinh toi pham
ra doi, gin lién voi cac giai doan phat trién cia khoa hoc k¥ thuat va cong nghé

thong tin.
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2.2.2. Nguén ciia phdp luit quéc té trong hop tic diu tranh phong chéong tji
pham cong nghé cao

O pham vi toan cdu, dén nay méi chi c6 mot diéu ude quoc té diéu chinh loai
t6i pham nay 1a Cong udc vé toi pham mang ctua Uy hoi chau Au nam 2001 (Cong
udc Budapest). Mic du Loi néi dau cia Cong udc Budapest ghi nhan viée ky két
Cong udc nham bd sung cho nhirg khuon kho phép 1y hién c6 ctia Uy hoi chau Au
trong linh vuc d4u tranh phong chéng t6i pham nhung véi diéu khoan cho phép céac
qudc gia khong phai thanh vién Uy hoi chau Au tham gia Cong udc, Budapest da
chinh thirc tré thanh mot khudn khd phéap 1y hop tac qudc té toan cau giira cac quc
gia trong phong chdng tdi pham cong nghé cao v6i 75 thanh vién, trong d6 ¢ su
tham gia ciia 28 qubc gia khong phai thanh vién ciia Uy hoi chau Au.”® Cong udc
ngoai viéc quy dinh cu thé vé toi pham mang va céac bién phap d4u tranh phong
ngira loai toi pham nay thi né con thiét 1ap duge mot co ché hop tac dong bo, thong
nhat va twong ddi hiéu qua gitra cac qudc gia thanh vién ciing nhu giita cac qudc gia
vé6i cac t chirc qudc té hién nay.

Bén canh céng udc Budapest, mot s6 ndi dung ciia Cong udc Palermo vé
chbng t6i pham c6 to chirc lién quéc gia ndm 2000 mic du khong truc tiép dé cap
mot cach cu thé dén cac loai hinh toi pham cong nghé cao nhung Cong udc Palermo
v6i 41 diéu khoan, ludn duoc coi 1a mot sy tham khao can thiét trong qua trinh hop
tac qudc t& ddu tranh phong chong toi pham. C6 thé nodi, Cong udc cua Lién hop
qudc vé chong toi pham co t6 chirc xuyén qudc gia nim 2000 ra doi vao thoi diém
mang tinh lich sir, d6 1a thoi diém chuyén giao thé ky. Cong udc 1a mot phuong tién
hitu hiéu m¢ dau va thic day cho sy hop tac sau rong hon, chit ché hon, toan dién
hon va hiéu qua hon trong cong cudc phong chong loai t6i pham trong qua trinh
hop tac quéc té dau tranh phong chong t6i pham c6 tinh chét qudc té néi chung va
t6i pham cong nghé cao néi riéng trén pham vi toan cau.

O pham vi khu vie, mot s6 khudn kho phéap 1y da duoc hinh thanh lam co so
phap 1y cho hoat dong hop tac giira cac thanh vién cta mot sé khu vuc trong ngin
ngira, phong chdng toi pham cong nghé cao, bao gom chi yéu hai loai:

Mot la, cac didu ude quoc té khu vie nhu Thoa thuan cua Cong dong cac qudc
gia doc 1ap vé hop tac trong phong chéng cac toi pham lién quan dén thong tin may

tinh nam 2001, Cong udc Arab vé chong cic toi pham lién quan dén cong nghé

* Xem chi tiét cac qudc gia thanh vién ctia Cong udc vé toi pham mang cia Uy hoi chau Au tai
https://www.coe.int/en/web/conventions/full-list/-
/conventions/treaty/185/signatures?p_auth=eLF1Jd5.ffffu -Y, (truy cap lan cudi ngay 13/1/2020)
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thong tin nam 2010, Cong wdc ciia Lién minh chau Phi vé an ninh mang va bao vé
dir liéu ca nhan nam 2014, Thoa thuan cua T6 chire hop tac Thuong Hai vé hop tac
trong linh vuc an ninh thong tin quéc t& nim 2010; Nghi dinh thu cia Cong dong
phat trién Nam Phi vé tuong trg tu phap hinh sy va Nghi dinh ciia Cong dong phat
trién Nam Phi vé dan d6 nim 2002; Cong udc ctia Cong ddng kinh té cac qudc gia
Tay Phi vé tuong trg tu phap hinh su, Cong udc ciia Cong dong kinh té cac qubc
gia Tay Phi vé dan d9, Hi€p dinh cia ASEAN vé tuong trg tu phap hinh su....

Hai la, cac vin ban do nhiing co quan c6 thAm quyén ctia cac to chirc qubc té
thong qua, c6 gia tri phap 1y rang budc véi cac qudc gia thanh vién trong ngan ngira,
phong chéng t0i pham cong nghé cao nhu Chi thi vé chdng toi pham mang do Nghi
vién cua Cong dong kinh té cac qudc gia Tay Phi thong qua nam 2011 hay nhiing
van ban do cac thiét ché cua Lién minh chdu Au ban hanh nhu Chi thi 2013/40 cta
Nghi vién va Hoi dong bo truong chau Au ngdy 12/8/2013 vé cac cudc tin cong
chéng lai hé thong thong tin, Chi thi 2016/1148 ciia Nghi vién va Hoi dong bo
truong ngay 6/7/2016 vé nhitng bién phap nham dam bao bao an ninh chung & mtrc
do cao cua hé théng mang va thong tin trén toan Lién minh, Quyét dinh 2019/797
ctia Hoi dong bo truong ngay 17/5/2019 vé nhiing bién phap han ché nham chéng
lai cac cudc tAn cong mang de doa Lién minh hodc cac qudc gia thanh vién...

O pham vi song phwong, pho bién nhét van 1a cac diéu uwéc qubc té vé tuong
trg tu phap hinh su, dan do, chuyén giao nguoi bi két 4n dugc ky két gitra cac qubc
gia, 1am co s& phap truc tiép cho viéc tién hanh nhiing hoat dong hd trg 1in nhau
giita cac qudc gia trong qué trinh giai quyét cic vu 4n hinh su néi chung va vu 4n
hinh sy lién quan dén toi pham céng nghé cao noi riéng.

Bén canh ngudn thanh van, tap quan qudc té ciling co vai trd nhét dinh trong
hop tac quéc té ddu tranh phong chéng toi pham cong nghé cao. Vai tro cua tap
quan duoc thé hién chi yéu ¢ nhitng nguyén tic chung duogc thira nhan 13 tip quan
qudc té trong hoat dong nay nhu nguyén tic “dinh danh kép”, hay nguyén tic “hodc
dan do6 hodic xét xir” (aut dedere aut punicare).

Cung véi cac loai ngudn co gia tri phap 1y rang budc nhu trén, mot s6 cac loai
ngudn khong co gia tri phap 1y rang budc, dic biét 1a Nghi quyét mang tinh khuyén
nghi cta céc t6 chirc qubc té lién chinh phu va phan quyét clia cac co quan tai phan
qudc té cling c6 vai trd quan trong trong diéu chinh hoat dong phong chdng toi
pham cong ngh¢ cao.

C6 thé thay, truée nam 2000, van dé “an ninh mang” hay “tdi pham cong nghé

cao” hau nhu chua thuc sy duoc quan tam dé cap dén. Nam 2002, Lién hop quéc da
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ban hanh Nghi quyét s6 55/63 va 56/121 vé phong chéng hoat dong toi pham st
dung cong nghé thong tin. Hai nghi quyét ndy di chi ra rang, mang may tinh va
mang Internet 1a “noi an ndu an toan” cta nhiing dbi tugng t6i pham sir dung cong
nghé thong tin va yéu cau cac qudc gia xay dung hé thong quy dinh phap luat nham
ngin ngira, dau tranh va loai bo hinh thirc t6i pham nay. Pay dugc coi 12 hai vin
kién cin ban nén ting, gop phan dit nhimg “vién gach” dau tién trong viéc hinh
thanh nhan thirc chung ciia cong dong qudc té vé toi pham cong nghé thong tin ciing
nhu van dé phong chéng loai t6i pham méi nay*®. Hay tai ASEAN, trong linh vuc
phong chong tdi pham xuyén qudc gia néi chung va toi pham mang néi riéng, mot
sd cac Tuyén bd chung hay Ké hoach hanh dong dugc thong qua tai cac hoi nghi bo
truong nhu Tuyén bd Kuala Lumpur vé chéng toi pham xuyén qubc gia, Ké hoach
hanh dong ASEAN vé chdng tdi pham xuyén qudc gia (2016-2025), Tuyén bd
ASEAN vé ngin ngira va chong t6i pham mang, Ké hoach tong thé vé cong nghé
thong tin ASEAN niam 2016-2020. Xét vé mit phép 1y, nhitng van ban nay khong
c6 gia tri phap 1y rang budc nhung c6 ¥ nghia rat quan trong ddi voi ASEAN trong
viéc dinh hinh cac ndi dung hop tac néi chung va phong chdng toi pham xuyén
qudc gia nodi riéng va toi pham cong nghé cao néi riéng. Bén canh d6, mot sd diéu
udc qudc té cia ASEAN vé toi pham xuyén qudc gia di duoc hinh thanh tir chinh
nhirng van kién chinh tri ndy nhu Céng wdc ASEAN phong chéng khing bd dugc
nang cap tir Tuyén bé ASEAN vé hanh dong chung chdng khing bd 2001, Tuyén
bd ASEAN vé phong chong khung bb 2002 hay Cong uéc ASEAN vé chéng budn
ban ngudi, dic biét 12 phu nir va tré em nim 2015 dugc ning cip tir Tuyén bd
ASEAN vé chong budn ban ngudi, dic biét 1a phu nit va tré em nam 2004. Véi xu
hudéng hoan thién phap luat theo huéng nang cip cac vin ban tir ludt mém thanh
cac diéu udc quoc té co gia tri phap 1y rang budc dang dién ra kha pho bién tai
ASEAN, trong tuong lai, hoan toan c6 kha ning mot diéu uwéc qubc té vé chng toi
pham cong nghé cao s& dugc hinh thanh tir Tuyén bd cia ASEAN vé ngin ngira va
chéng t0i pham mang.

Bén canh nghi quyét cua cac to chitc qudc té lién chinh phi, phan quyét cia
cac co quan tai phan qudc té, dic biét 1a phan quyét cia Toa nhan quyén chau Au
thuong dugc cac QGTV cua Cong ude chau Au vé nhan quyén, dic biét 1a cac qubc
gia thanh vién Lién minh chau Au vién dan khi xem xét cac yéu cau dan do toi

pham cta qudc gia yéu cau lién quan dén cac truong hop khong dan d6 nhu phan

%6 Xem cac Nghi quyét s 55/63 va 56/121 cia Lién Hop Qudc tai https://www.itu.int/[TU-
D/cyb/cybersecurity/docs/UN_resolution 55 63.pdf (truy cap lan cudi ngay 20/3/2020).
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quyét trong cac vu Abdulazhon Isakov v. Russia, Iskandarov v. Russia, Soering v.
United Kingdom...

2.2.3. Nguyén tic ciia phdp ludt quéc té trong hop tic diu tranh phong
chong tpi pham cong nghé cao

2.2.3.1. Cdc nguyén tic chung ciia phdp ludt quéc té

Hop tac qudc té dau tranh phong chong tdi pham néi chung va phong chéng
t6i pham cong nghé cao 13 mot trong nhimg hoat dong thudc ddi twong diéu chinh
cta ludt qudc té. Do do, cac nguyén tic cua phap luat qudc té trong d4u tranh phong
chéng toi pham cong nghé cao trude tién ciling bao gdm céc nguyén tic co ban ctia
phap luat quéc té néi chung, dic biét 1a nguyén tic binh dang tén trong vé doc lap
cht quyén, khong can thiép vao cong viéc ndi bd ctia nhau; nguyén tic cac qudc gia
c6 nghia vu hop tac va dic biét 1a nguyén tic Pacta sunt Servanda...

Nguyén tic t6n trong doc 1ap va toan ven lanh thd qudc gia, binh ding vé chi
quyén giita cac qubc gia va khong can thiép vao cong viéc ndi b cia qubc gia khac
dugc coi 1a nhitng nguyén tac ton chi cé tinh tién quyét khi tién hanh hop tac qudc
té d4u tranh phong chong toi pham noi chung ciing nhu tdi pham céng nghé cao noi
riéng. Viéc hop tac qudc té trong phong chdng toi pham cong nghé cao phai dugc
tién hanh trén co so binh dang chii quyén giita cac qudc gia hiru quan. Khi hop tac,
cac bén ludn cam két dam bao van dé doc 1ap, an ninh chu quyén cua qubc gia,
tranh nhitng hanh vi gay nguy hai dén nén doc lap va toan ven lanh tho cia cac
qudc gia khac. Chinh vi vay, trén thyc té, ddy dugc coi 1a nguyén tic xuit phat
diém, déng vai tro nén tang cho viéc thiét 1ap va trién khai cac cap do hop tac tir
song phuong, khu vuc cho dén cip d6 toan cdu trong d4u tranh phong chdng toi
pham cong nghé cao. Tuy nhién, nguyén tic nay khong c6 nghia la chu quyén qudc
gia 1a su tu do tuyét d6i, khong c6 gidi han trong cac hoat dong cua cic qudc gia
trong hop tac qudc té. Boi néu nhu cic qudc gia qua tuyét ddi hoa chi quyén cua
minh thi s& rat khé dé co thé trién khai cac noi dung hop téc trén ca hai phuong dién
sdu va rong. Trong khi viéc hop tac qubc té ddu tranh phong chéng tdi pham cong
nghé cao luon can toi sy coi mé va thién chi téi tir tit ca cac bén. Chinh vi vay, mdi
n6i dung hop tac thudc chu quyén cua qudc gia ludn phai duoc dit trong mdi quan
hé v&i chil quyén cua qudc gia khac dé viée triét pha va loai bo loai hinh toi pham
nay co thé dat duoc hiéu qua t8i wu nhat.

Mot nguyén tic xuat hién tir thoi ky cd dai va c6 lich st phét trién 1au doi nhat
trong sd cac nguyén tic co ban cua ludt qudc té d6 chinh 1a nguyén tic Pacta sunt

Servanda. Duéi goc do cua khoa hoc phap 1y qudc té, ban chit ctia qué trinh hop tac
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qudc té chinh 1a sy théa thuan vi vay toan bd qua trinh cac qudc gia tir khi xay dung
cac khudn kho hop tac t6i khi tién hanh thuc thi cic co ché dé bao dam thuc hién
hoan toan dya trén su ty nguyén cta cac chu thé ma khong dua trén cac co ché
cudng ché 4p dat gidng nhu luat qudc gia. Chinh vi vay, sy ton tai ciia nguyén tic
nay 1 co sé dé rang budc qudc gia vao nghia vu phap 1y phai thyc hién nhitng cam
két qubc té ctia minh mot cach tan tAm, thién chi va c6 y nghia dic biét quan trong
cho viéc duy tri trat ty phap 1y qudc té cling nhu dam bao quyén, lgi ich cho mdi
chu thé khi tham gia hop tac qudc té dau tranh phong chdng t6i pham cong nghé
cao.

Pic biét, nguyén tic qudc gia co nghia vu hop tac ciing 12 mot nguyén tic co y
nghia tdi quan trong trong diéu chinh quan hé hop tac gitta cac chu thé trong phong
chbng t6i pham cong nghé cao. V&i hai st mang chinh 1a duy tri hoa binh, an ninh
qudc té va thuc hién su hop tac qudc té trén moi linh vyc thi van dé hop tac quoc té
giita cac qudc gia chi thyc sy duoc quan tim va dugc phap dién hoa trong cac quy
dinh cta Hién chuong Lién hop qudc tai Piéu 4 khoan 3. Ngay nay, sy hop tac nay
ludn ludn phai duoc tién hanh trén co s binh dang vé chi quyén giita cic qudc gia
va trai rong trén hau khap moi linh vyc cia doi séng qudc té trong d6 co lién quan
tryc tiép dén qua trinh du tranh phong chong to6i pham cong nghé cao. Mic du
nhiéu quan diém cho ring, nguyén tic nay nén duogc tiép can mot cach mé rong khi
coi hop tac qudc té vira 1a quyén nhung dong thoi cling 13 nghia vu dbi véi cac qubc
gia hitu quan. Tuy vy, cach tiép can dugc chap nhan rong rai hién nay lai nghiéng
nhiéu vé mat nghia vu khi ma nhan loai dang ngay cang phai d6i mat vdi cac cac
van dé an ninh phi truyén théng phirc tap mang tinh toan cu vi du nhu nhiing van
dé vé bién d6i khi hau, mai truong, tdi pham cong nghé cao, chay dua vii trang,
khang hoang kinh té, vii khi hat nhan, xung dot ton gido-sic toc hay cac dich bénh
lay lan toan thé gi6i... Bén canh @6, cho du c6 nghiéng vé mit nghia vu nhiéu hon
nhung ludt quéc té khong hé quy dinh nghia vu bat budc vé cac hinh thirc va cip do
hop tac danh cho cac qudc gia khi tham gia. Hinh thire va mirc d hop tac nay hoan
toan phy thudc vao chinh quyét dinh ctia cac qudc gia xuat phat tir chii quyén cua
minh ciing nhu can ¢t tir tinh hinh thyc t& va ning luc tham gia cia mdi qubc gia.
Piéu nay dic biét phit hop ddi véi hoat dong hop tac qubc té dau tranh phong chdng
t6i pham cong nghé cao, khi ma trinh do phat trién va ning lyc tmg phé trong linh
vuc khoa hoc k¥ thudt cta cac qudc gia khac nhau s& khong hoan toan giéng nhau.
Nhu véy c6 thé nhan thay, nguyén tic mot mat dat ra nghia vu hop tac cho cac quoc

gia nhung dong thoi cling mé rong sy thira nhan hgp tic vira 13 quyén cua mdi chu
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thé xuét phat tir kha nang, y chi va diéu kién cu thé caa minh. Bai 18, xét cho cing,
dung trudc mot loai hinh to6i pham méi c6 nhiéu dic tinh nguy hiém thi day vira 1a
hop tac vi sy phat trién, vi loi ich chung cta ca cong dong quédc té nhung dong thoi
no6 cling chinh 1a sy dam bao ddi véi loi ich va sy phat trién cua chinh ban than mdi
qudc gia.

2.2.3.2. Cdc nguyén tic ddc thi

Bén canh nhitng nguyén tic chung cta luat qudc té, phap luat qudc té trong
phong chéng t6i pham cong nghé cao con duge diéu chinh béi mot sé nguyén tac
riéng biét sau:

Thir nhdt, nguyén tic c6 di c6 lai

Nguyén tac c6 di c6 lai thuc chat xuat phat tir nguyén tac binh dang vé chu
quyén giita cac qudc gia. Theo dé, trén co s¢ binh dang vé chi quyén, qudc gia co
quyén “Gng xi” véi qubc gia khac twong tuy nhu cach thirc ma qubc gia d6 da, dang
hodc s¢€ “ung xr”” vdi minh.

Trong luat hinh su qubc té, cac hoat dong hop tac dau tranh phong chong toi
pham dugc thyc hién trén nhitng co s, mét la diéu wdc qubc té, hai la tip quan
qudc t& va ba la phap ludtqudc gia. Trong truong hop c6 didu ude qudc té, nhiing
van dé phép 1y lién quan dén céc hoat dong hop tac cu thé s& duoc diéu chinh bang
chinh nhitng quy dinh ctia diéu udc qudc té d6, vi du nhitng van dé phap 1y vé dan
d6 nhu cac trudng hop din do, cac trudng hop bt budc tir chdi dan do, cac truong
hop can nhic dé tir chdi dan do hay tai lidu can thiét, chi phi, giai quyét yéu cau dan
d6 khi c6 nhiéu qudc gia cung dua ra yéu cau... s& dugc ghi nhan cu thé trong cic
diéu udc vé dan do nhu hiép dinh dan do song phuong, da phuong, hiép dinh twong
trg tu phap hinh sy c6 pham vi diéu chinh ca van dé dan d¢. Khi khong c6 dicu udc
quéc té, cac hoat dong hop tac s€ dugc thuc hién trén co so tdp quan quéc té hodc
phap luat qubc gia. Trong truong hop ndy, nguyén tic c6 di c6 lai sé tré thanh co sé
v6 cung quan trong dé cac qudc gia can nhic viéc co hay khong tién hanh cac hoat
dong hop tac theo yéu cau cua qudc gia hiru quan, dic biét ddi véi cac yéu cau vé
dan d6 t6i pham va tuong trg tu phap hinh sy. Tap quan qubc té 1a hé thong cac quy
tac xir su duoc hinh thanh trong thyc tién quan hé qubc té. Nhitng quy tic xir sy nay
d3 thé hién thé manh vé sy ton tai 1au doi cua né, c6 gia tri ddi véi moi chu thé cua
luat qudc té. Nguyén tic c6 di c6 lai 1a mot trong nhitng quy pham tap quan diéu
chinh vé van d& dan d¢ t6i pham. Du da duoc phap dién hoa hay chua dugc phap
dién hoa trong cac diéu udc qudc té thi no cling khong 1am mét di gia tri diéu chinh

clia tap quan qudc té trong hoat dong d4u tranh phong chdng t6i pham noi chung va
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t6i pham cong nghé cao néi riéng. Ngoai ra, qudc gia duge yéu ciu sé tién hanh dan
d6 hay twong tro tu phap hinh sy néu quéc gia yéu cau di ting dan do cho quéc gia
dugc yéu cau hodc cb cin cr cho rang, trong tuong lai, qudc gia nay s& dan do cho
qudc gia duge yéu cau.

Trong thyc tién, dua trén nguyén tic ndy, cac quoc gia thudng xir sy theo mot
trong hai cach thtrc sau khi nhan duoc yéu cau hop tac cia cac quoc gia khac. Hoic 1a
qudc gia nhan duoc yéu cau ti nguyén han ché chii quyén ctia minh va thuc hién cac
hoat dong dan do t6i pham hodc twong trg tur phap hinh su cho quéc gia yéu cau, néu
nhu khong c6 cac hoan canh dac biét loai bd cac hoat dong nay; hodc 1a, trén co so
cht quyén qudc gia, quéc gia dugce yéu ciu tir chdi yéu ciu cua qudc gia yéu cau.
Viéc qudc gia xtr sy theo cach thirc nao s& phu thudc vao rat nhiéu yéu t, trong d6
mot trong nhitng yéu t6 quyét dinh 1a mdi quan hé gitta qudc gia yéu cau va qudc gia
dugc yéu cau.

Nguyén tic ¢ di c¢6 lai ¢6 vai trd vo cing quan trong trong hoat dong hop tac
giita cac qudc gia. Khong phai trong moi trudng hop, gitta bén yéu cau va bén dugc
yéu cau déu co didu udc qubc té vé hop tac phong chéng toi pham. Chang han,
trong linh vuc dan d6 tdi pham, dén nay, chua c6 mot diéu uée quéc té nao & pham
vi toan cau diéu chinh riéng biét vé van dé dan do; nhiéu diéu ude quéc té toan cau
trong linh vue phong chéng toi pham mic du cé diéu khoan ghi nhan cac qubc gia
thanh vién c6 thé vién dan chinh nhing diéu udc d6 1lam co so phap 1y dé din do
néu giita cac bén chua c6 hiép dinh nhung trén thuc té, khong it cac qudc gia, bao
gdm ca Viét Nam c6 xu hudng tuyén bd bao luu, loai trir viéc ap dung diéu khoan
nay. O pham vi khu vyc, cling méi chi c6 mét s6 diéu udc quéc té vé dan do dugc
hinh thanh giira cdc qubc gia. Thyc tién quan hé qudc té cho thay, khong phai moi
truong hop, gitta qudc gia yéu cau va qudc gia duge yéu cau déu c6 hiép dinh dan
d6. Trong tinh hudng nay, nguyén tic c6 di c6 lai chinh 14 co s dé qubc gia dugc
yéu cau xem xét dé dan dd cho quéc gia yéu cau, trir khi viéc dan d6 thudc céc
truong hop khong dugc phép dan d6 theo quy dinh ctia phap luat quéc gia duoc yéu
cau. Noi cach khéc, néu chi dua trén diéu uéc quéc té, hoat dong hop tac gilra cac
quéc gia s€ tré nén bi han ché do bi gidi han boi sb lugng diéu uéc nhit dinh gitra
cac bén; nguoc lai, nguyén tic c6 di c6 lai sé tao diéu kién cho céc quéc gia tién
hanh nhing hoat dong hop tac khac mic du khong co diéu udc diéu chinh nhung
van dam bao duoc su binh dang giita cac bén.

Thir hai, nguyén tic hop tac v6i pham vi rong nhat cé thé
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Nguyén tic hop tac véi pham vi rong nhat c6 thé dugc ghi nhan trong Cong
wdc Bundapest voi ndi dung: Cac qudc gia thanh vién phai hop tac véi nhau, phu
hop vo6i cac quy dinh trong chuong nay, va thong qua viéc ap dung cac van ban
qudc té vé hop tac qubc té trong linh vuc hinh sy, va luat cua qubc gia minh, véi
pham vi rong nhét c6 thé dé phuc vu viéc diéu tra, tién hanh cac hoat dong td tung
lién quan dén céac toi pham hinh su c6 lién quan dén hé thdng mdy tinh va dir liéu
may tinh, hodc dé thu thap chimg ctr dudi hinh thic dién tir (Diéu 23).

Theo nguyén tic ndy, cac qudc gia, s& tién hanh cac hoat dong hop tic véi
pham vi rong nhat co thé trong qua trinh diéu tra, thu thap chimg ctr hoic cac hoat
dong t6 tung khac trén co s phit hop véi cac didu wdc qudc té lién quan va phap
luat qubc gia. Cym tir “pham vi rong nhat c6 thé” duoc hiéu theo hai nghia. Mt Ia,
hop tac trong pham vi rong nhat c6 thé trong khuon kho nhing néi dung hop tac da
dugc thiét 1ap va hai la, hop tac vuot ra ngoai nhimng ndi dung da dugc ghi nhan
nhung trong pham vi ma céc bén c6 thé tién hanh, trén co s phi hop véi cac diéu
wdc quodc té va phap luat qudc gia. O truong hop thtr hai, gidi han cua hoat dong
hop tac khong bi bo hep trong khuon kho cac noi dung di ghi nhan, mién sao hoat
dong d6, khong trai véi cac khudn kho phap 1y da duoc thiét lap.

Trong hoat dong hop tac qudc té vé phong chéng t6i pham noéi chung va toi
pham coéng nghé cao néi riéng, nhu cau hop tac trong cac linh vuc, ndi dung cu thé
nao s€ phu thudc vao thuc té cua tung vu viéc. Do do, ban than cac diéu udc quéc té
cling nhu phap luat qudc gia khong thé liét ké duoc hét cac ndi dung hop tac qudc té
ma chi dimg lai & viéc ghi nhan nhitng ndi dung hop tac phd bién, co ban. Pic biét,
dbi voi t6i pham cong nghé cao, su phat trién timg ngay cia khoa hoc cong nghé
khién cho cac thi doan, phuong thirc pham t6i ngdy cang tinh vi, tinh x4o0. Vi vay,
nhu cau hop tac gilta cac qubc gia dé cap nhat, chia sé va ung phé d6i véi loai toi
pham ndy c6 thé vuot ngoai nhimg ndi dung dang dugc ghi nhan trong diéu udc
qudc té hodc phéap luat qudc gia. Trong trudng hop ndy, néu chi cin cir vao ndi dung
hop tac hién co, hoat dong hop tac s& co thé khong dit hiéu qua dé phat hién, ngin
chdn hodc xtr ly hanh vi pham tdi. Nguoc lai, néu mot quéc gia, can sy hd trg tur
phia qudc gia khac trong viéc thuc hién nhitng hoat dong ma diéu udc giira cac bén
cling nhu phap luat qudc gia ctia bén duoc yéu ciu ciing chua ghi nhén, thi dé nghi
hd tro d6 c6 thé dugc thuc hién hay khong? Noi cach khéac, qudc gia duge yéu cau
c6 thé tir chdi chi vi 1y do, ndi dung yéu cau hop tac chua duge luat hoa trong phap

luat quéc gia va di€u udc quoc t€ khong?
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D6 chinh 1a 1y do vi sao nguyén tic hop tac voi pham vi rong nhat cé thé s& co
¥ nghia cuc ky quan trong trong truong hop nay. Boi 18, theo nguyén tic, cac bén co
thé tién hanh hop tac trong nhiing hoat dong ma chua duge ghi nhan trong cac diéu
wdc lién quan hay phap luat qudc gia, mién sao, cac hoat dong dé phu hop véi cac
khuon khé phap 1y quoc té va qudc gia 1a duge. Noi cach khac, trong trudng hop
nay, diéu uwéc qudc té hay phap luat qudc gia khong phai 1a can cir duy nhat ghi
nhan nhitng ndi dung cy thé nao sé& tién hanh giita cic bén ma chi 1a ghi nhan nhing
nguyén tic cin ban diéu chinh quan hé giita cac bén trong phong chdng toi pham dé
dam bao nhimng hoat dong duoc tién hanh khong xam pham dén chu quyén, loi ich,
an ninh cta cac bén. Thong qua nguyén tiac hop tac véi pham vi rong nhét, hoat
dong hop tac quéc té s& duoc tién hanh mot cach thyc sy hiéu qua, tranh mang tinh
hinh thtrc va phi hop véi yéu cau thuc té ciia viéc dau tranh, phong chong toi pham
cong ngh¢ cao.

2.2.4. Nji dung ciia phdp ludt quéc té trong hop tic diu tranh phong chong
toi pham cong nghé cao

Hop tac qudc té trong ddu tranh phong chéng t6i pham cong nghé cao dugc
thuc hién trén co s& cac diéu ude qubc té, tip quan qudc té hoic theo cac nguyén
tac cta phap luat qudc té va quy dinh khic cta phap luat qudc gia. Pham vi ndi
dung hop tac trong d4u tranh phong chéng tdi pham cong nghé cao bao gém: tuong
tro tu phap hinh sy, dan d6 toi pham, chuyén giao nguoi bi két an, hay phan dinh
thAm quyén tai phan va cac hinh thirc hop tac khac. Cac hoat dong cu thé hop tac
qudc té trong dau tranh phong chdng t6i pham cong nghé cao gdm: tiép nhan, thu
gilr, bao v¢ hay chuyén giao tai li€u, dir liéu lién quan dén toi pham cong nghé cao;
xur 1y trudng hop tir chdi dan do cong dan; trinh ty, thi tuc xem xét, xir Iy yéu cau
truy ctru trach nhiém hinh sy ddi voi cong dan bi tu chdi dan do; trinh ty, tha tuc
xem xét, yéu cau thi hanh ban 4n, quyét dinh hinh sy cia toa 4n nuéc ngoai dbi voi
cong dan bj tir chdi dan do; cac bién phap ngin chin, bt tam giam nguoi bi yéu cu
dan d6; phdi hop diéu tra t6i pham céng nghé cao... Thyc tién cho thdy, trong qua
trinh giai quyét vu an lién quan dén toi pham cong ngh¢ cao, do nhiing dac diém
riéng bi¢t, dac thu hon so voi nhitng loai t0i pham thong thudng nén qua trinh diéu
tra, thu thap, xac minh chtng cir, tong dat gidy to, tai lidu t6 tung, truy tim, bat giir
nguoi pham t6i ma phai yéu ciu sy hop tic, twong tro cua cac qudc gia khac.
Nhitng hoat dong d6 duoc goi 1a twong trg tu phap vé hinh su giita cac qubc gia.
Hoat dong nay 1a mot yéu cau, doi hoi khach quan, 1a mot xu hudng van dong tat

yéu, khong thé thiéu dugc ciia qué trinh hop tac déu tranh phong chéng t6i pham
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cong nghé cao, nhat 1a trong bdi canh toan ciu hoa va sy bung nd cua khoa hoc
cong nghé.

Nhu vay, ndi dung ctia phap luat qudc té trong hop tac qudc té trong dau tranh
phong chéng toi pham cong nghé cao rat da dang nhu: twong trg tu phap hinh sy,
dan d6 toi pham, chuyén giao ngudi bi két an, phan dinh tham quyén tai phan va hai
hoa hoa phép luat ciing nhu xay dung va hoan thién co so phap 1y qudc gia.

Mot la, phap luat quéc té dat ra va xac dinh rd nghia vu cho cac quéc gia trong
viéc hai hoa hoa phap luat cling nhu xay dung va hoan thién co so phap 1y qubc gia
cho cac hoat dong diu tranh, phong chéng t6i pham cong nghé cao:

Hai hoa hoa phap luat hinh su gifta cac qubc gia vé toi pham cong nghé cao 1a
mat trong nhitng nghia vu then chdt ma cac diéu udc quoc té vé dau tranh, phong
chéng toi pham coéng nghé cao dit ra ddi véi cac qudc gia thanh vién, trong dé c6
Cong udc Palermo nam 2000 va Cong wdc Budapest nam 2001. Hai hoa hoa, theo
dinh nghia cua tir dién Cambridge 2020 1& “lam cho cdc hé thong hodc ludt tai cdc
doanh nghiép, quoc gia khdc nhau tré nén giong nhau hodc twong tir nhau... dé cé
thé lam viéc cing nhau dé dang hon”?* Tuong tu nhu dinh nghia cua tir dién
Cambridge, hai hoa hoa phap luat c6 thé hiéu I qua trinh 1am giam bét sy khac biét
giita cac hé thong phéap luat khac nhau cua cac quéc gia. Mirc @ hai hoa hoa phu
thudc vao nhiéu yéu t6 nhu cip do lién két gitra cac thanh vién; mic d6 khac biét
gilta cac qubc gia vé chinh sach, phap luat va mic d6 “md” trong viéc tiép nhan
nhing thay d6i ddi v6i chinh hé théng phép luat qudc gia khi thyuc hién nhiing cam
két vé hai hoa hoa. Cac ndi dung vé hai hoa hoa phap luat hién nay trong cac diéu
udc qudc té phd bién bao gém hai phuong dién, hai hoa hoa hinh phat va hai hoa
hoa trong quy dinh hanh vi 13 t6i pham trong phap lut hinh su ciia cac qudc gia

Bén canh nghia vy hai hoa hoa phap luat hinh su giita cic qudc gia thanh vién,
xdy dung co sé phap 1y qudc gia cho cac hoat dong Gmg phéd voi tdi pham cong
nghé cao ciing 1a mot nghia vy mang tinh truyén thong trén co s& clia nguyén tac
Pacta sunt Servanda. Theo d6, mot sd diéu wdc qudc té va vin kién phap 1y duoc
thong qua trong khudn kho cia cac to chie quéc té khu vuc di ghi nhan cho cac
QGTV nghia vu chuyén hoa cac quy dinh ciia diéu udc qudc té vao phap luat quéc
gia dé 1am co s cho viéc tién hanh nhimg hoat dong tng pho véi t6i pham cong

nghé cao.

77 Xem https://dictionary.cambridge.org/vi/dictionary/english/harmonize, (truy cap lan cubi ngay
1/2/2020).
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Hai la, twong tro tu phap hinh sy. Xuét phat tir chu quyén qudc gia, co quan t6
tung cua quéc gia nao chi dugc thyc hi¢n hoat dong td tung trén lanh thd cta quéc
gia d6. Tuy nhién, trong nhiéu truong hop, viéc giai quyét cac vu viéc lai vuot
ngoai pham vi bién gi6i qudc gia. Trong tinh hudng nay, qubc gia s& can dén sy hd
trg, hop téc ciia co quan td tung cta qudc gia khac dé gitip qudc gia trong viéc tng
pho véi toi pham nhu yéu cau co quan t6 tung ciia qudc gia lién quan tién hanh
nhiing bién phap nham kip thoi bao vé chung cur hodc kip thoi thu thap thong tin,
tao diéu kién cho viéc thuc hién nhitng hoat dong kham xét, diéu tra, thu gilr hodc
bao vé dir li¢u trude cac hanh vi pham tdi cia toi pham cong nghé cao.

Ba la, dan do toi pham. Dé trén tranh khoi su trung phat cua phap luat, mot
trong nhitng thu doan ma ngudi pham toi sir dung khi ¢6 kha ning 1a chay trén khoi
qudc gia ma nguoi d6 da c6 hanh vi pham toi nham khong bi truy ctru trach nhiém
hinh sy hodc khong phai tiép tuc chap hanh hinh phat ti ma trudc d6 di bi tod an co
thAm quyén tuyén phat. Thong qua viéc chuyén giao ngudi pham toi dang tron chay
trén lanh thé qudc gia cho quéc gia duoc yéu cu, qudc gia nay méi co thé tién hanh
cac hoat dong t tung dé dam bao moi hanh vi pham toi déu phai bi trimg phat trudc
phap luat.

Boén la, chuyén giao ngudi da bi két an & nudc ngoai cho qudc gia ma ngudi
d6 1a cong dan dé chap hanh hinh phat ti theo ban an ma toa an da tuyén. Vé
nguyén tic, cac diéu kién nhét dinh dé chuyén giao ngudi bi két an dugc quy dinh
trong cac diéu udc qudc té diéu chinh riéng biét vé chuyén giao ngudi bi két 4n, bao
gdm ca diéu udc song phuong va da phuong, trong d6, phd bién nhat 1a cac hiép
dinh song phuong. Sau khi tiép nhan pham nhan, qudc gia thi hanh 4n phai bao dam
tiép tuc thi hanh an phat phii hop véi luat phap nudc minh, dong thoi dya trén co sé
ban an cua toa &n nude tuyén an.

Nam la, phan dinh thAm quyén tai phan hinh sy trén co s6 mot s6 nguyén tic
1a hoat dong dé xac dinh qudc gia co tham quyén tai phan ddi voi tdi pham cong
nghé cao trong trudng hop hanh vi pham ti c6 lién quan dén nhiéu quéc gia. Hién
nay, mot sd nguyén tac cta Luat hinh sy qudc té trong xac dinh tham quyén tai phan
hoan toan co thé ap dung d6i voi toi pham cong nghé cao nhu: nguyén tic lanh tho,
nguyén tac quc tich,...

2.2.5. Vai tro cia phdp ludt quéc té trong hop tic diu tranh phong chong
toi pham cong nghé cao

Khi loai nguoi budc vao thoi ky phat trién cia khoa hoc va cong nghé, xa hoi

hién nay ngay cang phu thudc nhi€éu hon vao may tinh va cac két ndi mang. Hang
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loat vu hacker tan céng vao hé thong théng tin cta cac Chinh phu, co quan nha
nudc, hé thong dir liéu ciia doanh nghiép, ngan hang, hang khong... dd giy nén
nhing x40 tron khong nhé va tao ra modi quan ngai 16n trén pham vi toan cau. Tuy
nhién, thach thic s€ con 16n hon nira khi tdi pham cong ngh¢ cao s€ ngay cang gia
tang cung véi téc do phat trién cua khoa hoc - k¥ thuat, anh hudng 16n dén sy ting
truong ctia nén kinh té. Theo bao cdo ctia T6 chire Canh sat Hinh su quéc té, toi
pham cong nghé cao dung thur 2 trong cac loai toi pham nguy hiém nhét, sau toi
pham khing bé. Va tinh hinh cang trd nén nghiém trong khi bat dau xuét hién sy
chuyén huéng muc tiéu dang ké tir cdc ca nhan va doanh nghiép nho sang céc tap
doan 16n, chinh phi va co s& ha ting quan trong cta khéi cac co quan nha nudec.
Thuyc tién cho thdy, cang trong lic dich bénh Covid-19 hoanh hanh, khoang 90%
cac loai toi pham truyén thong hién nay di chuyén sang mdi trudng mang hoic co
sir dung cac thiét bi cong nghé cao dé hd trg trong qua trinh tién hanh hanh vi pham
t6i**. Thé gi6i dang chimg kién sy thay ddi to 16n ctia qua trinh chuyén d6i ky thuat
sd trong thoi ky dich bénh Covid-19. Su xuét hién cua dai dich Covid-19 lam thay
d6i cach thirc sinh sdng, lam viéc clia ngudi dan gan nhu trén toan thé gisi. Cac ca
nhan, t6 chirc phai thich nghi v&i cach thic lam viéc moi: lam vige tir xa, lam viéc
tai nha, 1am viéc truc tuyén trén méi trudng mang (work from home)®. Cac mbi de
doa vé an ninh mang, tin cong mang vi thé ciing tré nén gia ting ca vé s luong
cling nhu pham vi, muc d§ anh hu:(”)’ng3 ° Trén thyuc té, cong ngh¢ s6 d3 mo duong
cho viéc van hanh va phat trién nén kinh té mot cach binh thuong bat chap nhing
thach thirc cta dich Covid-19 dua lai, tao ra co s& nén tang cho su phuc hdi ctia nén
kinh té cia mdi quéc gia cling nhu trén toan cau. Tuy nhién, sy phu thudc cua
chung ta vao khoa hoc cong nghé cao cling ngay cang gia tang; chinh vi vay, viéc
dam bao tinh an toan bao mat cia hé théng dir liéu mang va ting cudng hop tac
qudc té ciing ludn can duge quan tdm. Do dic thu cta loai téi pham nay 1 hoat
dong trén moi trudng mang, moi co quan, té chiic, ca nhin c6 két ndi véi mang

internet déu c6 thé trd thanh nan nhan bat ctr lac nao. Toi pham chi can tra an & mét

2 Xem: https.://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-shows-alarming-
rate-of-cyberattacks-during-COVID-19(truy cap lan cudi ngay 6/3/2020).

* Lallie, Harjinder Singh, Shepherd, Lynsay A, Nurse, Jason R.C, Erola, Arnau, Epiphaniou,
Gregory, Maple, Carsten, & Bellekens, Xavier. (2021). Cyber security in the age of COVID-19: A
timeline and analysis of cyber-crime and cyber-attacks during the pandemic. Computers &
Security, 105, 102248.

% Bou Sleiman, Mohamed, & Gerdemann, Simon. (2021). Covid-19: A catalyst for cybercrime?
International Cybersecurity Law Review, 2(1), 37-45.
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qudc gia cing véi cac thiét bi dién tir thong minh c6 két ndi mang va thyc hién hanh
vi pham t0i tai mot quéc gia khac. Chinh vi vay rat kho dé phat hi¢n, dAu tranh,
phong chéng va théng ké mot cach chinh xac, déy da. Bén canh nhiing thiét hai tryc
tiép vé kinh té dbi voi cac nan nhan nhu trém cap tién trong thé hodc tai khoan ngan
hang, ma hoa tai liéu, chiém doat thong tin bi mat ctia cac co quan nha nudc, chinh
pha, khdng ché, de doa dit liéu cua cac ca nhin dé tong tién, ching con gy ra
nhing thiét hai gian tiép nhu: lam mét uy tin, gian doan hoat dong thudng xuyén
cua cac co quan, td chirc; hoat dong kinh doanh on dinh cua cac doanh nghiép, dac
biét trong mot sb trudng hop nghiém trong, chiing con 1a mdi nguy co 16n de doa
dén trat ty an toan trén mang Internet ctia an ninh qudc gia. Khong chi toi pham
cong nghé cao, cac loai ti pham thong thuong cling dang thé hién xu hudng thich
ung voi lan soéng cua thoi dai cong nghé. Co 1€ chua khi nao cac loai hinh ti pham
lai st dung mang Internet dé thuc hién hanh vi pham tdi nhiéu nhu hién nay khi ma
thé gidi dang bude vao thoi dai ciia cude cach mang cong nghiép 4.0°.

Dung trude sy tinh vi phuc tap va nhiing hau qua nghiém trong cta tdi pham
cong nghé cao, viéc hop tac dé dau tranh, phong chdng t6i pham cong nghé cao
gilta cac qudc gia ngdy cang trd nén cap thiét hon bao gid hét. Phap luat qubc té
chinh 13 co s¢ dé cac qudc gia tién hanh nhitng hoat dong hop tac ndy. Thong qua
cac ndi dung hop tac nhu hinh thanh cic co quan, thiét ché qudc té trong phong
chbng t6i pham cong nghé cao; hai hoa hoa phap luat; trong tro tu phap hinh su;
dan d9; tién hanh phdi hop diéu tra... phap luat qubc té di hinh thanh nén mot co
ché phap 1y chung & cac cap do khac nhau, tir song phuwong, khu vyc dén toan cau
dé két ndi hoat dong gitta cac qudc gia, tir 6, tng pho hiéu qua véi toi pham cong
nghé cao, gop phan han ché, loai bo toi pham céng nghé cao ra khoi doi song qubc

te.

3! Faga, Hemen Philip. (2017), The Implications of Transnational Cyber Threats in International
Humanitarian Law: Analysing the Distinction Between Cybercrime, Cyber Attack, and Cyber
Warfare in the 21st Century. Baltic Journal of Law & Politics, 10(1), 1-34
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TIEU KET CHUONG 2
* % %

1. Xét vé qua trinh hinh thanh va phét trién, thuat ngir “t6i pham coéng nghé
cao” khong xuat hién ngay tir nhirng thoi ki ddu. N6 ra doi va phat trién gan lién véi
cac giai doan bung nd ctia khoa hoc céng nghé thong tin. Mic du c6 nhiéu tén goi
cling nhu ¢6 nhiéu cach tiép can khic nhau nhung vé co ban, toi pham cong nghé
cao la mgt dang thirc tdi pham duoc tién hanh thong qua viéc st dung tri thuce, k¥
nang, cong cy, phuong tién va thanh tyu cia cong nghé thong tin ¢ trinh do cao, tac
dong mot cach bat hop phap dén thong tin sb va cac dir liéu dién tir duoc luu trix, xir
ly, truyén tai trong hé thong may tinh va cac thiét bi cong nghé cao, xdm pham dén
trat ty an toan thong tin, gay ton hai nghiém trong dén quyén va lgi ich hop phap
clia cac ca nhén, to chic cling nhu cta cac qudc gia va cong ddng qudc té. Toi
pham cong nghé cao chinh 1a “san pham” cia thoi dai ma cac ca nhan, to chuec,
qudc gia va cong dong qudc té phai chap nhan dé doi 1ay su thinh vugng va phat
trién.

Véi su gia ting nhanh chong ca vé sd luong, tinh chat, mic do va pham vi
thi€t hai, tdi pham cong ngh¢ cao da va dang mot trong nhirng thach thic de doa
dén loi ich ciia mdi ca nhan, to chic, qudc gia va ciia ca cong dong qudc té. S&
khong thé dau tranh, ngan ngua va loai bo loai hinh tdi pham nay néu nhu thiéu di
su chung tay cta toan thé cong dong qudc té. Hay noi mot cach khéac, hop tac qudc
té trong dau tranh phong, chdng t6i pham néi chung va t6i pham cong nghé cao noi
riéng 12 mot nhu cu cap thiét mang tinh quy luat tat yéu khach quan, dic biét trong
bdi canh toan cau hoa va bung nd phat trién khoa hoc cong nghé.

2. Phap luat qubc té trong hop tac ddu tranh, phong chong toi pham cong nghé
cao 1a hé théng cac nguyén tic va cic quy pham phap luat diéu chinh quan hé giita
cac chu thé luat qudc té trong viée tién hanh toan bo nhitng hoat dong can thiét giita
céc bén, nham ngan ngua, trung tri, loai bd t4i pham cong nghé cao ra khdi doi séng
qudc té cling nhu doi séng qudc gia. Phap luat qudc té trong hop tac dau tranh,
phong chdng t6i pham cong nghé cao vira bao gdm nhitng nodi dung chung cua luat
qudc té, luat hinh sy qudc té vira bao gdm nhing ndi dung riéng biét, cy thé trong
qua trinh cac chi thé tién hanh hop tic d4u tranh, phong chdng toi pham cong nghé
cao. Theo d6, ndi dung ciia phap qudc té trong hop tac déu tranh, phong chdng toi
pham cong nghé cao bao gém cac hoat dong nhu tuong trg tu phap hinh sy, din do
t6i pham, chuyén giao ngudi bi két an, phan dinh tham quyén tai phan va hai hoa

hoa phap luat ciing nhu xay dung va hoan thién co s phap 1y qubc gia. Nhimng noi
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dung trén dugc diéu chinh trude tién va chu yéu 1a cac diéu ude quoc té da phuong,
song phuong dic biét phai ké dén Cong udc Budapest — diéu udc qudc té toan dién
nhét hién nay diéu chinh lién quan dén loai toi pham nay. Bén canh do6 la nhiing
diéu uéc quéc té, thoa thuan khu vuc di sdu vao mot sd dang thuc cu thé nhu Thoa
thuan cua Cong dong cac qudc gia doc 1ap vé hop tac trong phong chéng cac toi
pham lién quan dén thong tin may tinh nam 2001, Cong udc Arab vé chdng cac toi
pham lién quan dén céng nghé thong tin ndm 2010, Céng udc cia Lién minh chau
Phi vé an ninh mang va bao vé dit liéu ca nhan nam 2014... Ngoai ra, qua trinh hop
tac ctia cac chu thé con duogc diéu chinh béi mét sb loai nguén khac cua luat quéc
té.

Hién nay, cic chu thé dang trong qua trinh tién hanh hoan thién va xay dung
phap luat qudc té trong hop tac dau tranh, phong chong t6i pham cong nghé cao dé
phu hop vé6i nhu cau d4u tranh, phong chong toi pham cong nghé cao trén thyc tién

va gop phan han che, loai bo tdi pham cong ngh¢ cao ra khoi doi song quoc te.
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CHUONG 3
NOI DUNG PHAP LUAT QUOC TE TRONG HQP TAC PAU TRANH,
PHONG CHONG TQI PHAM CONG NGHE CAO VA THUC TIEN
THU'C HIEN CUA MOT SO QUOC GIA
* % %

Nham tao ra cac khudn khé chung trong hop tic dau tranh, phong chdng toi
pham cong nghé cao, mot sé vin kién phap 1y da dugc xay dung & cac cap do khac
nhau, tir toan cau, khu vuc cho t&i song phuong diéu chinh nhimng van dé lién quan
dén toi pham cong nghé cao’. Can cr vao nhitng van kién hi¢n c6, ndi dung cia
hop tac quéc té trong du tranh, phong chdng t6i pham cong nghé cao bao gdm:Thir
nhat, phap luat qudc té quy dinh nghia vu cho cac qubc gia trong viéc hai hoa hoa
phap luat ciing nhu xay dyng va hoan thién co s& phap 1y quéc gia cho cac hoat
dong dau tranh, phong chéng t6i pham cong nghé cao; Thir hai, tuong trg tu phap
hinh su; Thit ba, dan do; Tht tu, chuyén giao nguoi bi két 4n va thi nam, phan dinh
thAm quyén tai phan.

3.1. Phap luit qudc té quy dinh nghia vu cho cac qudc gia trong viéc hai
hoa héa phap luit va hoan thi¢n co sé phap 1y qudc gia cho cac hoat dong dau
tranh, phong chong t§i pham cong nghé cao

3.1.1. Hai hoa hod phdp ludt ciia cdc quéc gia trong phong chéng tpi pham
cong nghé cao

Trong cac van kién vé phong chong toi pham xuyén qudc gia ndi chung va toi
pham cong nghé cao noi riéng, hai hoa hoa phap luat dugc ghi nhan nhu mot trong
nhirng ndi dung cin ban nhiam tao ra sy twong dong gitta hé théng phap lut cua cac
nudc, tir 46, gop phan giam bét cac rao can trong viéc thyc hién nhitng hoat dong
hop tac cu thé trong qua trinh didu tra, xét xir toi pham hay tranh viéc tao ra k& ho
dé ngudi pham tdi co thé tron tranh khoi viée bi phap luat trirng tri. Mtrc do hai hoa
hoé phu thudc vao nhiéu yéu td nhu cép do lién két gitta cac thanh vién; muc do
khac biét gitta cac qudc gia vé chinh sach, phap luat va mirc do “moé” trong viéc tiép
nhan nhiing thay d6i d6i véi chinh hé théng phap luat qudc gia khi thyc hién nhimng
cam két vé hai hoa hod. Chang han, theo quy dinh tai Thoa thuan hop tac giita cac
qudc gia thanh vién cta Cong dong cac qudc gia doc 1ap vé chdng toi pham lién
quan dén thong tin may tinh, cac Bén s& cd ging dam bao hai hoa hoa luat phap

quoc gia cua minh lién quan dén viéc chong lai cac hanh vi pham 61 lién quan dén

32 Mohamed Chawki (2005), A Critical Look at the Regulation of Cybercrime, University of Lyon
II1, France
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thong tin may tinh (Diéu 2) hodc theo quy dinh tai Cong udc ciia Lién minh chiu
Phi vé an ninh mang va bao v¢ dir li¢u ca nhan, cac quéc gia thanh vién s¢ dam bao
rang nhitng bién phap phéap 1y va/hodc cac quy dinh duoc thong qua nham chdng toi
pham mang s& ting cuong kha ning hai hoa hoa khu vuc d6i voi nhing bién phap
nay va ton trong nguyén tac dinh danh kép (Piéu 28). Diéu nay xuat phat tir thuc té
la cing mot hanh vi nhung c6 qudc gia quy dinh 1a t6i pham trong luat hinh sy
nhung c6 quéc gia lai khong hodc cing dugc quy dinh 14 t6i pham nhung hinh phat
ti thiéu tai cac quéc gia lai rat khac nhau. Sy khac biét nhu vay hodc s€ tao thanh
k& ho cho nguoi pham toi trdn tranh khoi viéc bi ddn do theo nguyén tic “dinh danh
kép” khi tron sang qubc gia chua quy dinh hanh vi nay 13 t9i pham hoic khong dat
dugc muc dich trimg phat thich dang khi ma ¢ mot sé qubc gia, hinh phat dugc quy
dinh nhe hon nhiéu so voi cac qudc gia khac. Do d6, hai hoa hoa phap lut c6 thé
ngan chan vi¢c nguoi pham tdi 1gi dung su khéac bi¢t trong quy dinh phap luat gitta
cac qudc gia dé trén tranh khoi sy trimg phat ctia phap luat, ddng thoi, tao diéu kién
tang cudng hoat dong hop tac qubc té giita cac qudc gia trong ngin ngira, trimg phat
t01 pham cong nghé cao, dac biét lién quan dén cac yéu cau vé dan do, tuong trg tu
phap hinh sy.”

Pé han ché nhitng diéu ndy, cac vin kién phéap 1y cua luat hinh sy quéc té
thudng quy dinh vin dé hai hoa hoa phap luat & mirc d6 pho bién 1a hinh sy hod
nhitng hanh vi nhit dinh dé tao co s& phap 1y cho viéc trimg phat bang hinh luat
cling nhu tién hanh cac hoat dong dan do, tuong trg tu phap hinh sy khi can thiét.
Bén canh d6, d6i voi cac truong hop c6 cip do lién két cao giita cac thanh vién,
mirc d6 hai hoa hoa con bao gém ca hai hoa hoa vé hinh phat, tirc 1a quy dinh mirc
hinh phat tdi thiéu ddi véi mdi hanh vi pham t0i nhét dinh nhim tao mét nguong
chung trong xtr 1y hinh sy nhimg hanh vi t6i pham tai tat ca cac thanh vién, mot vi
du dién hinh & muc d nay 1a Lién minh chau Au.

3.1.1.1. Hinh sw hod nhitng hanh vi vi pham lién quan dén céng nghé cao

Khuén mau chung ctia cac van kién phap 1y qudc té vé toi pham cong nghé
cao 1a ghi nhan nghia vu ddi véi cac qudc gia quy dinh trong luat hinh sy nudc
minh nhitng hanh vi vi pham ¢ y nhat dinh lién quan dén cong nghé cao 13 toi
pham.

Chang han, theo quy dinh tai Cong uéc Budapest, mdi qudc gia thanh vién s&
ban hanh luat va nhiing bién phap khac khi can thiét dé ghi nhan 14 toi pham hinh sy

3 Council of Europe (2001), Explanatory Reportto the Convention on Cybercrime, para 33.
https://rm.coe.int/16800cce5b, (truy cap lan cubi ngay 1/12/2020).
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theo luat nudc minh ddi vai nhitng hanh vi duogc thyc hién mdt cach cd ¥, bao gém:
Mot la, nhom hanh vi chéng lai su bi mat, toan ven va san c6 cua dir liéu may tinh
va hé thong may tinh gém truy cép bat hop phap, ngin chin bat hop phap, giy rdi
dir liéu, gdy r6i hé thong, str dung sai lac cac thiét bi; Hai ld, nhitng hanh vi lién
quan dén may tinh gébm hanh vi gia mao lién quan dén may tinh, lra dao lién quan
dén may tinh; Ba la, nhitng hanh vi lién quan dén céc tai liéu khiéu dam tré em; Bon
la, cac hanh vi xam pham quyén tic gia va quyén lién quan va ndm la, hanh vi nd
luc va ho trg cho viéc thuc hién nhitng hanh vi trén.* Trong truong hop hanh vi
trén do c4 nhan thuc hién vi loi ich cua phdp nhan va néu c4 nhan d6 1a dai dién
hodc gitr vi tri 1anh dao tai mdt co quan cua phap nhan trén co so tham quyén dai
dién cho phap nhan, thim quyén ra quyét dinh nhan danh phap nhan hodc thim
quyén thyc hién viéc kiém soat ndi bo phap nhan hodc phap nhan khong thuc hién
tbt viéc kiém soat, giam sat nhitng c4 nhan trén, dan dén viéc thuc hién nhitng hanh
trén vi loi ich cta phap nhan, qudc gia ciing phai ban hanh lut va cac bién phap
khac khi can thiét ghi nhan trach nhiém cua phap nhan, bao gdm ca trach nhiém
hinh sy, dan sy hodc hanh chinh (Piéu 12).

Hoic theo quy dinh tai Cong udc Arab vé chdng toi pham cong nghé thong
tin, “moi quoc gia thanh vién cam két hinh sw héa cdc hanh vi dwoc quy dinh trong
chwong nay theo cdc ludt va dao ludt ciia quéc gia” (Piéu 5), bao gdm: Truy cap
bat hop phéap, ngin chin bat hop phap, gay rdi dir liéu, lam dung phuong tién cong
nghé thong tin, gid mao, lra ddo, hanh vi lién quan dén khiéu dam, hanh vi xdm
pham quyén riéng tu, khung bd bang hinh thirc cong nghé thong tin, hanh vi lién
quan dén pham tdi c¢6 to chirc bang hinh thirc cong nghé thong tin, hanh vi xam
pham quyén tac gia va quyén lién quan, sir dung trai phép coéng cu thanh toan dién
tlr va cac hanh vi nd luc, trg giup cho viéc thuc hién nhitng hanh vi trén.” Trén co
sO tinh dén phéap luat qudc gia, mdi qudc gia s& ban hanh quy dinh ghi nhan trach
nhiém hinh sy d6i v6i phap nhan trong truong hop hanh vi duoc thyc hién bai
nguoi dai dién ctia phap nhan hodc vi loi ich ctia phap nhan (Piéu 20).

Tuong ty nhu hai Cong udc trén vé nghia vy hinh sy hod hanh vi pham t0i lién
quan dén cong nghé cao, nhung cach quy dinh ctia Cong wéc Lién minh chau Phi vé
an ninh mang va bao v¢ dir li¢u c& nhan lai khong ghi nhan theo hudng li¢t ké nhirng

hanh vi can dugc hinh sy hoa ma chi quy dinh ngin gon: “Mdi quéc gia thanh vién

** N6i dung cu thé ciia nhitng hanh vi nay xem Céng uéc Budapest, cac diéu tir Diéu 3->Diéu 10.
3 N6i dung cu thé ciia nhitng hanh vi nay, xem thém Céng uéc Arab vé chdng t6i pham cong nghé
thong tin tir Didu 6->Didu 19.
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sé thong qua ludt va/hodc quy dinh khi can thiét dé thira nhén 1 toi pham hinh su
déi véi nhitng hanh vi tac ddng dén tinh bdo mdt, toan ven, san ¢6 va song con ciia
hé thong cong nghé va thong tin, dir liéu, co sé ha tang mang” (Piéu 25).

Ngoai cac diéu uwdc qudc té, mot sd van ban co gia phap 1y rang budc do cac
co quan co to chirc qudc té thong qua nhu cac Chi thi cia Lién minh chau Au do
Nghi vién, Hoi dong bd truong chau Au thong qua hay Chi thi ciia Cong dong kinh
té cua cac qudc gia TAy Phi do Nghi vién thong qua ciing ghi nhan nghia vu cua cic
QGTYV phai ban hanh luat trong nuéc dé quy dinh nhiing hanh vi duoc liét ké trong
van kién nay la t0i pham hinh su. Chéng han, theo quy dinh tai Chi thi
C/DIR.1/08/11 vé chéng t6i pham mang trong khudén kho Cong dong kinh té cta
cac qudc gia Tay Phi, nhitng hanh vi sau ddy 13 toi pham: Truy cdp trai phép hé
thdng mdy tinh, xAm hai tinh toan ven ctia hé thong mdy tinh, tiép can trai phép di
lidu ctia hé thong méy tinh, ngan chin trai phép dit liéu mdy tinh, thay doi trai phép
d@r liéu may tinh, gia mao dir li€u may tinh, thu lgi tr may tinh do sy gian lan,
chiém doat dir liéu c4 nhan, su dung dir li€u gia mao, chiém doat cong cu dé pham
cac toi vé toi pham mang dugc ghi nhan trong Chi thi, tham gia vao mot hi¢p hoi
hodc thoa thuén vé toi pham may tinh, cac hanh vi lién quan dén khiéu dam tré em
nhu san xuat, gidi thiéu, nhap khau, xuat khau, s¢ hiru, tiép can cac san pham khiéu
dam tré em, s& hitu cac tranh anh, tai li€u bﬁng van ban vé phan biét chung toc hoac
bai ngoai thong qua hé théng may tinh, de doa thong qua hé théng may tinh, lam
dung thong qua hé théng may tinh, bao bi€n hodc bién minh hodc pham tdi ac
chéng loai ngudi bang hé théng may tinh.*°

C6 thé thay, mic du déu c6 diém chung trong viéc ghi nhan nghia vu cia cic
QGTV phai hinh sy hoa nhitng hanh vi pham toi lién quan dén cong nghé cao
nhung viéc xac dinh nhitng hanh vi nao s€ bi coi 1a t6i pham ¢ céc van kién khong
gidng nhau, ngoai mot sé nhitng hanh vi chung nhu truy cap bat hop phép, giy roi
dir liéu, gia mao hay cac hanh vi lién quan dén khiéu dam tré em trén mang. S¢ di
c6 diéu nay la vi hi¢n nay, chua c6 van kién nao dinh nghia vé i pham cong nghé
theo huéng chi ra cac dic diém chung dé nhan dién ma chi tiép can theo hudng liét
ké céc hanh vi bi coi 1a tdi pham cong nghé cao. Viéc quy dinh theo hudng liét ké
s& dan dén viéc diéu chinh khong dy du khi luat khong phan anh duogc kip thoi so
v6i su phat trién cua nhitng hanh vi pham t0i trén thuc té. No6i cach khac, néu mot
hanh vi khong thudc nhiing trudng hop duoc liét ké trong cac diéu ude quoc té vé

36 Noi dung cu thé cua nhitng hanh vi nay, xem thém Chi thi C/DIR.1/08/11 vé chéng t6i pham
mang trong khuén kho Cong dong kinh té cta cac qudc gia Tay Phi tir Diéu 4->Diéu 23 .
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t6i pham cong nghé cao, s& c6 qubc gia quy dinh d6 14 t6i pham va qudc gia khong.
Trong truong hop can thiét tién hanh nhiing hoat dong twong trg tu phap hinh sy
hay dan d6 ddi voi nhitng hanh vi nay doi héi phai dua trén nguyén tac dinh danh
kép cting nhu muc dich cua hoat dong tring tri.

3.1.1.2. Hai hoa hod hinh phat

Hinh su hod hanh vi pham tdi mé&i ding lai & viéc yéu cau d6i véi cac QGTV
phai quy dinh nhitng hanh vi nhét dinh 13 tdi pham trong lut hinh sy, nham tao co
s& cho céac hoat dong hop téc gilra cadc co quan tu phép, co quan thuc thi phép luat
giita cac qudc gia trong ngin ngira, phong chong t6i pham céng nghé cao nhung lai
khong dit ra nhimg quy tic va tiéu chuan cu thé lién quan dén hinh phat s& 4p dung
d6i voi toi pham nay. Didu nay c6 thé ddn dén mot thyc té 1a mac du cung quy dinh
la t01 pham trong luat hinh sy nhung hinh phat ap dung gitta cac nudc sé c6 sy khac
biét. Chang han, hanh vi truy cap bat hop phap mot phan hay toan b hé thong may
tinh, ngoai phat tién, theo quy dinh tai Luat s6 1075 nam 2012 vé ngan ngua toi
pham mang ctia Philippines, c6 thé bi phat ti tir 6 ndm 1 ngdy cho dén 12 nim
(Diéu 5)37, theo quy dinh tai Luat sir dung sai may tinh ctia Brunei bi phat tu tbi da
2 nam, hodc 3 ndm trong truong hop tai pham’® trong khi theo quy dinh tai Luat toi
pham may tinh nam 2007 ctia Thai Lan, hinh phat chi khong qua 6 thang tu (Diéu
5)...> Sy khac nhau nay co thé khién cho hinh phat khong du hiéu qua trong trimg
trj nguoi pham tdi ciing nhu khong du tinh rian de dé ngin ngira nhiing hanh vi
pham toi trong tuong lai tai nhitng qudc gia ma hinh phat nhe hon nhiéu so véi cac
qudc gia khac.

Hé qua trén hoan toan cé thé duoc khic phuc thong qua hai hoa hod hinh phat.
Van dé hai hoa hod hinh phat dugc quy dinh trong cac vin kién quéc té vé toi pham
cong nghé cao c6 thé chia thanh hai cap do: Mot la, ghi nhan quy tic chung trong
xac dinh hinh phat tai cac quéc gia; Hai la, quy dinh ngudng hinh phat t5i thiéu d6i
v6i ting hanh vi va phap luat hinh su ciia cac qudc gia phai quy dinh hinh phat
khong duge thap hon ngudng hinh phat tdi thiéu nay.

*7 Republic Act No. 10175
hitps://www.officialgazette.gov.ph/2012/09/12/republic-act-no-10175/, (truy cép lan cudi ngay
1/12/2020)

* COMPUTER MISUSE ACT

https://'www.unodc.org/res/cld/document/computer-misuse-

act_html/Brunei_Computer Misuse.pdf(truy cap 1an cudi ngay 1/12/2020)

*Computer Crime Act B.E 2550 (2007)
https.//www.samuiforsale.com/law-texts/computer-crime-act. html(truy cap 1an cudi ngay
1/12/2020)
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Cép d6 hai hoa hod hinh phat pho bién hién nay 1 ghi nhan cac nguyén tic
chung trong viéc xac dinh hinh phat, con viéc quy dinh cu thé s& do mdi qubc gia tu
xac dinh. Theo d6, nhitng nguyén tic duoc quy dinh pho bién dé xac dinh hinh phat
bao gdm: Tuong xung, hiéu qua, co tinh ran de. Nguyén tic ndy dugc ghi nhan tai
hau hét cac van kién nhu ¢ DPiéu 13 Céng udc Budapest, Piéu 31 Cong udc cua
Lién minh chau Phi vé an ninh mang va bao v€ dir li¢u ca nhan, Diéu 28 Chi thi vé
chbng t6i pham mang do Nghi vién cua Coéng ddng kinh té cac qudc gia Ty Phi...
Tuy nhién, ndi dung cua nhimg nguyén tic nay s& do mdi qudc gia ty xac dinh.
Piéu nay dan dén hé qua 13 mic du cé nhitng nguyén tic chung trong quy dinh hinh
phat nhung van co6 thé xay ra thuc té 13 hinh phat giita cac nudc co su khac biét
dang ké. Béi 18 muc do nang nhe cua hinh phat trudc hét dugc xac dinh thong qua
su danh gia mic d6 nguy hiém cho xa hoi cua hanh vi pham tdi. Noi cach khéc, su
khac nhau trong hinh phat ctia cac qubc gia d6i v6i cing mot hanh vi phan anh sy
khac nhau trong danh gia mirc 6 nguy hiém cua hanh vi d6 d6i véi xa hoi, tir d6,
dan dén muc d6 cudng ché, trimg phat khong hoan toan giéng nhau. Piéu nay bat
ngudn tir ddc diém noi tai cua mdi qudc gia vé thé ché kinh té, chinh tri, xd hoi, van
hoa, hé tu tudng ciing nhu dic diém lich sir trong timg giai doan phat trién cua qudc
gia do.

So voi cap do dau tién, viéc quy dinh ngudng hinh phat tdi thiéu di thé hién
mot cép dd cao hon trong hop tac. bé dat duoc diéu nay, doi hdi phai thoda man
ddng thoi hai yéu t6, mét la sy twong dong giita cac thanh vién; hai la quyét tim
chinh tri, sy thién chi va mong mubn lam sau thém muc do hop tac gitra cac bén.
Hai yéu t6 nay c6 méi lién hé chit ché v6i nhau. Néu khong c6 sy tuong dong giira
céc thanh vién thi s& khong c6 co sd dé nang cap muc d6 hop tac. Nguoc lai, cho du
gilta cac thanh vién co sy tuong dong 16n nhung néu khong co thién chi va bay to
mong mubn nang cao hop tac thi diéu niy ciing khong thé dat dugc.

Pién hinh tiéu biéu cho viéc dap ung dugc nhitng yéu t6 nay 1a Lién minh
chau Au. Trong linh vyc hinh sy, EU dang tién hanh hai hoa hoa phép luat hinh sy
ctia cac qubc gia thanh vién thong qua viéc quy dinh mot mie hinh phat t6i thiéu
chung ddi v&i mot sb loai toi pham, trong d6 co6 t01 pham cong nghé cao nham dam
bao tinh hiéu qua, tvong xtng, kha ning ngin ngira ciia hinh phat, qua d6, han ché
nhitng anh huéng tiéu cuc dén hiéu qua cta hoat dong phong chdng t6i pham do
khoang cach hay su khéac biét dang ké giira hé théng phap luat ciia cac QGTV. Pén
nay, EU da ban hanh mot sé van ban lién quan dén t6i pham cong nghé cao dudi
dang Chi thi do Nghi vién va Hoi dong Bo truong thong qua trong d6 ghi nhan
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nhing hinh phat t6i thiéu déi voi timg hanh vi pham t6i cu thé nhu Chi thi 2013/40
ctia Nghi vién va Hoi dong bo trudng chau Au ngay 12/8/2013 vé cac cudc tan cong
chéng lai hé thong thong tin, Chi thi 2011/92 cta Nghi vién va Hoi dong bo truong
ngay 13/12/2011 vé chong lam dung tinh duc, bao hanh tinh duc tré em va khiéu
dam lién quan dén tré em

Chang han, theo quy dinh tai Chi thi 2013/40 ctia Nghi vién va Hoi dong bo
truong chau Au ngay 12/8/2013 vé cac cudc tan cong chdng lai hé thong thong tin,
hinh phat t6i thiéu ma cac QGTV phai quy dinh trong phap luat hinh su cia minh
d6i voi nhitng hanh vi nhu sau:

+ Tbi thiéu 2 nam ti d6i v6i cac hanh vi tan cong hé théng thong tin bat hop
phap; can thiép bat hop phap vao hé théng; can thiép bat hop phap dir lidu; ngin
chan trai phép; ) y san Xuat, ban, mua sim dé st dung, nhap khau, phan phéi hoac
cung cip chuong trinh may tinh, mat khau may tinh, ma truy cap hoac dir liéu cta
hé thdng thong tin dé thuc hién cac hanh vi can thiép bat hop phap vao hé théng,
can thiép bat hop phap dit liéu hodc ngin chin trai phép (Khoan 2 Piéu 9);*

+ Téi thiéu 3 nam ti ddi véi hanh vi cb ¥ tan cong hé thong thong tin bat hop
phap; can thiép bat hop phap vao hé théng néu mot sé luong dang ké hé thong
thong tin da bi anh hudng do viée st dung mét trong nhitng cong cy gém chuong
trinh may tinh, mat khau mdy tinh, ma truy cap hoic dir liéu ctia hé thong thong tin
dugc tao ra nham thyuc hién cac hanh vi trén (Khoan 3 biéu 9);

+ Téi thiéu 5 nam tu néu hanh vi do toi pham c6 t6 chire thuc hién; gay ra thiét
hai nghiém trong hodc chéng lai hé thong thong tin co s¢ ha ting quan trong
(Khoan 4 Diéu 9).

Hoic theo quy dinh tai Chi thi 2011/92 cta Nghi vién va Hoi déng bo truong
ngay 13/12/2011 vé chong lam dung tinh duc, bao hanh tinh duc tré em va khiéu
dam lién quan dén tré em, hanh vi dé nghi, bang cong nghé thong tin, mot dua tré
chua dén tudi chép thuan tinh duc, dé gap dua tré do nham thyc hién hanh vi quan
hé tinh duc véi tré em hoac dat hang, cung cép cac ndi dung khiéu dam, néu dé nghi
d6 duoc tiép tuc bang nhimg hanh vi thuc té dé ddn dén mot cude gip nhu vay sé bi
phat ti tdi thiéu 1 ndm (Piéu 6); Hanh vi ¢b ¥ truy cap thong tin, ndi dung khiéu

dam tré em bang cong nghé, bi phat tu téi thiéu 1 nam (Diéu 5).

* Pinh nghia v& nhirng hanh vi pham t4i ndy xem thém Chi thi 2013/40 ctia Nghi vién va Hoi dong
b truong chau Au ngay 12/8/2013 vé cac cude tan cong chong lai hé thong thong tin.
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3.1.2. Xay dwng va hoan thién co sé phdp Iy quéc gia cho cdc hoat dong ting
Ppho voi tdi pham cong nghé cao

Theo quy dinh cua luat qubc té, qudc gia co nghia vu ton trong va thuc hién
day du cac cam két qudc té cta qubc gia. Tuy nhién, nguyén tic Pacta sunt
Servanda chi dit ra nghia vu cho qudc gia phai thuc hién nhitng cam két qudc té cta
minh mot cach tdn tdm va thién chi con viée thuc hién nhu thé ndo va theo cach
thirc ndo, thuong do qubc gia tu quyét dinh trén co s¢ chi quyén ctia minh phu hop
v6i cac quy dinh cta phap luat qubc gia. Noi cach khac, luat qubc té thuong khong
quy dinh cu thé vé cach thirc thuc hién cam két qudc té ctia qudc gia. Do vay, qudc
gia, trén co so chu quyén, s€ quyét dinh vé viéc thuc hién cam két quéc té theo mot
trong hai cach thirc, hodc ap dung truc tiép cac quy dinh ctia cam két qudc té trén
pham vi lanh th6 qubc gia hodc chuyén hoa (ndi luat hoa) nhimg quy dinh cta cac
cam két qudc t& vao phap luat qudc gia théng qua viéc ban hanh cac van ban quy
pham phap luit méi hay stra d6i, bo sung nhitng van ban hién hanh dé dam bao su
tuong thich voi cac cam két quéc té do. Tuy nhién, ciling c6 mot vai ngoai 1¢, do 1a
truong hop mot sé didu udc qudc té truc tiép quy dinh nghia vu ctia qubc gia phai
ban hanh phép luat dé thyc hién cac quy dinh cua diéu wéc, dién hinh nhu trong linh
vuc quyén con ngudi, rat nhiéu Coéng wéc da ghi nhan diéu khoan vdi ndi dung
“Cdc quoc gia thanh vién phdi thuc hién cdc bién phdp ldp phdp nham dam bdo cdc
quyén dwoc ghi nhdn trong Cong wéc” nhu Cong udc vé quyén dan sy chinh tri
(Piéu 2), Cong udc vé quyen kinh té, xa hoi, vin hoa (Piéu 2), Cong udc chéng tra
tan va cac hinh thirc tring phat hay dbi xir tan bao, vo nhan dao hoic ha thép nhan
pham (Piéu 2), Cong udc vé quyen tré em (Diéu 4)... Trong nhiing trudng hop nay,
ban hanh phap luat dé chuyén hoa quy dinh ctia diéu wdc khong phai 1a cach thirc
ma quéc gia co thé lya chon dé thyuc hién diéu udc ma no s& trd thanh nghia vy rang
budc vé mit phap 1y dbi voi quoc gia.

Trong luat hinh sy qudc té, nghia vu ban hanh phap luat qubc gia 1am co s6
cho viéc tién hanh nhitng hoat dong tng pho6 véi tdi pham cong nghé cao dugc ghi
nhan trong mot loat cac van ki¢n, tr Cong udc Budapest, Cong udc Arab vé chéng
t6i pham cong nghé thong tin, Céng wdc cua Lién minh chau Phi vé an ninh mang
va bao vé dir liéu ca nhan cho dén cac quy dinh trong cac Chi thi ciia Lién minh
chau Au...

Theo quy dinh tai nhitng vian ban nay, qudc gia thanh vién phai ban hanh phap
luat dé trao quyén cho cac co quan c6 thim quyén thyuc hién nhimg hoat dong nham

tao dieéu kién cho qua trinh di€u tra, xr 1y hanh vi vi pham, bao v¢ cac dir li¢u bi
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xam hai do hanh vi t0i pham cong ngh¢ cao nhu bao quan dir li€éu may tinh da duogc
Iwu trit; gidm sat khan cap; kham xét va thu gitt dit liéu may tinh; yéu ciu xuét trinh
thong tin; chan dir liéu ndi dung... Chang han, theo quy dinh tai cac diéu tir Diéu 16
dén Didu 21 cua Cong udc Budapest:

+ Cac quéc gia thanh vién ctia Cong udc phai ban hanh ludt va cac bién phap
can thiét khac dé tao kha ning cho cac co quan chtic ning ra 1énh hodc thuc hién
cac bién phap tuong ty dé bao quan khan cip cac dit liéu may tinh nhét dinh, bao
gdm ca dir liéu luu thong, da dugc luu trit boi hé théng may tinh, nhét 1a khi c6 can
ctr dé cho rang dir liéu may tinh nay dic biét d& bi mat hodc thay d6i; QGTV phai
ban hanh ludt hodc cic bién phap can thiét khac budc ngudi giit gin dit liéu may
tinh dam bao sy bi mat vé hanh vi tb tung d6 trong mot thoi han dugc luat cua quéc
gia minh quy dinh (Diéu 16);

+ QGTYV phai ban hanh ludt hodc thuc hién cac bién phap can thiét khac dé
bao dam viéc bao quan khan cép dir liéu Iuu thong 13 san co; dam bao viéc tiét 16
nhanh chéng mot luong dir liéu luu thong di dé tao kha niang cho qubc gia nay nhan
ra cac nha cung cp dich vu va duong truyén lién lac d6 (Piéu 17);

+ QGTYV phai ban hanh ludt hodc thuc hién cac bién phap can thiét khac dé
trao thim quyén cho céc co quan chirc ning ra 1énh cho nguoi trong lanh thd qubc
gia dé trinh dit liéu may tinh dugc yéu cau thudc su chiém hiru, quan 1y cta nguoi
d6 hién dang duoc luu trir trong hé thdng may tinh hoic phuong tién luu trir dir liéu
may tinh hodc nha cung cdp dich vu dang cung cp dich vu trong lanh thd qudc gia
dé trinh thong tin vé nguoi dang ky dich vu c6 lién quan dén dich vu dang thugc su
chiém hitu, quan 1y ctia nha cung cap dich vu (Piéu 18);

+ Qudc gia thanh vién Cong wéc phai ban hanh lut hodc cac bién phap cin
thiét khac dé trao thAm quyén cho co quan chtrc nang thuc hi¢n viéc kham xét hoac
cac bién phap twong ty détruy cip hé théng may tinh hoic mot phan cua hé thong
may tinh va cac dir liéu may tinh dugc luu trir ¢ trong d6 va phuong tién luu trir dir
liéu may tinh trong d6 dir liéu may tinh c6 thé da dugc luu trit thudc lanh thd cta
quéc gia minh; Thu thap hodc ghi lai dir liéu luu thong hodc hop tac va hd tro co
quan chtrc ndng trong viéc thu thap va ghi lai dir li¢u luu thong, trong thoi gian
thuc, co gan voi cac lién lac dang dugc diéu tra trong 1anh thé qubc gia minh dugc
truyén qua hé thong mdy tinh; Thu thap hodc ghi lai viéc a4p dung cac bién phap k¥
thuat trén lanh thé ciia qubc gia hodc budc nha cung cap dich vu, trong kha nang ki
thuat ctia minh thu thap hodc ghi lai hodc hd tro co quan chirc ning thu thap hoic

ghi lai, dir li€éu ndi dung, trong thoi gian thyuc, cua cac lién lac cu thé trong lanh thd
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qudc gia minh duoc truyén tai qua hé théng may tinh viéc ap dung cac bién phéap ky
thuat trén lanh tho ciia qubc gia (Diéu 19, Didu 20, Diédu 21).

Pic biét trong cac Chi thi ctia Lién minh chau Au, QGTV con dugc yéu ciu
khat khe hon khi phai chuyén hoa quy dinh ctia Chi thi vao phap luat qubc gia
khong duoc mudn hon thoi han dugc ghi nhan trong ting Chi thi lién quan. Chang
han, d6i v&i Chi thi 2013/40 cta Nghi vién va Hoi dong bo truong chau Au ngay
12/8/2013 vé cac cudc tan cong chong lai hé thong thong tin, QGTV phai ban hanh
luat, quy dinh dé dam bao tudn thu nhitng quy dinh cia Chj thi trudc ngay 4/9/2015.
Uy ban chau Au c6 thim quyén giam sat qua trinh ndi luat hoa nay ctia QGTV.
Viéc khong chuyén hoa quy dinh cua Chi thi ding thdi han hodc chuyén hoa khong
day du, khong chinh xac s& bi coi 1a hanh vi vi pham phép luat cia EU. Trong
truong hop nay, Uy ban chau Au va/hodc Toa cong ly Lién minh chau Au s& c6
thim quyén thyc hién nhitng bién phap mang tinh chat hanh chinh-tu phéap theo quy
dinh cta phap luat EU dé dam bao nghia vu chuyén hoa chinh xac ctia qubc gia vi
pham.*!

3.2. Twong trg tw phap hinh sy

3.2.1. Noi dung twong trg tw phdap hinh sw

Nguyén tic twong tro tu phap dugc ghi nhan trong Cong udc Budapest 1a
QGTV phai dam bao viéc cung cap hoat dong tuong trg tu phap rong nhat cé thé dé
phuc vu cho cong tac diéu tra hoac tb tung lién quan dén céc toi pham vé may tinh
hodc dir liéu may tinh hay thu thap cic ching ¢ dudi hinh thirc dién tir vé toi
pham. Néi cach khac, ngoai nhitng ndi dung dugc quy dinh trong cac diéu udc qudc
té hién nay, cdc bén c6 thé tién hanh nhiing hoat dong tuong trg tu phap khac mién
1a nhan duoc su déng y cua qubc gia hitu quan.

Tuong ty nhu céc loai toi pham khac, ndi dung tuong trg tu phap hinh sy doi
v6i t6i pham cong nghé cao ciing bao gdm nhitng hoat ddng nham hd trg cho céac co
quan t6 tung cua cac qudc gia trong qua trinh tién hanh diéu tra, khoi t6 hanh vi vi
pham. Theo d6, cac hoat dong twong tro tu phap hinh su phd bién bao gdm: (i) Trao
d6i thong tin nhu thong tin lién quan dén hanh vi pham tdi dang trong qua trinh
chuan bi hodc da duoc thuc hién; thé nhan, phap nhan lién quan; cach thirc, phuong
tién pham t6i; cach thirc phong ngtra, phat hién, diéu tra hanh vi pham t0i...; (ii) 1ap
ké hoach, thuc hién cac hoat dong phéi hop dé ngan chan, phat hién va diéu tra
hanh vi pham t6i; (iii) hd tro dao tao chuyén gia; (iv) xdy dung hé théng thong tin

1 Xem: Pham Hong Hanh (2016), “Co ché dam bdo thiee thi phdp ludt ciia Lién minh chau Au va
mét s6 kinh nghiém doi véi ASEAN”, Tap chi Luét hoc, s6 9, tr.75-85.
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dé hd tro hoat dong ngan chan, diéu tra hanh vi pham t6i; (v) trao dbi quy dinh, tai
liéu lién quan dén toi pham cong ngh¢ cao; (vi) thuc hién cac yéu cau diéu tra va
yéu cau td tung va céac ndi dung cu thé khac theo thoa thuan cua cac bén.

Ngoai nhimng ndi dung phd bién nhu trén, mot sé diéu udc qubc té vé toi pham
cong nghé cao nhu Cong udc Budapest, Cong wdc Arab vé chdng toi pham cong
nghé thong tin... da ghi nhan nhiing ndi dung tuong trg tu phdp hinh sy riéng biét
lién quan dén loai toi pham nay, bao gdom:

(1) Twong tro tw phdp lién quan dén cdc bién phép tam thoi

Vé ban chat, cac bién phap tam thoi trong twong trg tu phap 1 nhiing bién
phap mang tinh tinh thé ma mot quéc gia yéu cau mot qudc gia khac thyc hién véi
muc dich tmg phé véi hoan canh khan cip cua vu viéc dang giai quyét nham kip
thoi thu thap ching ctr, bao vé bang chimg cho qua trinh tién hanh cac hoat dong to
tung sau nay.

Céc bién phap khan cap tam thoi duge ghi nhan trong mot sé didu ude qudc té
chu yéu 13 nhitng bién phap lién quan dén bao dam dit liéu may tinh nham kip thoi
bao vé chimg cir hoic kip thoi thu thap thong tin dé tao diéu kién cho viée thyc hién
nhiing hoat dong kham xét, diéu tra, thu gilr hoac bao vé dir liéu nhu bao quan khan
cap dir liéu may tinh dugc luu trit, tiét 16 nhanh chéng thong tin trong dir liéu may
tinh da dugc bao quan... Cu thé, theo quy dinh tai Cong udc Budapest, QGTV co
thé yéu cau quc QGTV khac ra 1énh hodc thyc hién nhiing bién phap can thiét dé
bao quan khan cip cac dir liéu dang duoc Iuu trit boi hé thdng may tinh dang nam
trén lanh thd qubc gia duge yéu cau (Piéu 29). Qubc gia duge yéu cau chi co thé tir
chéi néu: (i) yéu cau lién quan dén to6i pham chinh tri hodc toi pham lién quan dén
t01 pham chinh tri hoac (ii) viéc thuc thi yéu cau tuong trg c6 kha nang gay ton hai
td1 chu quyén, an ninh, trat ty cong cdng hodc cac 1¢i ich thiét yéu khac. DPac biét,
qudc gia duoc yéu ciu khong duoc vién dan nguyén tic dinh danh kép dé tir chdi
thuc hién yéu cau cia QGTV khac. Thoi han dé bao quan dir liéu téi thiéu 13 60
ngay. Trong qua trinh thuc hién yéu cau bao quan dit liéu, néu qudc gia dugc yéu
cau phat hién thiy nha cung cip dich vu & qubc gia khac c6 lién quan dén viéc
truyén tai lién lac, qudc gia dugc yéu cau s& nhanh chong tiét 16 cho qudc gia yéu
cau luong dir liéu luu thong di 16n dé nhan dién nha cung cap dich vu d6 va duong
truyénma lién lac dugc truyén tai trir khi lién quan dén tdi pham chinh tri, toi pham
lién quan dén toi pham chinh tri hoac anh hudng dén chu quyén, an ninh, trat tu
cong cong hoic loi ich thiét yéu khac cia qudc gia duge yéu cau (Piéu 30).

(2) Twong tro tw phdp trong hoat déng diéu tra
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Trong qua trinh tién hanh hoat dong diéu tra, cac qudc gia c6 thé yéu cau qubc
gia khac thuc hién mot s6 hoat dong twong tro tu phap lién quan dén truy cap, thu
thap dir liéu hodc chan dir liéu ndi dung. Xuit phat tir dac trung cia tdi pham cong
nghé cao, cac dit liéu may tinh duoc coi 13 chimg ctr quan trong nhat trong qua trinh
diéu tra, xac dinh hanh vi pham tdi, tuy nhién, nhitng dit li€u nay rat d& bi nghi
pham huy bé hodc thay ddi dé che du hanh vi pham tdi. Do do, dé kip thoi cho céac
co quan t6 tung cia qudc gia trong qua trinh diéu tra, mot sd diéu wéc quoc té da
ghi nhan nhitng hoat dong tuong tro tu phap ma mot qudc gia c6 thé yéu cau qudc
gia thanh vién khéc tién hanh nham thu thap dir liéu may tinh, phuc vu cho hoat
dong diéu tra. Cu thé, theo quy dinh ctia Cong uéc Budapest, nhitng hoat dong nay
bao gdm:

- Truy cép dir liéu may tinh duoc luu trit. Theo d6, QGTV c6 thé yéu cau
QGTV khac tién hanh kham xét hodc truy cdp, thu giit hodc cic bién phéap twong tu
va tiét 16 cac dir liéu dang dugc luu trit boi hé thong mdy tinh dattrén lanh tho cia
qudc gia dugc yéu cau. Yéu cau s& dugc qudc gia lién quan thuc hién nhanh chéng
néu co6 cin cr cho rang dit liéu s& bi huy bo hodc thay d6i va c6 diéu khoan quy
dinh vé hd tro nhanh chéong dugc ghi nhan trong cic thoa thuan giita cac bén va
phap luat qudc gia (Piéu 31);

- Thu thap dit lidu luu théng trong thoi gian thyc. Cuy thé, cic QGTV Cong
udc s€ thuc hién cac hoat dong tuong trg nhau trong viéc thu thap dir liéu luu thong
trong thoi gian thuc c6 lién quan dén lién lac dang dugc diéu tra trén linh tho cia
minh dugc truyén tai qua hé thdng may tinh; it nhat cac qudc gia s& thuc hién twong
trg d6i v6i véi cac t6i pham ma viéc thu thap dir liéu 13 sin c6 trong hd so vu viée
ma qudc gia dang tién hanh (Piéu 33)

- Chan dir liéu ndi dung. Theo do, QGTV s€ thuc hién cac hoat dong tuong
tro nhau trong vié¢c thu thdp hoac ghi lai dir li¢u ndi dung trong thoi gian thuc co
lién quan dén lién lac dang dugc diéu tra trén lanh tho cia minh duoc truyén tai qua
hé thdng mdy tinh trong pham vi cho phép theo cac thoa thuan va phap luat qudc
gia (Diéu 34).

(3)  Thiét lap Mang hedi 24/7

Mang lu6i 24/7 13 mot diém lién lac hoat dong 24 gid mot ngay va 7 ngiy
trong tudn dé cung cap su hd tro kip thoi trongviéc diéu tra hodc tién hanh cac hoat
dong t6 tung ddi vai toi pham lién quan dén hé théng may tinh hodc dir liu may
tinh, thu thap chimg ctr dudi hinh thirc dién tir. Noi dung hd tro ctia mang ludi bao

g6m tao diéu kién thuan loi hodc trong truong hop dugc phép luat hoac thuc tién
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qudc gia cho phép, sé& truc tiép tién hanh cung cap cac tu van k¥ thuat; bao quan dir
liéu va thu thap ching ct, cung cap thong tin phap 1y va dia diém cta nghi pham.

Pé dam bao hiéu qua trong hoat dong cia Mang ludi 24/7 cling nhu hiéu qua
trong viéc phéi hop giita cac qudc gia trong qua trinh diéu tra, Céng udc Budapest
yéu cau QGTYV phai dam bao nang luc thyc thi cua Mang ludi voi diém lién lac cia
QGTYV khac mot cach nhanh chong, dam bao sy san co cta doi ngii nhan sy duoc
dao tao bai ban va trang bi tot dé hd tro hoat dong ctia Mang luéi; trong trudng hop
diém lién lac khong thudc co quan chirc ning cua qudc gia QGTV phai dam bao
diém lién lac d6 c6 thé diéu phdi v6i co quan chirc ning chiu trach nhiém vé hd trg
tu phap (Piéu 35).

(4)  Truy cdp xuyén bién giodi dit liéu mdy tinh duoc luu trir

Nham tao diéu kién téi da cho cic co quan td tung trong qué trinh diéu tra,
theo quy dinh ctia Cong uéc Budapestt, QGTV c6 thé truy cap xuyén bién gidi dir
liéu may tinh dugc luu trit voi sy nhat tri cia QGTV khac (Piéu 32).

Tuy nhién, trong mot sb truong hop dac biét, QGTV co thé thuc hién hoat
dong nay ma khong can su cho phép cua qubc gia lién quan. Ngoai 1é nay dugc ghi
nhan trong Cong udc Budapest, bao gdom:

Mot la, truy cap dir liéu may tinh duoc luu trit sén c6 (ngudn mé) bat ké dir
liéu nay dat tai khu vuc nao;

Hai la, truy cép hodc tiép nhan, thong qua hé thong mdy tinh trén lanh thd
nudc minh, dir liéu may tinh duoc luu trir dang dat trén lanh thd QGTYV khac néu
qudc gia nhan duoc sy nhat tri mot cach hop phap va tu nguyén tir ngudi o quyén
hop phap duoc tiét 16 dit liéu cho qudc gia lién quan thong qua hé thong may tinh
d6. Theo Huéng dan ciia Uy ban Cong udc Budapest, truong hop nay lién quan dén
hai tinh hudng: (i) Email c4 nhan c6 thé duoc luu trit tai QGTV khac bdi nha cung
cap dich vu hodc mot nguoi co thé ¢b y luu trix dir liéu tai qudc gia khac. Nhimg
nguoi ndy co thé retrieve dir lidu v6i diéu kién 13 ho c6 quyén hop phap, ho co thé
tu nguyén disclose dit liéu cho co quan thuc thi phap luat hodc cho phép viéc tiép
can chinh thie dir liéu; (ii) Mot nghi pham budn ban ma tuy bi bat giit hop phap
trong khi hom thu dién tir ctia ngudi d6 véi cac bang chimg toi pham dang duge mo
trén ban, dién thoai thong minh hodc cic phuong tién khac. Néu nghi pham ty
nguyén nhét tri v6i viée truy cdp cua canh sat va néu canh sat chic chan rang, dir
liéu cua hom thu dién tir ddt tai QGTV khac, canh sat c¢6 thé tiép can dir liéu.*

2 Xem: Cybercrime Convention Committee (T-CY) (2014), T-CY Guidance Note # 3 -
Transborder access to data (Article 32), page.4,5.
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Nhim tranh su tuy tién cta cac QGTV trong tién hanh cac hoat dong truy cap di
liéu tai QGTV khac, Huéng dan ctua Uy ban Cong udc ciing ghi nhan rd, diéu
khoan nay chi ap dung trong qua trinh diéu tra, khai t6 mot s6 toi pham hinh sy cu
thé, bao gébm: Cac t6i pham cong nghé cao dugc quy dinh trong Cong udc; cac toi
pham hinh su khac duoc thyc hién bang hé thong mdy tinh; tap hop bang chung
theo hinh thic dién tr mot t61 pham hinh su.”?

3.2.2. Thii tuc, thé thirc twong tro tw phdp

Thi tuc twong tro tu phap dbi véi toi pham cong nghé cao vira dugce quy dinh
truc tiép tai cac diéu udc vé toi pham cong nghé cao cling nhu dugc ghi nhan trong
ca cac diéu ude riéng biét vé twong tro tu phap.

Nhin chung, theo cac quy dinh cta cac diéu udc qudc té trén, cac diéu kién va
trinh ty thi tyc twong tro duogc tién hanh theo nhitng thé thic sau day:

- Qudc gia yéu cau s& glri yéu cau tuong trg tu phap bang vin ban dén co quan
duogc chi dinh 1am co quan dau mdi tiép nhan yéu cau twong tro tu phap cia quic
gia dugc yéu ciu, trong d6, ghi nhan cu thé cic ndi dung can tuong trg tu phap.
Trong truong hop khan cip, yéu cau tuong trg tu phap hodc cac lién lac co lién
quan c6 thé duoc tién hanh bang cac phuong tién lién lac nhanh nhu fax hoic thu
dién tir... Tap hop cac vin ban yéu ciu va cac tai lidu, hd so, gidy to kém theo s&
duogc giri cho qubc gia duge yéu cau theo kénh lién lac da duoc quy dinh trong diéu
wdc qudc té hitu quan, c6 thé 1a kénh ngoai giao hoic kénh tu phap...

- Sau khi d4 nhan duogc yéu cu tuong tro tu phap hinh sy dung thu tuc, quic
gia dugc yéu ciu s& nghién ctru va cho phép tién hanh cac hoat dong twong trg tu
phap theo yéu cau trén lanh thd nuéc minh. Qua trinh thyc hién tuong tro tu phap
hinh sy phai tuan thi theo cac quy dinh t6 tung cua luat qudc gia duogc yéu cau hoic
quy dinh ciia cac hiép dinh twong trg tw phap. Tuy nhién luat t6 tung hinh su cta
nudc yéu cau co thé duge ap dung, néu qubc gia dugc yéu cau dong y chip thuan.
Pay duoc coi 1a ngoai 1é clia nguyén tic Lex fori trong tb tung phap 1y cua ca linh
vuc hinh su va dan su quéc té.

Chi phi cho hoat dong twong tro tu phap trén lanh thd cua quéc gia duoc yéu
cau thuong do qudc gia yéu cau thanh toan, trir cac trudng hop cu thé khac do céc
bén thoa thuan.

Vé van dé tir chdi twong tro tu phap, cac truong hop khong twong trg tu phap
dugc quy dinh trong cac diéu udc lién quan nhu:

* Xem: Cybercrime Convention Committee (T-CY) (2014), 7-CY Guidance Note # 3 -
Transborder access to data (Article 32), page.5



84

- Viéc thuc hién twong tro tu phap hinh sy xdm pham dén chii quyén qudc gia,
an ninh va trat ty cong cong hoic cac loi ich séng con quan trong khac dbi véi qudc
gia;

- Yéu cau lién quan dén toi pham chinh tri hodc tdi pham lién quan dén toi
pham chinh tri;

- Hoat dong tuong tro tu phap hinh su khong phu hgp véi cac qui dinh hién
hanh cta luat phap qudc gia hodc quy dinh cua diéu wéc giita cac bén duoc vién dan
lam can ctr twong trg tu phap;

- Khéng dép ung yéu cau vé “dinh danh kép” ddi vdi mot s6 toi pham khi thyuc
hién mot sd ndi dung tuwong tro tu phap cu thé theo quy dinh ciia quéc gia duoc yéu
cau trén co so didu wéc qudc té. Cu thé, mot sé diéu wdc qudc té nhu Cong udc
Budapest, Nghi dinh thu vé twong trg tu phap hinh sy cia Cong dong Nam Phi c6
quy dinh vé diéu kién “dinh danh kép” khi thuc hién twong tro tu phap hinh sy.
Chang han, theo quy dinh ctia Cong udc Budapest, trong truong hop QGTV yéu cu
“dinh danh kép” 1a diéu kién dé dap ung yéu cau tuong trg tu phap trong viéc kham
xét hodc thuc hién cac bi¢n phap tuong tu khac dé truy cap, thu gitr hodc cac bién
phap bao dam khac hodc cung cap thong tin dit liéu méy tinh dang dwoc luu gii,
qudc gia dugc yéu cau co quyén tir chdi thyuc hién cac yéu ciu twong tro tu phap néu
trén néu khong dap tmg dugc yéu cau “dinh danh kép” (Khoan 4 Diéu 29).

3.3. Din d§

3.3.1. Diéu ki¢n, thé thirc dén dé

Vé nguyén tic, dan do 1a quyén cia qudc gia va xuat phat tir chi quyén qudc
gia. Trén co s& quyén luc tbi cao trong pham vi 1anh thd, qudc gia co quyén quyét
dinh c6 tién hanh chuyén giao hay khong c4 nhan dang hién dién trén lanh tho nudc
minh cho qudc gia yéu cau dé tién hanh truy ciru trach nhiém hinh sy. Trong khoa
hoc luat hinh sy qudc té, truong hop nay duoc coi 13 “dan do toi pham khong c6
diéu udc quoc t&”. Dan do toi pham trong truong hop khong cé diéu udc quéc té
tuong ung chi c6 thé dugc thuc hién theo quan diém va dudng 16i riéng cua qubc
gia dugc yéu cau, dua trén co so phap 1y quan trong 1a phapluat ciia qudc gia. Nhiéu
qudc gia d3 ban hanh cac dao luat chuyén biét vé dan do, trong d6 ghi nhan mot
trong nhitng nguyén tic quan trong cho phép dan do, d6 1a dan d6 dugc tién hanh
trén co so cua nguyén tic co di co lai. Theo dé, qudc gia duoc yéu cau sé& tién hanh
dan d6 toi pham néu qubc gia yéu ciu di timg tién hanh din do theo yéu ciu cua
qudc gia ndy hodc qudc gia dugce yéu cau nhan thdy duoc sy bao dam chéc chin tir

phia qubc gia yéu ciu rang, trong trudng hop c6 yéu cau din do twong ty phat sinh
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trong tuong lai thi quéc gia do chic chén cling s& thyc hién viéc dan do toi pham theo
yéu cau cta qudc gia ndy. Pay 1a nguyén tic dugc ghi nhan trong phéap luat ctia nhidu
quéc gia. Vi du B¢ luat T tung hinh sy Ba Lan quy dinh “Ba Lan sé khong dan dg
16i pham cho quéc gia nude ngodi nao khéng dam bao nguyén tic cé di c6 lai trong
quan hé dan a6 giita hai quoc gia”. Nguyén tac co di co lai thé hién sy ton trong va
binh déng chu quyén gitra cac qudc gia. Trong trudng hop dong ¥ din do, quc gia s&
tién hanh din do trén co so phap luat quéc gia. Luat td tung nudc ngoai (ludt nude
yéu cau) trong qué trinh din d6 c6 thé duoc ap dung néu c6 sy thoa thudn cia cac
bén co lién quan, dong thdi dap tmg moi diéu kién va yéu cau duoc dit ra.

Dan d¢ toi pham véi tinh chat 1a nghia vu phap 1y qubc té rang budc chi phat
sinh khi gitra cac qudc gia c6 lién quan ton tai didu udc qudc té twong tmg quy dinh
cac diéu kién cu thé cho phép dan d6. Tuy nhién, nghia vu nay khong phai 1a tuyét
d6i. Bai 18, ngay ca trong truong hop co diéu ude thi din do cling chi ¢6 thé dugc
thuc hién theo dung céac thé thirc, didu kién phu hop véi quy dinh cua diéu udc qubc
té d6. Ngay tai Piéu 1 Cong udc chau Au vé dan do mic du co tiéu dé 1a “Nghia vu
dan d6” nhung da thé hién rat rd diéu nay khi quy dinh rang: “Cdc bén ky két tién
hanh bdt giit cho nhau, theo nhitng diéu khoan va diéu kién ddt ra trong Cong wéc
nay, tat ca nhitng ngwoi ma co quan c6 tham quyén cia quoc gia yéu cau dang diéu
tra vé hanh vi pham t3i hodc dang bi truy nd béi co quan cé tham quyén dé chap
hanh ban dn hodc cdc quyét dinh giam giie”. Nhitng diéu udc qudc té 1am co so
phap 1y dé dan d6 toi pham cong nghé cao hién nay bao gom:

(1) Cac diéu udc chuyén biét vé dan do, trong d6 quy dinh cu thé cac van dé
phap 1y vé dan do nhu thi tuc dan do, diéu kién dan do, cac truong hop khong dan
d6, chi phi... Phd bién trong s6 nay la nhimng hiép dinh din d6 song phuong,** ngoai
ra con ¢6 thé ké dén mot sb cac hiép dinh dan d¢ khu vuc nhu Céng uéc chau Au vé
dan d6.

(2) Hiép dinh tuong trg tu phap theo nghia rong. Khac v6i nhiing hiép dinh
tuong trg tw phap hinh sy khong quy dinh din d¢ 1a pham vi cua twong trg tu phap
hinh sy, nhiing hiép dinh twong tr¢ tu phap theo nghia rong, diéu chinh chung cac

van dé ca vé hinh sy, dan sy ghi nhan dan d6 t6i pham 1 mot trong nhitng ndi dung

# Chéng han, chi tinh dén nam 2010, My da ky két hon 100 hiép dinh din do voi cac quic gia va
ving lanh tho trén thé gidi; tinh dén nam 2013, Vuong qudc Anh ky két hon 130 hiép dinh dan do
v6i cac qubc gia va ving lanh tho. ..

Xem: Extradition To and From the United States: Overview of the Law and Recent Treaties
https://fas.org/sgp/crs/misc/98-958.pdf, (truy cép lan cubi ngay 1/11/2020).
https://www.gov.uk/guidance/extradition-processes-and-review, (truy cap 1an cudi 1/1 1/2020)
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clia twong tro tu phap duoc diéu chinh boi nhitng hiép dinh nay. Chang han, céc
Hi¢p dinh tuong tro tu phap vé hinh sy, dan sy dugc ky két gitra Vi¢t Nam véi
Bungari (Piéu 5), Lién bang Nga (Piéu 5), Lao (Piéu 5), Cu Ba (Piéu 5)... quy
dinh mot trong nhitng ndi dung thudc pham vi twong tro tu phap 1a dan do to6i pham
dé xét xtr hodc chip hanh hinh phat ti.*

(3) Cac diéu wéc qudc té vé phong chdng toi pham xuyén qudc gia co diéu
khoan ghi nhan QGTV c6 thé vién dan diéu udc nay lam co s& phap ly dé tién hanh
dan d6 trong trudng hop gitra cac bén hitu quan chua co diéu udc chuyén biét vé
dan @6, dién hinh 1a Cong udc ciia Lién hop quéc vé phong chong tdi pham co to
chtrc xuyén qubc gia (Cong udc Palermo). Pidu 16 Cong udc quy dinh rang: “Néu
mét quéc gia thanh vién dwa ra diéu kién dan dé trén co sé diéu wéc quoc té nhan
dwoc yéu cdu dan do tir mét quéc gia thanh vién khdc ma giiva cdc bén chia c6 diéu
wéc, quoc gia dé c6 thé thira nhdn Cong wde nay la co sé phdp Iy dé dan do doi voi
bdt ky tgi pham ndo dp dung diéu khodn nay” (Khoan 4)*. Trén thuc té, khong it
yéu cau din d6 di duoc dua ra va dugc thuc hién trén co sé vién dan diéu khoan
nay cia Cong wdc.”’

Tuy nhién, dé c6 thé vién din cac diéu udc vé phong chong toi pham xuyén

quoc gia lam can cr d€ dan d9, tdi pham cong nghé cao phai thoda man day du céc

B Vi dy, theo quy dinh tai Hi¢p dinh tuong tro tu phap vé dan su, hinh sy Viét Nam — Lién bang
Nga, pham vi twong trg tu phap bao gom: Cac bén ky két thuc hién tuong trg tu phap cho nhau
bang cach tién hanh cac hanh vi té tung riéng biét duoc phap luat cua Bén ky két dugc yéu cau quy
dinh, nhur 1ap, gui va tong dat gidy to, cong nhan va thi hanh quyét dinh ctia Toa 4n vé cic van dé
dan sy, tién hanh kham xét, thu giit va chuyén giao vét ching, tién hanh gidm dinh, lay 15i khai cta
cac bén, nguodi lam chung, nguoi giam dinh, ngudi bi x4c dinh da thyc hién hanh vi pham t61, bi
c4o va nhitng nguoi khac, tién hanh truy té hinh sy, dan d6 dé truy to hinh sy hodc dé thi hanh ban
an (DPiéu 5).
https://lanhsuvietnam.gov.vn/Doc/He%20thong%20VBPQO/Dieu%20uo0c%200T%20song%20phuo
ng/3.HD-TTTP/Russia%20-%20Civil,%20criminal%20matters %620(vn).pdf

*Chéng han, trong nam 2009, 2010, sau khi nhan duoc yéu cau dan do ciia My ddi v6i 3 nguoi la
thanh vién cia mot nhém tdi pham hinh sy lién quan dén viéc sur dung may tinh dé thuc hién cac

hanh vi gian 1an ngan hang, Estonia da tién hanh din d 3 nguoi nay trén co s¢ Didu 16 cia Cong
udc; Rumania da gui 17 yéu cau din d6 lién quan dén toi pham cong nghé cao trén co s¢ vién dan
diéu khoan dan do cua Cong udc dén mot loat quéc gia gf”)m Australia, Brazil, Jordan, Malaysia,
Mexico, New Zealand, Arab Saudi, Tunisia va Lién doan cac nudc Arab.

7 Xem: Conference of the Parties to the United Nations Convention against Transnational
Organized Crime (2010), Catalogue of cases involving extradition, mutual legal assistance and
other forms of international legal cooperation requested on the basis of the United Nations
Convention against Transnational Organized Crime
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diéu kién cta t6i pham xuyén qudc gia. Theo quy dinh ctiia Cong uéc Palermo, toi
pham xuyén quéc gia la td1 pham ma hanh vi pham tgi dwoc thuc hién o nhiéu qu(jc
gia hodc dwoc thie hién & mét quoc gia, nhwng phan chii yéu ciia viéc chudn bi, 1én
ké hoach, chi dao hay diéu khién viéc thuc hién toi pham lgi dién ra & mot quéc gia
khac, hodac ddy la hanh vi toi pham dwoc thuc hién 6 mot qu(jc gia nhung co lién
quan dén mot nhém tdi pham co 16 chirc tham gia thuc hién cdc hoat dong toi pham
& nhiéu quoc gia, hodc téi pham dwoc thuc hién & mét quoc gia nhung c6 dnh
huéng nghiém trong dén mét quoc gia khdc (Piéu 3). Néi cach khac, t6i pham cong
nghé cao dé duoc coi 12 tdi pham xuyén qudc gia phai lién quan dén it nhét hai qudc
gia, phai thoa min va duoc biéu hién trén mot trong cac phuong dién ma tai Cong
udc da tru dinh:

(i) “nhém toi pham co t6 chirc” (Organized Criminal Group): Tai khoan (a)
Diéu 2 cua Cong udce co quy dinh : “Nhom toi pham co td chirc 14 mot nhom co co
ciu gdm tir ba nguoi tré 1én, t6n tai trong mot thoi gian va hoat dong c6 phdi hop dé
thuc hién mot hay nhiéu toi pham nghiém trong hodc cac hanh vi pham t6i dugc
quy dinh trong Cong udc nay, nham dat duoc, truc tiép hay gian tiép, loi ich vé tai
chinh hay vat chét khac”. Nhém c6 co cau ¢ ddy duoc hiéu 1a mot nhém khong phai
duoc hinh thanh mot cach ngau nhién dé thuc hién mot hanh vi pham t0i tirc thoi va
khong nhét thiét 13 vai trd cta cac thanh vién trong nhém phai duge xac dinh 18
rang ma phai hiéu quan h¢ giita cac thanh vién phai dugc duy tri hodc co ciu cua
nhoém phai dugc phat trién (theo khoan ¢ Piéu 2 Cong udc). Muyc dich cia nhoém toi
pham c6 td chuc 1a vu lgi vé vat chat. Moi hoat dong cua chung, du truc tiép hay
gian tiép, déu hudng toi nhimng loi ich vé tai chinh hay vat chét cu thé nao dé.

(i) Vé “hanh vi pham toi co tinh chat xuyén qudc gia” (Transnational
Offence): Hanh vi phai dugc thyc hién ¢ nhiéu qubc gia, cu thé hanh vi pham toi d6
phai dugc thyc hién trén ldnh tho tir hai qudc gia trd 1én (khoan 2 Piéu 3). Thém
vao d6, viéc chuan bi, 1én ké hoach, chi dao hoic diéu khién hanh vi pham t6i do
dién ra ¢ nhidu qubc gia hoic & mot qudc gia nhung lién quan dén mot nhom toi
pham co td chtrc tham gia cac hoat dong tdi pham & nhiéu quéc gia hoac c6 anh
hudng 16n & mot qudc gia khéc...

(4) Cac diéu udc vé toi pham cong ngh¢ cao co diéu khoan vé dan do nhu
Cong u6c Budapest. Didu 24 Cong wdc ghi nhan cac nguyén tic chung lién quan
dén din do t6i pham cong nghé cao, trong d6 co quy dinh rang “Néu mot qubc gia
thanh vién Cong udc quy dinh viéc dan do phai co diéu kién 1a co hiép dinh dan do

ma hién tai, giita cdc quoc gia thanh vién lién quan chua c6 hiép dinh dan do thi
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qudc gia co thé vién dan Cong udc ndy 1am co sé phap 1y dan do cac toi pham cong
nghé cao duogc ghi nhan trong Cong udc” (Khoan 3).

3.3.2. Piéu ki¢n dén dj, cdc trwong hop khong din dé

Piéu kién dan do phd bién dugc quy dinh 13 nguyén tic “dinh danh kép” kém
theo yéu cau vé thoi han ti giam. Chang han, theo quy dinh tai Cong uwéc Budapest,
viéc dan do giita cac quéc gia thanh vién Cong udc dugc thyc hi¢n véi diéu kién la
t6i pham d6 bi tring phat vé hinh su theo phéap luat cta ca hai qudc gia lién quan
v6i hinh phat tudc doat tuy do t6i thiéu 1 nam tré 1én hodc hinh phat nang hon (Diéu
24). Tuy nhién, c6 mot ngoai 18 lién quan dén diéu kién “dinh danh kép” duoc ghi
nhan trong Lénh bat gitt chau Au (EAS) ban hanh theo Chi thi khung
2002/584/JTHA ngay 13/6/2002 cia Hoi dong bd truong chau Au.*Lénh bét giir
chau Au 12 mot quyét dinh tu phap do mot qudc gia thanh vién Lién minh chau Au
dua ra ¢¢ QGTV khac thyuc hién viéc bat giit vachuyén giao mot ngudi theo yéu cau
nham muc dich tién hanh khéi t6 hinh su, chép hanh hinh phat tu hoac chép hanh
mot yéu cau giam gitt (Piéu 1). Didu 2 EAS di liét ké 32 hanh vi, trong d6, bao
gom ca t6i pham lién quan dén may tinh va khiéu dam tré em, ma néu thoa méan
diéu kién (i) duoc quy dinh trong luat hinh su cia QGTV dua ra yéu cau va (ii) hinh
phat duoc quy dinh trong luat hinh sy cta qubc gia d6 14 hinh phat ti hodc giam gitr
v6i thoi han tdi thiéu it nhat 3 nam thi QGTV nhan dugc yéu cau sé tién hanh
chuyén giao cho QGTV yéu ciu ma khong can xem xét diéu kién “dinh danh kép”.
Noi cach khac, ddi v&i cac hanh vi toi pham cong nghé cao, khi mdt QGTV cua
Lién minh chau Au dua ra Lénh bt gitr chau Au gui dén mot QGTV khac thi ngay
ca khi phap luat ctia quéc gia duoc yéu cau khong quy dinh hanh vi d6 1a t6i pham,
qudc gia dugc yéu cau khong duoc vién din 1y do khong thoa mén diéu kién “dinh
danh kép” dé tir chdi chuyén giao néu hinh phat 4p dung v6i hanh vi theo quy dinh
tai luat hinh sy cia QGTV yéu cau 1a hinh phat t hodc giam gitt v6i thoi han tbi
thiéu 3 ndm.

Lién quan dén cac truong hop khong dan do, cac can cr tir chdi dan do toi
pham cong nghé cao noi riéng ciling nhu tdi pham noéi chung thuong dugc quy dinh
pho bién nhu:

- Khong dan do toi pham chinh tri hoac khong dan d6 cong dan nudc minh.

Doi v6i truomg hop ngudi duge yéu cau dan do 1a cong dan cua quoc gia duge yéu

*® Xem: Chi thi khung 2002/584/JHA ngay 13/6/2002 ciia Hoi ddng bd truéng chau Au vé Lénh bit
gilr chau Au
https.//eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32002F0584&from=en
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cau, xuat phat tir chii quyén qudc gia, qudc gia c6 quyén tir chdi khong dan do, thay
vao do, qudc gia s& truc tiép tién hanh cac hoat dong t6 tung dbi v6i cong dan nudce
minh theo nguyén tic aut dedere aut punicare (hodc dan dg hodc xét xir); ngugc
lai, xudt phat tir chu quyén qudc gia, qudc gia van c6 thé didn do cho qudc gia yéu
cau. Ké ca trong truong hop sau, viéc ddn do cong dan ciia minh lién quan dén toi
pham cong nghé cao hay khong van 1a quyén cua qudc gia. Néi cach khac, qubc gia
¢ quyén tir chdi khong din d6 cong dan nude minh.

Tuy nhién, c6 mot ngoai 1¢ ddi véi truong hop niy dugc quy dinh tai Lénh bat
giit chau Au. Theo quy dinh tai Chi thi khung 2002/584/JHA ngay 13/6/2002 cua
Hoi dong bo trudong chau Au, QGTV nhan duge EAS bat budc phai tir chdi thuc
hién EAS néu (i) Hanh vi pham ti cia ngudi bi yéu cau trong Lénh bét giit thudc
truong hop duoc an x4 tai qudc gia duge yéu cau, ciing 1a qudc gia c6 thim quyén
khai t6 theo quy dinh ctia phap luat qudc gia do; (ii) Nguoi bi yéu cau di duoc xét
XU tai mot quéc gia thanh vién vé cung mot hanh vi pham tdi da néu trong Lénh bét
giit hodc (iii) Nguoi bi yéu cau chwa du tudi chiu trach nhiém hinh sy theo quy dinh
ctia phap luat nuéc dugc yéu cau (Piéu 3). Ngoai ra, lién quan dén toi pham cong
nghé cao, QGTV nhdn dugc EAS c6 thé quyét dinh tir chdi thuc hién EAS néu
thudc mot trong cac trudng hop: (i) ngudi bi yéu cau da bi khai t6 tai QGTV duoc
yéu cau vé cung mot hanh vi duoc ghi nhan trong EAS; (ii) co quan tu phap cia
qudc gia duoc yéu cau quyét dinh khong khoi t6 hodc di c¢6 phan quyét cudi cling
dugc thong qua tai mot QGTV vé cing mot hanh vi dugc ghi nhan trong EAS,
trong d6, ngan chin cac thu tyc to tung tiép theo; (iii) hanh vi thudc thim quyén tai
phan cua qubc gia dugc yéu cau theo quy dinh tai luat hinh sy ctia qudc gia do; (iv)
nguoi bi yéu cau di dugc xét xtr tai mot qudc gia tha ba lién quan dén hanh vi
tuong tu dugc ghi nhan trong EAS véi didu kién 13 ban an di duogc tuyén, ban 4n
dang dugc chap hanh hodc di hét thoi han chap hanh theo luit cta nudc tuyén an;
(v) nguoi bi yéu cau dang séng hodc cu tra hoic 14 cong dan ciia nude duoc yéu ciu
trong trudng hop muc dich ciia EAS nham chap hanh hinh phat ti hodc quyét dinh
giam gitr; (vi) EAS lién quan dén toi pham ma theo luat cia nudc duogc yéu cau,
hanh vi d6 duoc thuc hién mot phan hodc toan bd trén lanh thod cta nude duge yéu
cau hodc nhitng ving lanh thd duoc coi 14 1anh tho cia qudc gia duoc yéu cau hoic
hanh vi ¢6 duoc thuc hién ngoai 1anh thd cia QGTV dua ra EAS va luét cia qudc
gia duoc yéu cau khong cho phép khoi té ddi voi hanh vi twong ty dugc thuc hién
bén ngoai 1anh thd qubc gia (Piéu 4).
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Nhu vay, theo cac quy dinh trén, néu cin cr vao luat hinh sy cua qudc gia dua
ra Lénh bt giit chau Au (qudc gia yéu cau), hinh phat di véi t6i pham cong nghé
cao toi thiéu 1a 12 thang thi QGTV nhén duoc yéu cau khong duge tir chdi chuyén
giao nguoi bi yéu cau cho QGTV di dua ra EAS dé khai td chi vi 1y do ngudi d6 1a
cong dan nudc minh. QGTV nhan duge EAS chi c6 thé vién din 1y do ngudi bi yéu
cau 1a cong dan nudc minh dé tir chdi khong chuyén giao cho QGTV yéu cau néu
muc dich ciia EAS nham chap hanh hinh phat ti hodc giam giit; trong trudng hop tir
chéi, qudc gia ndy sé& thi hanh hinh phat ti hodc giam giir ddi véi nguoi bi yéu cau
phu hop véi phép luat nudc minh.

- Hanh vi 1am cin ¢t yéu cau din do da duoc xét xir tai qudc gia dugc yéu
cau (Nguyén tic Non bis in idem — Khong ai bi xét xir vé cing mét hanh vi pham
10i)

- Viéc dan d6 khong pht hop véi phap ludt cia quéc gia duge yéu ciu, xam
pham chu quyén qudc gia hodc trat ty an ninh x4 hoi;

3.4. Chuyén giao nguoi bi két an

Co s& phap 1y qudc té pho bién dé tién hanh chuyén giao nguoi bi két an 1a cac
diéu udc diéu chinh riéng biét vé chuyén giao ngudi bi két 4n, bao gdm ca diéu udc
song phuong va da phuong, trong d6, phd bién nhat 13 cac hiép dinh song phuong.
Cong wdc nim 1954 giita Lebanon va Arap c6 thé coi 1a diéu wéc song phuwong dau
tién trong linh vuc nay véi ndi dung cho phép cac bén ky két thi hanh cac ban 4n
ctia nhau, trir trudng hop nhitng ban an ngan, voi diéu kién co su nhat tri ciia cac
bén va nguoi bi két an. S6 lugng ngay cang ting cua cac didu udc song phuong din
dén thyc té 1a mot qudc gia vira 13 thanh vién cta mot hiép dinh da phuong, vira 13
thanh vién ciia nhiéu hi¢p dinh song phuong khac. Chang han, Vuong quéc Anh
vira 1a thanh vién ctia Cong udc chau Au vé chuyén giao ngudi bi két an, vira ky két
cac hiép dinh song phuong vé6i rat nhidu qudc gia va ving lanh thd nhu Antigua va
Barbuda, Barbados, Brazil, Cuba, Dominica, Ai Cép, Ghana, Guyana, An Do, Lao,
Libya,Maroc, Nicaragua, Pakistan, Peru, Saint Lucia, Sri Lanka, Théi Lan, Uganda,
Venezuela, Viét Nam, Hong Kong va Trung Qudc; twong tu, Canada vira 1 thanh
vién ctia Cong udc chau Au vé chuyén giao nguoi bi két an, vira ky két cac hiép
dinh song phuong véi nhidu qubc gia nhu Argentina, Barbados, Bolivia, Brazil,
Cuba, Dominican, Ai Cap, Phap, Mexico, Mongolia, Morocco, Peru, Thai Lan, My,
Venezuela.

Piéu kién pho bién dé chuyén giao ngudi bi két 4n duoc quy dinh trong cac

diéu wéc bao gdm: (1) Ngudi bi két an 1 cong dan ciia nude thi hanh 4n; (2) Ban an
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da tuyén 1a ban an cudi cung, chua con thu tuc nao chua giai quyét lién quan dén
nguoi bi két an; (3) Co su dong ¥ cta nguoi bi két an; (4) Vao thoi diém nhan dugc
yéu cau chuyén giao, thoi gian chap hanh hinh phat con lai theo ban an di tuyén
phai khong it hon thoi gian duge quy dinh trong diéu udc qudc té hodc phap luat
qudc gia®; (5) Pap tmg diéu kién “dinh danh kép” theo ludt hinh sy cua cac nudc
tuyén an va nude thi hanh 4n; (6) Nudc tuyén an va nude thi hanh an dong y chuyén
giao.

Lién quan dén diéu kién vé sy dong ¥ ctia ngudi bi két an va dinh danh kép, c6
cac trudng hop ngoai 18 cu thé dbi véi hai diéu kién nay dugc quy dinh trong cac
van ban ctia Lién minh chau Au. Cu thé, theo quy dinh tai Quyét dinh khung cua
Hoi dong 2008/909/THA ngay 27/11/2008 vé 4p dung nguyén tic cong nhan ldn
nhau trong cac van dé hinh sy d6i vdi cac ban an phat tu hoac hinh phat tudc tu do
nhdm muc dich thi hanh tai Lién minh chau Au®®, diéu kién vé su chép thuan cua
nguoi bi két an s& khong can xem xét dén trong trudng hop nguoi bi két an duogc
chuyén dén QGTV ma ngudi d6 1a cong dan sinh séng; QGTV ma nguoi bi két an
s& bi truc xuit sau khi nguodi d6 dugc giai phong khoi viée thi hanh an trén co so
1énh truc xuét duge dua vao ban an hoic quyét dinh tu phéap hoac quyét dinh hanh
chinh hoic QGTV ma nguoi bi két an da bo tron hodc quay tré lai dé xem xét cac
thi tuc t6 tung d6i véi ngudi do tai qudc gia két an (Pidu 4). Tuong ty, diéu kién
“dinh danh kép” ciing khong dit ra trong truong hop nguoi bi két an vé toi pham
mang hodc khiéu dam tré em néu nguoi d6 bi két 4n bang hinh phat ti hodc cac bién
phap tudc tu do véi thoi han tdi thiéu 3 nam (Piéu 5).

Ngoai nhiing diéu kién phd bién nhu trén, hién nay mot sé qudc gia con xem
xét dén cac diéu kién lién quan dén quyén con ngudi dé quyét dinh c6 chuyén giao
nguoi bi két an hay khong. Toa nhan quyén chau Au da ap dung cac quy tic d6i voi
dan d6 va truc xuat nguoi nude ngodi twong ty nhu dbi véi chuyén giao ngudi bi két
an. Theo d6, trong nhimng trudng hop nhat dinh, mot ngudi nudc ngoai khong thé bi

truc xuat néu viéc truc xuat s€ lam mat sy twong xting gitra quyén c4 nhan voi gia

* Vi dy, theo quy dinh tai Cong wdc chau Au vé chuyén giao nguoi bi két an, mot trong nhiing
didu kién dé chuyén giao 1a tai thoi diém nhan duoc yéu cau, phan hinh phat con phai chip hanh
ctia nguoi bi két 4n tdi thiéu phai 1a 6 thang (Diéu 3) trong khi theo quy dinh tai Hiép dinh vé
chuyén giao nguoi bi két an Viét Nam — Lién bang Nga, thoi han nay tdi thiéu 1a 1 ndm 9 (Piéu 3)
* Xem: COUNCIL FRAMEWORK DECISION 2008/909/JHA of 27 November 2008 on the
application of the principle of mutual recognition to judgments in criminal matters imposing
custodial sentences or measures involving deprivation of liberty for the purpose of their
enforcement in the European Union
https.//eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32008F0909&from=EN
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dinh hodc cudc song riéng tu (Piéu 8 Cong wdc chau Au vé bao vé quyén con ngudi
va tu do co ban). Thuc té 1a, khi quéc gia két 4n tim cach dua mot nguoi da bi két
an di ma khong c6 sy dong y ctia ngudi do, qudc gia két an phai dam bao rang viéc
chuyén giao khong phuong hai dén nhitng quyén con nguoi co ban c6 lién quan dén
nguoi d6. Pidu ndy cling c6 thé doi hoi phai duoc sy dam bao cia qudc gia thi hanh
an s& khong xam hai nhitng quyén con ngudi co ban cua nguoi bi két an.”' Trong
mot s6 trudng hop, noi dung niy co thé duoc ghi nhan cu thé trong cac diéu udc
song phuwong. Chang han, Hiép dinh vé chuyén giao nguoi bi két an giita Uganda va
Vuong qudc Anh quy dinh rang: “Mdi bén sé doi xir véi tdt cd nhitng nguoi bi
chuyén giao theo Hiép dinh ndy phi hop véi nhitng nghia vu quoc té vé quyén con
nguoi’’.

Sau khi tiép nhan pham nhén, qudc gia thi hanh an phai bao dam tiép tuc thi
hanh an phat phii hop véi luat phap nudc minh, dong thoi dya trén co sé ban an cla
tda 4n nude tuyén an. Néu theo luat phap ciia nude thi hanh an, thoi han téi da cia
hinh phat da thyc hién it hon thoi han da an dinh trong ban an, thi toa an cia nudc
thi hanh 4n s& quyét dinh thoi han t6i da theo luat nude minh. Quyét dinh dbi voi
vi€c thi hanh an phat bd sung s& dugc nudce thi hanh an thyc hién néu luat nuée nay
cling qui dinh nhu vay. O muac d6 nhat dinh, cac van dé phap 1y vé giam 4n, an x4,
thay ddi an phat, xem x¢ét lai ban an déu duge ghi nhan trong luat hinh sy quéc té,
nhin chung theo quan diém sau: mdi bén déu co quyén giam an, an x4, dac xa hodc
thay d6i an phat phtl hop véi luat phap nudce minh, con van dé khang an, xem xét lai
ban an chi nude két an méi cd quyén giai quyét. Sau khi chuyén giao nguoi bi két
an s& khong bi truy ctru trach nhiém hodc bi xét xr tai nuwéc thi hanh an vé cing
hanh vi pham toi ma nudc tuyén 4n da cé ban an trimg phat. Van dé chdm dirt thi
hanh an s& dugc thyc hién, khi nudc tuyén an giri quyét dinh xac nhan hinh phat
khong phai thyc thi nita cho quéc gia thi hanh an.

3.5. Xac dinh thim quyén tai phan

Tir goc do 1y luan, khoa hoc luat qudc té xac dinh tham quyén tai phan cua
qudc gia duoc hiéu theo hai nghia. Theo nghia rong, tham quyén tai phan ciia mot
qudc gia cu thé duge hiéu 1a quyén riéng biét ctia mdi qudc gia trong cac linh vuc
hoat dong ctia qudc gia, cu thé 1a trong linh vuc 1ap phap, hanh phap va tu phap.
Nhu viy, tham quyén tai phan quéc gia duoc cdu thanh tir quyén 1ap phap, hanh

>! Xem: The United Nations Office on Drugs and Crime (2012), Handbook on the International
Transfer of Sentenced Persons, page.87
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phap va tu phap ciia quic gia va day chinh 1a quyén lyc t6i cao ciia mot nha nude
trong pham vi 1anh thd cia minh, mot ndi dung quan trong cta chii quyén qudc gia.

Theo ndi dung nady, trong pham vi lanh thé cua minh, qubc gia co6 quyén luc
t6i cao trong viéc thuc hién quyén va nghia vu trong linh vuc lap phap, tu phap va
hanh phap ma khéng co bat ki su can thiép nao tir bén ngoai, c6 quyén thong qua
cac quyét dinh vé moi van dé chinh tri, kinh té, vin héa va x3 hdi ctua dit nuéc vai
muc dich t6i thugng 14 bao vé quyén va loi ich ctia nhan dan, an ninh va 6n dinh cta
dat nue. Tham quyén tai phan hiéu theo nghia ndy duoc xdy dung trén nén tang
nguyén tic binh dang chii quyén qudc gia va khong can thiép vao cong viée ndi bd
ctia qudc gia khac.

Theo nghia hep cta thuat ngit ndy (thAm quyén tai phan qudc gia), khoa hoc
luat qudc té xac dinh thim quyén tai phan qudc gia don gian chi 1a thim quyén xét
XU va giai quyét cac vu viéc thudc pham vi diéu chinh cia luat qudc gia. Nhu vy,
hiéu theo nghia hep, thim quyén tai phan nam trong pham vi giéi han ciia hoat dong
tu phap nha nude. Can clr vao tiéu chi ban chat vu viéc can giai quyét, tham quyén
bao gém: tham quyén tai phan trong linh vuc hinh sy, thim quyén tai phan trong
linh vyc dan sy va tham quyén tai phan trong linh vuc hanh chinh ciing nhu tham
quyén tai phan d6i véi cac vu viéc khac phat sinh trong doi sdng xa hoi cua qudc
gia.

Tir goc d phép 1y, thidm quyén tai phan hinh sy qudc gia 14 tong thé cac quyén
cho phép hodc nghiém cim, quyén xét xtr va thi hanh an trong cac vu 4n hinh su.
Quyén cho phép hodc nghiém cam 13 nhitng quyén cho phép chu thé luat duogc thuc
hién nhitng hanh vi ma luat phap khong cAm hoic khong duoc thyc hién cac hanh vi
ma luat phap khong cho phép. Quyén nay thuong duge quy dinh trong luat hinh sy
va t6 tung hinh su qudc gia; con quyén xét xur 1a tham quyén dugc thyc hién nham
truy t6, xét x{r va trimg phat cta co quan tai phan hinh su qubc gia ddi véi cac chu
thé pham t6i dugc quy dinh tai cac van ban quy pham phép luat hinh sy va té tung
hinh sy cia mdi nudc; con quyén thi hanh khoéng phai don gian chi 1a quyén thi
hanh phan quyét ma 14 quyén thuc hién cac hoat dong tu phap chuyén mén ctia mdi
nudc trong pham vi lanh thd ctia minh. Quyén nay khong thé duoc thi hanh & nudc
ngoai néu khong c6 sy chip nhan cua qubc gia nudc ngoai. Quyén thi hanh dugc
xdy dung trén nén tang nguyén tic binh dang chu quyén qudc gia va khong can
thiép vao cong viéc ciia qudc gia khac.

T6i pham hinh sy truyén thong, ngay ca tdi pham xuyén qudc gia ciing khong

cd dac diém cua “tinh 40” va tinh “m¢ rong khong gidi han” nhu t6i pham cong



94

nghé cao vi muc ti€u cua céc tdi pham nay la hitu hinh va céc doi tuong duoc ciu
thanh bdi khong gian ba chiéu thuc su. Vi du, mot sb cuu sinh vién Puc da xam
chiém B Qubc phong Hoa Ky qua Internet véi muyc dich danh cip bi mat quan sy
cho Nga, cac sinh vién 1an dau dang nhdp vao may chu tai Nhat Ban thong qua
mang cua Puc trong khi st dung dir li€éu mang ctia Nhat Ban va hé théng tin hiéu dé
chuyén dén mét truong dai hoc & Hoa Ky va cudi ciing xdm chiém may tinh cua Bo
Quéc phong Hoa Ky théng qua hé thong mang ludi trudng dai hoc Hoa Ky nay va
danh cap cac bi mat quan sy quan trong ctia Hoa Ky. Trong trudng hop nay, mot sb
hanh vi tdi pham cua hoc sinh kéo dai tr Puc, Nhat Ban va Hoa Ky. Li¢u tat ca cac
qudc gia c6 tham quyén tai phan hinh su ddi voi trudng hop nay hay khong va liéu
Nhat Ban c6 quyén tai phan khong?

Tir d6, ¢ thé nhan thay mot s6 nguyén tic cua Luat hinh sy quéc té trong xac
dinh tham quyén tai phan hoan toan ap dung ddi voi toi pham céng nghé cao, bao
gom:

= Nguyén tic linh tho

Nguyén tic lanh thd duoc ghi nhan trong Cong wdc Budapest v6i ndi dung,
QGTYV ban hanh luat va cac bién phap can thiét khac dé thyc hién tham quyén tai
phan dbi voi cdc hanh vi t6i pham dwoc thwce hién trén lanh thé nwée minh. Chang
han, mdt toa an ¢ Phap da thira nhan quyén tham quyén tai phan ddi v4i Yahoo, mot
nha cung cap nodi dung nhan tin truc tuyén cia My va ra 1énh g& bo cac trang web
tai Phap hién thi ban ghi nhé ctia Birc qudc xa. Trong mot vu viéc khac, mot toa an
Anh d3 tuyén rang mot cong dan Anh phéi chiu trich nhiém déi v6i viéc ding tai
nhitng buc anh bi coi 1a tyc tiu & Anh 1én mét trang web c6 may chu dat tai My;
tuong tu, mot cong dan My da bi toa an nudc ndy tuyén phai chiu trach nhiém ddi
v6i hoat dong cua mdt cong ty danh bac c6 tru s¢ dat tai Antigua nhan tién dat cugc
cua cac cong dan My thong qua Internet.

Xuat phét tir tinh “40” clia cc loai hinh t6i pham trén khong gian mang nén
khong dé dé xac dinh chinh xac noi hanh vi thuc su dién ra. Viéc cong khai mdt
trang web c¢d ndi dung pham phép nhu khiéu dam tré em hodc ngon tir kich dong
thu dich, c6 thé duoc coi 1a dién ra tai noi ndi dung duoc tai 1én. Nhung hanh dong
tai 1én c6 thé lién quan dén mot s6 qudc gia, néu nha cung cip ndi dung ¢ tai qudc
gia A trong khi nha cung cip dich vu luu trit ¢ tai qudc gia B, trong truong hop do,
hanh dong tai 1én duoc bat ddu & A va chdm dat & B va tham chi ¢6 thé duoc coi
nhu dién ra ¢ cac nude trung gian thong qua dit liéu dugc van chuyén. Tuy nhién,

viéc cong bo mdt website co thé dugc xem nhu dién ra tai vi tri cia may chu vi viéc
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cong bd website 14 mot hanh dong lién tuc dién ra tir thoi diém tai 1én tré di. Trong
truong hop nay, hanh vi t6i pham chi c6 thé dién ra tai qudc gia dit may chi. Mot
1ap luan khac cho rang viéc cong bd website xay ra & bat ky noi nao ma ndi dung c6
thé tiép nhan va xem duoc, mic du c¢6 nhiéu kha nang day 1a noi bi tac dong hon 13
noi thuc hién hanh vi.®

Trén thuc té, nguyén tic 1anh thd duoc cac qubc gia quy dinh thanh nhitng cin
ctr khac nhau dé xac dinh thAm quyén tai phan, bao gdm:

Mot la, noi thuc hién hanh vi.

Chéng han tai Hoa Ky, mot sb bang c6 cach tiép can rat rong trong xac dinh
van dé nay. Vi du, theo quy dinh tai bang Arkansas, bang Akansas c6 thim quyén
d6i voi bat ky hanh vi toi pham céng nghé cao nao duoc quy dinh & chuong nay néu
viéc truyén tai cau thanh hanh vi pham t6i dugc bat nguén tr bang nay hodc duoc
nhan tai bang nay”; theo quy dinh tai Bic Carolina, toi pham mang duogc coi 1a thuc
hién tai bang nay néu thong tin lién lac dién tir duoc gui di hodc duoc nhén tai Bic
Carolina; luat cta bang Utah c¢6 quy dinh kha chi tiét trong viéc xac dinh tham
quyén tai phan cta bang. Theo d6, mot nguoi s& bi khoi t tai bang Utah do hanh vi
pham t0i cua ngudi d6, bat ké trong hay ngoai bang Utah do hanh vi ctia nguoi do
hodc ctia ngudi ma anh ta phai chiu trach nhiém phéap 1y néu: (i) hanh vi pham toi
duoc thuc hién mot phén hodc toan bd tai bang nay; (ii) hanh vi dugc thyc hién
ngoai bang nhung cu thanh nd luc dé thuc hién hanh vi pham tdi tai bang nay; (iii)
hanh vi bén ngoai bang nhung tao thanh mdt &m muu pham tdi tai bang va hanh
dong sau d6 duogc thuc hién tai bang nay.

Tai Ptic, BO luat hinh sy Puc quy dinh rang, mot hanh vi dugc coi 1a thuc
hién trén lanh tho Pirc néu: (1) Hanh vi dugc thuc hién tai bat ky dia diém nao trén
lanh thé Plrc ma tha pham di hanh dong hoic trong truong hop cé nghia vu phai
hanh dong nhung thiéu s6t khong hanh dong hodc tai linh thé Pirc, xuat hién hau
qua 1a mot yéu td ctia hanh vi pham t0i; (2) Hanh vi khuyén khich, xui giuc hodc
déng pham dugc thuc hién khong chi tai noi hanh vi dugc thuc hi€én ma con tai bat
ky noi ndo trén lanh thé Pic. Néu viéc khuyén khich, xai giuc hodc dong pham

duoc thuc hién tai Dtirc nhim xui giuc hodc dong pham véi hanh vi dién ra & nuéc

*2 Xem: Susan W. Brenner & Bert-Jaap Koops (2004), “Approaches to Cybercrime Jurisdiction”,
Journal of high technology law, Vol. IV No. 1. Page 3- 44.



96

ngoai, luat hinh sy Puc van s& 4p dung, ngay ca khi hanh vi d6 khong bi trimg phat
theo luat cia noi thuc hién hanh vi ne‘1y.53

Hai la, noi dat méay tinh. Mot s6 bang cia Hoa Ky, chang han nhu
Connecticut, c6 cac dao luat ghi nhan thAm quyén tai phan cho bang trong cac vu an
t6i pham cong nghé cao vi hé qua ctia hanh vi pham tdi anh huong dén mot may
tinh tai bang d6. Tuong tu, Luat cta Singapore ciing quy dinh thim quyén cta nudc
nay ddi voi toi pham cong nghé cao néu “may tinh, dir liéu hodc chuong trinh tai
Singapore”.

Ba la, noi bi tdc dong cua hanh vi pham ti. Theo can ct nay, quéc gia s€ thyc
hién thAm quyén tai phan ddi véi cac hanh vi xay ra ngoai khu vuc thudc tham
quyén tai phan cia qubc gia nhung anh huéng cé hai dén lanh tho qudc gia do.
Trong wvu UnitedStatesvs. Nippon Paper Industries Co., Ltd, Toa an bang
Massachusetts da khang dinh rang: “Quéc gia c6 tham quyén tai phan doi véi hanh
Vi xdy ra bén ngodi lanh thé quéc gia nhung c6 tac déng dang ké hodc nham tao ra
tac dong dang ké doi véi lanh thé cia quoc gia lién quan” >

= Nguyén tic quoc tich

Sau nguyén tic lanh thd, nguyén tic qudc tich cia ngudi pham tdi (qudc tich
chu dong) 13 nguyén tic pho bién thir hai dé xac dinh thAm quyén tai phan ctia qudc
gia d6i v6i toi pham cong nghé cao. Theo quy dinh cua Cong udc Budapest, qudc
gia c¢6 thAm quyén tai phan dbi voi ngudi pham tdi mang qudc tich ciia qudc gia néu
hanh vi d6 bi trimg phat theo luat hinh su cta qudc gia noi hanh vi d6 duoc thyc
hién hodc hanh vi dugc thuc hién ngoai 1anh thd ciia bat ki qudc gia nao (Piém (d)
Khoan 1 Piéu 22). Luét hinh su cua nhiéu qudc gia dd ghi nhan nguyén tic nay dé
x4c dinh thim quyén tai phan quéc gia. Chéng han, luat hinh sy Buc quy dinh rﬁng,
Puc c6 tham quyén tai phan ddi v6i ca cac hanh vi pham toi do cong dan Puc thyc
hién & nudc ngoai néu hanh vi d6 bi trimg phat theo luat hinh su cta quéc gia noi
hanh vi d6 dugc thuc hién hodc khong thudc tham quyén tai phan hinh su ctia qubc

gia noi hanh vi d6 dugc thyc hién. Tuong ty, luat hinh sy Ha Lan cling quy dinh

* Pon ctr, mot ngudi giri mot email tir Pirc voi chuong trinh tao virus dudi dang tép dinh kém va
néu ngudi nhan & Benin, mot qubc gia & Ty Phi, sir dung virus ndy ¢ qudc gia ctia minh, anh ta
phai chiu trich nhiém hinh sy & Dtic vé t6i lay lan virus , bat ké viéc lan truyén virus ¢ phai 1a toi
pham & Benin hay khong.

> Xem: U.S. District Court for the District of Massachusetts, United States v. Nippon Paper
Industries Co., Ltd., 62 F. Supp. 2d 173 (D. Mass. 1999)

https://law. justia.com/cases/federal/district-courts/FSupp2/62/173/2410334/
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thAm quyén tai phan ctia nude nay ddi véi hanh vi gia mao, bao gdm ca gia mao
bang may tinh, do cic nhan vién trong Chinh chit Ha Lan hodc nhan vién cia cac to
chuc quéc té ¢6 tru s& tai Ha Lan thuc hién & nudc ngoai néu hanh vi do bi trung
phat theo luat hinh sy cua quéc gia noi hanh vi d6 dugc thyc hién; hanh vi khiéu
dam tré em do cong dan Ha Lan thuc hién. Pic biét, luat cia Ha Lan quy dinh tham
quyén tai phan hinh sy ciia nudc ndy trén co s qudc tich ngay cé trong trudng hop
mot ngudi trd thanh cong dan Ha Lan chi sau khi da thyc hién hanh vi pham tdi.

Ngoai qudc tich ctia ngudi pham toi nhu quy dinh ctia Cong wdc Budapest,
mot s6 qudc gia ciing quy dinh qudc tich cia nan nhan nhu mot can ct dé xac dinh
thAm quyén tai phan. Chang han, luat hinh sy cia Ha Lan quy dinh rang, Ha Lan ¢
thim quyén tai phan ddi v6i hanh vi pha hoai may tinh hodc gay thiét hai dir liéu dé
chéng lai mot cong dan Ha Lan néu hanh vi d6 thudc pham vi ciia Didu 2 Cong udc
qudc té vé ngin ngira khung bd biang bom hodc Coéng wdc vé ngin nglra tai trg
khung bd; hodc theo quy dinh tai B luat hinh sy Hoa Ky, Hoa Ky c6 tham quyén
tai phan ddi véi cac hanh vi chong lai chinh pha lién bang, vi du, Hoa Ky c6 tham
quyén d6i v6i bat ki ngudi nao ¢b ¥, khong dugc su cho phép ciia co quan c6 tham
quyén, truy cdp bat ki may tinh ndo cta cac co quan cia My (Muc 1030 (a) (3) Piéu
18). Vi nguyén tic ndy, mot qudc gia cé thé yéu cau tham quyén tai phan néu may
tinh cta cong dan qudc gia dang cu tri & nudc ngoai bi anh hudng do hanh vi phat
tan virus.

= Nguyén tic quoc tich ciia tau thuyén, phwong tién bay

Theo quy dinh ctiia Céng udc Budapest, quoc gia s& c6 tham quyén tai phan
ddi véi toi pham cong ngh¢ cao néu hanh vi duoc thue hién trén tau thuyén treo coO
ctia qudc gia hodc phuong tién bay dang ky tai quc gia (Piém b, ¢ Khoan 1 Diéu
22).

Duéi goc d6 1y luan, mot sd hoc gia cho rang thdm quyén phuong tién bay
hodc tau thuyén dugc coi 1 thim quyén canh tranh v6i thAm quyén lanh tho. Trong
thuc tién quan hé qudc té, da phat sinh nhiéu trudng hop xung dot phap luat vé tham
quyén tai phan giita qudc gia, noi phuong tién bay hay tau thuyén dang luu tra véi
qudc gia ma cac phuong tién giao thong ndy mang qudc tich. Pé giai quyét van dé
phap 1y nay cac qudc gia di co su thira nhan chung nguyén tac thAm quyén hdn hop
dé xir 1y, theo d6 qudc gia c6 tham quyén tai phan dbi voi cac hanh vi t6i pham
dugc thyc hién trén phuong tién bay hay tau thuyén 1a qudc gia diang tich cac
phuong tién nay véi diéu kién hanh vi xam pham d6 va hau qua cta n6é khong giy

ra hodc de doa gay ra thiét hai cho an ninh va chu quyén quéc gia sd tai. Néu vuot
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qua gidi han nay, qudc gia noi tau thuyén va phuong tién bay dang luu tra s& co
tham quyén tai phan. Noi dung cia nguyén tic ndy da dugc ghi nhan trong cac diéu
udc qudc té hiru quan ciing nhu luat hang hai va hang khong cia cac qudc gia.
Chrflng han, theo quy dinh cua Cong udc luat bién 1982, néu toi pham cong nghé
cao dugc thyuc hién trén tau thuyén nude ngoai khi con tau dang di qua lanh hai cia
qudc gia ven bién, qudc gia ma tau mang co s& thuc hién thim quyén tai phan doi
v6i hanh vi vi pham trir cac trudong hop sau, tham quyén tai phan s& thudc vé qubc
gia ven bién, bao gdm: (i) Hau qua cta hanh vi vi pham mé rong dén qudc gia ven
bién; (i) Hanh vi vi pham de doa dén hoa binh cua quéc gia ven bién hodc an ninh,
trat tu trong lanh hai; (iii) Thuyén truong hodc vién chtic ngoai giao, lanh sy cua
qudc gia ma tau mang co yéu cau hd trg (Khoan 1 Piéu 27).

Trong trudng hop tau thuyén hay phuong tién bay dang van hanh trén céc
ving lanh thd quéc té thi thAm quyén tau thuyén hay phuong tién bay sé& 1a tham
quyén duy nhat duoc ap dung, ngoai trir cac ngoai 1& duoc qui dinh.

Ngoai nhitng nguyén tic phd bién nhu trén, nguyén tic tham quyén phd quat
madc du khong dugc ghi nhéan trong Cong udc Budapest nhung cling dugc quy dinh
trong luat hinh sy ciia mot s6 qubc gia dé xac dinh tham quyén tai phan dbi voi mot
s6 loai hinh toi pham cong ngh¢ cao cu thé, nhu truong hop cua Bi va Puc, hai
qudc gia ndy thira nhan nguyén tac thAm quyén phd quat d6i voi hanh vi khiéu dam
tré em.

Dbi v6i toi pham cong nghé cao, hoan toan c6 thé xay ra tinh trang xung dot
thAm quyén tai phan, tic 1a tinh trang nhidu hon mét qudc gia déu tuyén bd thuc
hién thim quyén tai phan hinh sy d6i voi cung mot hanh vi téi pham cong nghé cao.
Xuat phét tir ddc diém cta loai t6i pham nay, ngudi pham toi c¢6 thé thyc hién hanh
vi théng qua cac khong gian 4o trai rong trén mot sé hodc hang chuc qudc gia ma
khong tiép xic gan véi cac doi twong cu thé va hau qua cta hanh vi pham toi 16n
hon nhiéu so véi cac loai toi pham khac. Chéng han, mot cong dan Ha Lan sir dung
may tinh tai Bi & xdm nhap mot méy tinh ¢ Utah, trong trudng hop nay, it nhat Ha
Lan, Bi va Utah déu c6 thé tuyén bd thuc hién tham quyén tai phan d6i v6i hanh vi
nay, dac biét néu ngudi pham toi tién hanh truyén di liéu thong qua lanh thd cua
Singapore hay My thi cac qudc gia nay ciing c6 thé tuyén bd thuc hién tham quyén
tai phan. Trén thyc té, d6i voi truong hop virus “love bug” hay “Blaster worm”,
nhiéu qudc gia da cung tuyén bd tham quyén tai phan trén co so tac dong cia nhiing
virus ndy dén cac qudc gia trén hay truong hop mot website ding ky tai bang

Wyoming (M¥) truyén dan nhiing hinh anh, clip khiéu dam tré em trén mot sd
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website tai Bi, Dirc, ngoai tuyén bd tham quyén tai phan ctia ba qubc gia nay trén co
s0 hanh vi vi pham thyc hi¢n trén lanh thd nudc minh, mot sb quéc gia chau Au
khac ciing tuyén bd thim quyén tai phan véi hanh vi trén vé6i 1y do, website da
khuyén khich, trg gitp cho cac hanh vi pham t6i lién quan dén khiéu dam tré em tai
nhitng qudc gia d6. Cong wdc Budapest ciing nhu cac didu udc vé toi pham cong
nghé cao déu khong c6 quy dinh giai quyét truc tiép van dé xung dot tham quyén tai
phan nay. Cong udc Budapest chi dwa ra mot quy dinh mang tinh nguyén tic “Khi
¢6 nhiéu hon mét quéc gia déu dwa ra yéu cau tham quyén tai phan trén co sé phi
hop véi Cong wéc nay, cdc bén lién quan sé, khi thich hop, tham van nham muc
dich xdc dinh tham quyén tai phan thich hop nhat dé khéi t6” (Khoan 5 Piéu 22).
Tuy nhién, Bao céo giai thich ciia Cong udc lai ghi nhan rang, tham van khong phai
1a nghia vu. Theo d6, “néu mot qudc gia thanh vién cho rang tham van khéng can
thiét, vi du qudc gia thanh vién d6 nhan duoc xac nhan rang qudc gia thanh vién
khéac khong cé ké hoach tién hanh tham van, hodc néu mot quéc gia thanh vién cho
rang, tham van c6 thé anh hudng dén qua trinh diéu tra, khoi t6 cta ho, qubc gia
thanh vién d6 co thé tri hodn hodc huy bo viéc tham van”.”> Mat khac, dén nay, ca
trén phuong dién 1y luan ciing nhu phap 1y, chua c¢6 quy tic dé xac dinh thé nao la
“thim quyén tai phan thich hop nhat”. Néi cach khac, khong cé thi bac wu tién giira
cac nguyén tic xac dinh thdm quyén tai phan. Piéu nay din dén thuc té, trong
trudng hop co tranh chap phat sinh giita cac qudc gia lién quan dén tham quyén tai
phan, khong c6 nhiing quy tic thong nhat dé giai quyét tranh chap nay. Do do, viéc
xac dinh tham quyén tai phan thudc vé qudc gia nao, phu thudc phan Ién vao co
quan giai quyét tranh chap.

3.6. Thye tién thue hi¢n phap luit quoc té trong hop tic dau tranh, phong
chdng tdi pham cong nghé cao ciia mot sé6 quoc gia

3.6.1. Cong hoa Lién bang Dirc

Cong hoa Lién bang Ptic da phé chuan Cong udc Budapest vao nam 2009 va
cling da tién hanh stra d6i BO luat Hinh sy ngay sau khi phé chuin Cong wdc™.
Theo d6, BO luat Hinh su cuia Pac bao gém tat ca cac diéu khoan tuong ddi toan

dién va tuwong thich véi quy dinh co ban ciia Cong wdc vé toi pham may tinh va toi

> Xem: Explanatory Report to the Convention on Cybercrime (Béo céo giai thich ciia Cong udc
Budapest)

*® Chart of signatures and ratifications of Treaty 185 - Convention on Cybercrime, xem tai:
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/1 85/signatures?desktop=true
(truy cap lan cudi ngay 03/6/2021)
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pham mang’’. Tuwong tu nhu vay, Bo luat T tung hinh sy ctia nudc nay ciing dé cap
dén hau hét cac quyén t tung co lién quan d3 dugc néu trong Cong ude, tuy nhién
c6 loai trir mot sd diéu khoan (s€ duoc dé cap O cac phén tiép theo).

Vi viéc thyc hién nghia vu ddi véi quéc gia thanh vién trong viéc hinh sy hoa
hanh vi pham tdi va nghia vy hoan thién h¢ théng phép luat quéc gia, BO luat Hinh
su e tai cac diéu khoan tir Biéu 202 dén Diéu 206 quy dinh cac hanh vi pham toi
dugc tao ra do vi pham quyén riéng tu thong qua Lira ddo, gian diép, an cap dir liéu
(data espionage), hanh vi chuan bi dir liéu cho hoat dong gian diép cling nhu cac
hanh vi chuan bi cho hoat dong gian diép. Toi pham mang nhu dugc quy dinh trong
B0 luat Hinh sy Puc lién quan dén mét s6 hanh vi toi pham nhét dinh duoc truyén
ba thong qua viéc st dung cac hé thdng may tinh™®.

Tai Diéu 303b quy dinh vé& hanh vi pha hoai hé¢ théng may tinh va cac chuong
trinh phdn mém may tinh (computer sabotage). Theo quy dinh nay, bat ky ai can
thi€p vao cac hoat dong xur ly dir li€u béng cach xo0a, ngan chan, hién thj dit liéu
khong sir dung dugc hodc thay d6i hodc bang cach nhap hodc truyén dir lidu véi v
dinh gay thiét hai cho ngudi khéc s€ phai chiu hinh phat tién hodc hinh phat tu 1én
dén ba nim™. Piéu twong ty ciing 4p dung cho viéc pha huay, 1am héng, 1am cho
khong str dung duogc, loai bo hodc thay ddi hé théng xu 1y dir liéu hodc phuong tién
truyén dir liéu. Ngoai ra BO luat nay con quy dinh cac hanh vi khuyén khich pham
t6i nghiém trong de doa toan ven lanh thd, phan phdi, mua lai va so hitu cac tai lidu
khiéu dam, cac budi biéu dién thong qua phat song,”’ danh chian dit lidu (data
interception),61 rinh rap, gian l1an, pha hoai, td chirc va tham gia danh bac bat hop
phdp cling nhu vi pham bi mat thong tin cd nhan va vi pham bi mat chinh thic
(breach of official secrets).*

Tinh dén nay Cong hoa Duc da ban hanh mot sb lugng kha 16n van ban luat
phap lién quan trong linh vyc an ninh thong tin, bao gdm vin ban duoc ban hanh &
cép dd Luat, Pao luat. Pao luat chinh lién quan dén an ninh mang ¢ Ptrc 1a Pao luat

An ninh mang (/7-Sicherheitsgesetz) chinh thuc ¢ hi€u luc vao ngay 25 thang 7

" German Criminal Code - “Strafgesetzbuch” (StGB), xem tai: https://www.gesetze-im-

internet.de/englisch_stgb/ (truy cép lan cudi ngay 02/6/2020)

%% Section 202-206 of the German Criminal Code, xem tai: https://www.gesetze-im-
internet.de/englisch_stgb/ (truy cép lan cudi ngay 02/6/2020)

% Section 303 of the German Criminal Code, xem tai: https://www.gesetze-im-
internet.de/englisch_stgb/ (truy cép lan cudi ngay 02/6/2020)

% German Criminal Code (note above) Sect 184.
%' German Criminal Code (note above) Sect 202b.
62 German Criminal Code (note above) Chap 15.
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nam 2015. Ngoai ra, Puc cling da sua ddi mot sd dao luat, dic biét 13 Pao luat
Truyén thong coéng nghé Telemedia(Telemediengesetz), Pao luat Vién thong
(Telekommunikationsgesetz), Quy dinh bao v¢ dir li€u chung cia EU (Datenschutz-
Grundverordnung), Pao luat Bao v¢ dir li¢u lién Bang (Bundesdatenschutzgesetz)
va Pao luat Van phong lién Bang vé bao mat thong tin (Gesetz uber das Bundesamt
fur Sicherheit in der Informationstechnik). Bén canh d6, nhitng quy dinh cu thé cua
linh vyc bao da an toan an ninh mang duoc diéu chinh bsi Pao luat vé Ngéan hang
(Kreditwesengesetz) va Pao luat lién quan dén linh vuc giao dich ching khoan
(Wertpapierhandelsgesetz)®™.. Phap luat vé an ninh mang cua Puc nhim budc cac
nha khai thac co sé ha ting quan trong cung cap bao mat CNTT tét hon va bao cdo
vé céc i ro cling nhu cac mdi de doa c6 nguy co hién hiru, dic biét trong bdi canh
cac cudc tAn cong mang dién ra lién tiép trén pham vi toan cau gan day.

Pao ludt Vin phong lién Bang vé Bao mat thong tin (BSI) quy dinh cac nghia
vu cu thé d6i nguoi van hanh, khai thac cac san pham, dich vu thiét yéu vé bao mat
cong nghé thong tin dugc dé cap trong Dao luat*, bao gém tat ca cac phuong ti¢n
k¥ thuat dé xtr Iy hodc truyén tai thong tin phai:

- Thyc hién cac bién phap phong ngira vé to chirc va ky thuat thich hop dé
tranh 1am gian doan tinh kha dung, tinh toan ven, tinh x4c thyuc va tinh bao mat cua
cac hé thong cong nghé thong tin, hodc bat ky thanh phan hay quy trinh ndo gan lién
v6i chire ning clia cac co so ha tang quan trong;

- Chimg minh sy tuan thil cac yéu cdu ctia Vin phong lién bang vé Bao mat
thong tin bang cac phuong phap kiém tra, danh gia hoic chimg nhan bao mat it nhat
hai naim mot 1an d6i voi Vian phong lién bang vé Bao mat thong tin;

- Chi dinh m6t ddu mdi lién hé véi Vian phong lién bang vé Bao mat thong tin
trong vong sau thang, phai sin sang 24/7; va

- B4o cao ngay cac su cb cho Vin phong lién bang vé Bao mat thong tin qua

nguoi lién hé

% Germany enacts IT-Security Act, xem tai:
https://www.twobirds.com/en/news/articles/2015/germany/july/germany-enacts-it-security-act, truy
cap lan cudi ngay 22/6/2020

 Act on the Federal office for Information Security (BSI Act — BSIG), xem tai:
https://www.gesetze-im-internet.de/englisch_bsig/englisch bsig.html (truy cap lan cudi ngay
02/6/2020)
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Vé tha tuc tb tung, truy td cac hanh vi pham t0i cong nghé cao, dugc quy dinh
trong B luat T tung hinh sy Duc (StPO).65 Céac cudc diéu tra toi pham s€ do canh
sat dam nhiém hodc theo yéu cau cta co quan cong t6. Canh sat ¢6 nghia vu thuc
hién yéu cau do, co quan cong td chju trach nhiém vé viéc thuc hién thu tuc hinh su.
Céc bién phap té tung/cudng ché duoc xac dinh boi Cong udc Budapest duoc quy
dinh trong StPO va do d6 co thé ap dung cho céc cudc diéu tra cia co quan thyc thi
phap luat bBuc ddi vé6i bat ky t6i pham nao thudc tham quyén cua ho, nhu duoc quy
dinh trong Piéu 14 Coéng udc Budapest. Tuy nhién, cic bién phap so bd theo Cong
wéc Budapest (Didu 16 va 17) khong duge quy dinh trong StPO, vi khai niém thu
gilr dir liéu may tinh, bao gém ca viéc tiét 10 dir lidu, duoc thue hién béng cach ap
dung khai ni¢m thu gitr nguoi mang dir li¢u lién quan, nhu dugc quy dinh cho cac
d6 vat dé 1am chimg cir tai Piéu 94 cia StPO®.

Trong linh vyc tuong trg tu phap hinh sy, Ptc ¢6 thé cung cap, hd trg phap 1y
dya trén hai can ct: mét hi¢p udc/cong udc hodc trén co sé khong cod diéu uéc (co
di c6 lai). Véi didu kién c6t 16i 14 cac nguyén tac co ban ctia luat phap Pirc khong bi
vi pham. Luat phap qudc gia ctia Ptc cho phép, trén co sé nguyén tic co di co lai,
c6 thé thuc hién cac yéu cu twong tro tu phap trong twong lai ma khong co thoa
thuan song phuong hoac da phuong da dugc thuc hién theo luat phap quéc 6 Vén
dé tuong tro tu phap ndy ap dung cho: yéu cau kiém tra nguoi 1am ching, yéu ciu
thu giit va giao ndp tai lidu, yéu cau cung cap thong tin, yéu cau cung cap hd so, yéu
cau thu giir va giao ndp tién, cling nhu yéu cau dan do, yéu cau qua canh va yéu cau
tiép quan viéc thi hanh 4an. Néu twong tro tu phap khong thuéc pham vi diéu chinh
cua mot hi¢p dinh quéc té thi viéc hd trg s& dua trén Luat hd tro phap ly quéc té
trong cac van dé hinh su (IRG) cua Bic nam 1982 (dac biét 1a thuc hién theo cac
Diéu 59-67a ctia IRG)®™. Cac yéu cdu tir cic nha chirc trach nudc ngoai phai tudn
theo cac yéu cau vé thi tuc trong tu nhu cac yéu cau ap dung cho mét cude diéu tra
hinh sy cia PBuc. Tuong tu, trong van dé dan do toi pham; chuyén giao nguoi bi két

an, Luat hd trg phap 1y qudc té trong cac van dé hinh su quy dinh: “Trong chirng

% German Code of Criminal Procedure, xem tai: https://www.gesetze-im-internet.de/englisch stpo/

(truy cép lan cudi ngay 02/6/2020)
% Section 94 of German Code of Criminal Procedure, xem tai: https://www.gesetze-im-

internet.de/englisch_stpo/ (truy cép lan cudi ngay 02/6/2020)
%7 Section 76, Act on International Mutual Assistance in Criminal Matters, xem tai:

http://www.gesetze-im-internet.de/englisch_irg/ (truy cép lan cudi ngay 03/6/2020)

58 Act on International Mutual Assistance in Criminal Matters, xem tai: http://www.gesetze-im-
internet.de/englisch_irg/ (truy cap lan cudi ngay 03/6/2020)
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muec cdc hiép dinh da tré thanh ludt dp dung truc tiép trong nude, cdc quy dinh ciia
cdc hiép dinh theo ludt quéc té s& duoc wu tién hon cdc quy dinh cua Dao ludt nay”.
Tuy nhién, luat nay yéu ciu diéu kién dan do va thi hanh an, d6 13 nguyén tic “dinh
danh kép”, c6 nghia “viéc dan d6 chi dugc cho phép néu hanh vi pham toi ciing 13
hanh vi trai phap luat Puc dap tmg cac yéu té ctia diéu khoan hinh sy hoic néu n6
cAu thanh mét hanh vi twong ty nhu vay” va “dan d6 vi myc dich truy td chi duoc
phép néu hanh vi pham toi bi trimg phat theo luat ctia Pirc tudc doat ty do t6i thicu

%% Nhu vay, c6 thé thiy cac quy dinh vé twong tro tu phap hinh su, dan do

1 nam
t6i pham hay chuyén giao ngudi bi két 4n ctia Pire kha tuwong thich véi quy dinh cua
cac Cong ude qudc té, dic biét 1a Cong wéc Budapest, Cong udc chau Au vé dan
dg, Cong udc Palermo...

V& viéc phan dinh thdm quyén tai phan d6i véi toi pham cong nghé cao, viéc
ap dung cac quy dinh ctia phap luat Pic dé truy td cac hanh vi pham t6i phu thudc
vao “noi thuc hién hanh vi pham t9i”. Theo Diéu 9 B luat hinh sy Dtc, mot hanh
vi pham t6i dugc coi 1a da dugc thuc hién & mdt noi ma ngudi pham toi da hanh
dong hoac noi ma hau qua xay ra theo y dinh cua nguoi pham t6i. Do do, cac hanh
vi pham t0i cong nghé cao sé dugc ap dung néu ngudi pham toi thuc hién trén lanh
thd nudc Puic va trong truong hop hanh vi pham t6i anh huong dén hé thong CNTT
duoc dat hodc su dung cho céc dich vu dugc cung cép tai Plrc noi ngudi pham toi
thuc hién ngoai lanh thé Puc. Piéu 5 Bo luat nay quy dinh khdng bdt civ ludt nao
duwoc ap dung tai noi xdy ra hanh vi vi pham bi mat kinh doanh hoac bi mat thuong
mai ciia mot doanh nghiép thuc té nam trong pham vi lanh tho cta quy ché nay hoic
cua mot doanh nghiép c6 tru s¢ & nudc ngoai.

Tom lai, cac dao ludt vé an ninh mang ctia Ptrc di c6 nhitng quy dinh cu thé
cac diéu kién vé bao dam céc tiéu chuin an ninh mang d6i véi cac san pham, dich
vu mang thiét yéu; quy dinh vé trach nhiém béo vé va cac hoat dong bao mat, bao
vé hé thdng thong tin quan trong vé an ninh quéc gia; quy dinh vé quyén va trach
nhiém phap 1y cho cac doanh nghiép luu trit web va nha cung cap truy cép cho céc
vi pham ban quyén xay ra trén hé thong cuia ho... Nhin chung, luat phap vé van dé
hop tac dau tranh phong chdng toi pham trong linh vuc cong nghé thong tin & Dirc
phu hop véi nhiing tiéu chuan qudc té trong linh vuc nay, dic biét 1a Cong wdc
Budapest nam 2001.

% Section 3(1),(2), Act on International Mutual Assistance in Criminal Matters
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3.6.2. Hoa Ky

Phép luat Hoa Ky tir 1au da duoc biét dén 13 mot trong nhitng hé thong phap
luat toan dién, lau doi va hi€u qua nhét trén thé gidi vé bao toan an ninh mang cling
nhu hop tdc phong ngtra t0i pham cong nghé cao. Trén ca binh di¢n phap ly va thuc
tién, Hoa Ky luén x4c dinh mdi de doa vé an ninh mang la mdi de doa hang dau dbi
v6i an ninh quéc gia. Chinh vi vdy, trong Luat An ninh noi dia Hoa Ky (2002) quy
dinh: Nguy co an ninh mang la cdc méi de doa va 16 hong ciia théng tin hodc cdc hé
thong théong tin va bat ky hdu quda lién quan ndo bi gdy ra béi hodc la két qua ciia
viéc truy cdp trdi phép, sir dung, tiét 16, lam suy gidm, gidn doan, chinh sira hodc
phd hoqi cdc théng tin hodc cdc hé thong thong tin nay, bao gom hdu qud lién quan
béi cdc hanh vi tianc c¢éng va/hodc khiing bé mang; khéng bao gom bdt ky hanh
dong nao chi lién quan dén viéc vi pham diéu khoan hodc théa thudn hop d&ng VO
khdch hang”. Pao luat ciing dd thanh 1ap thiét ché co tén goi “Bo An ninh ndi dia
Hoa Ky” (DHS), v6i thim quyén hoat dong nhu mot bo phan diéu hanh tdi cao van
dé an ninh mang ctia Hoa Ky. Nhiém vu chinh cta co quan nay 1a ngin chin cac
cudc tin cong khing bd, giam thiéu nguy co vil trang va phi vil trang d6i v6i qubc
gia, giam thiéu thiét hai tir cic cudc tin cong va ting kha nang phuc hdi qudc gia.

Khi phat hi¢n nguy co de doa an ninh mang, Diéu 105 Pao luit chia sé thong
tin an ninh mang (Cybersecurity Information Sharing Act - CISA) "' cia My quy
dinh vé bao céo ddi véi cac nguy co de doa an ninh mang. Theo do, bao céo nay
phai duoc dé¢ trinh 1én Uy ban Tinh bao Thuong vién (Select Committee on
Intelligence of the Senate) va Uy ban Tinh bdo Ha vién (Permanent Select
Committee on Intelligence of the House)'>. Pao luat nay dugc thiét ké nhdm hai
muc dich chinh: Thir nhét, chia sé thong tin vé cac mdi de doa an ninh mang, bao
g6m ca viéc thyc hién cac bién phap bao v¢ trén h¢ théng riéng cua cac cong ty san
xudt va khai thac cong ngh¢; Thir hai, khuyén khich viéc chia sé thong tin vé mbi de
doa an ninh mang giita Chinh pha My va céc cong ty, tap doan cong nghé. Co thé

thay rang, CISA hién nay vira 14 cong cu quan trong nhung ciing vira 1a co so phdi

" Homeland Security Act of 2002, xem tai: https://www.dhs.gov/homeland-security-act-2002 (truy
cap lan cudi ngay 03/6/2020)

' Section 105(c)(1)(B), Cybersecurity Information Sharing Act 2015, xem tai:
https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20Information%20Sharing%?2
0Act%2001%202015.pdf (truy cap lan cudi ngay 03/6/2020)

72 Report of Congress: https://www.congress.gov/114/crpt/srpt32/CRPT-114srpt32.pdf (truy cap
lan cudi ngay 03/6/2020)
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hop gitta Chinh phu My va céc tap doan cong nghé trong vi¢c bao v€ nhiing co so
ha tang thong tin quan trong clia nudc nay.

Luat vé Lam dung va Gian 1an may tinh (Computer Fraud and Abuse Act -
CFAA) 1a cong cu cha dao trong cong tac ddu tranh, truy t6 va trimg tri toi pham
cong nghé cao v4i day du cac ché tai vé hinh su va dan sy. CFAA nghiém cam viéc
c¢d y truy cap trai phép (Hacking) vao mot mdy tinh ma khong c6 sy cho phép hoic
vuot quéa su cho phép, 1am hong may tinh do ¢ y hodc vuot qua sy cho phép; budn
ban mat khau; truyén cac mdi de doa, cu thé 1a cac mdi de doa lam hong may tinh
duogc bao vé va cac mdi de doa léy cép thong tin hodc xam pham tinh bao mat cta
thong tin; tong tién lién quan dén nhu cau vé tién bac hodc tai san. Tuy theo toi
danh cu thé ma hinh phat c6 thé tr 01 ndm dén 20 nam tu.”” Bén canh d6 luat nay
con quy dinh cac hanh vi pham tdi cong nghé cao khac nhu tan cong DOS - ¢b ¥
gdy thiét hai thong qua viéc truyén tai, bi phat ti 1én dén 10 nim’*; lira ddo hodc
gian 1an c6 thé bi phat ti 1én dén 20 nim”’; lay nhiém cac phan mém doc hai giy
thiét hai bi phat tu 1én dén 10 nam’®; trom ca‘ip danh tinh hodc gian lan danh tinh"’;
liy cip thong tin dién tir;’® bat ky hoat dong nao khac anh hudng x4u hodc de doa
dén an ninh, tinh bao mat, tinh toan ven hodc tinh kha dung cua h¢ théng cong nghé¢
thong tin, co so ha tﬁng, mang truyén thong, thiét bi hodc dit liéu dién ti”’...

Bén canh d6, mot s6 van ban phap luat khac c6 lién quan nhu Luat bao vé
thong tin lién lac dién tu (Electronic Communications protection Act - ECPA) cling
cung cap bo sung thém céac bién phap bao vé thong tin lién lac trong qua trinh luu
trit va chuyén tiép. Mot dao luat phai sinh khac cia ECPA 1a Luét Luu trit Truyén
thong (Stored Communications Act - SCA) quy dinh viéc co tinh truy cap ma khong
dugc phép (hodc vuot qua quyén truy cap dugc phép) 12 hanh vi vi pham hinh sy
ddi véi co s6 cung cép dich vu lién lac dién tir, c6 thé bao g@)m nha cung cép dich
vu email hodc nguoi st dung lao dong cung cdp dia chi email cho nhan vién cia

minh. Cac hanh vi vi pham c6 thé bi phat tu tir 01 ndm néu vi pham 1an dau hoic 1én

18 U.S.C. Section 1030, Computer Fraud and Abuse Act, xem tai:
http://its.famu.edu/images/pdfs/ComputerFraud AbuseAct.pdf (truy cép lan cubi ngay 03/6/2020)
™18 U.S.C Section 1030(a)(5)(A), Computer Fraud and Abuse Act

7 18 U.S.C Section 1030(a)(5)(A) hodc 18 U.S.C Section 2702, Computer Fraud and Abuse Act
7018 U.S.C Section 1030(a)(5)(A), Computer Fraud and Abuse Act

718 U.S.C Section 1028, Computer Fraud and Abuse Act

8 18 U.S.C Section 1030(a)(2), Computer Fraud and Abuse Act

™18 U.S.C Section 1030(a)(2) hoic 18 U.S.C Section 2702, Computer Fraud and Abuse Act
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dén 10 nam néu vi pham nhiéu 1an®. Véi viée ¢b v chéan, tiét 10 thong tin lién lac
dién tir khi giao tiép bang miéng hay bat ky thiét bi dién tir nao khac tuyét di bi
ngin cam theo cac quy dinh cua Luat nghe 1én (Wiretap Act), hinh phat cho céc vi
pham c6 thé bao gdm hinh phat ti dén 05 nam.*'

Ngoai cac luat chung cta Lién bang, phap luat Hoa Ky con tao diéu kién cho
ting tiéu bang thong qua nhitng sac luat riéng dé phong, chong toi pham cong nghé
cao trén co s& phu hop voi tinh hinh ciia mdi bang. Py hau hét 1 nhiing vin ban
luat c6 quy dinh chi tiét va cu thé hon so véi luat chung cua Lién bang. Vi dy, New
York nghiém cAm viéc st dung céc cong cu, thiét bi cong ngh¢ cao voi muc dich
truy cdp vao cac tai liéu trong mdy tinh mot cach bat hop phap (xAm pham maéy
tinh), v&i hanh vi vi pham trén c6 thé 4p dung hinh phat 1én dén 04 nam ti hodc cac
hinh phat khac 1én dén 15 nam tu tiry theo mutrc d6 vi pham.®

Trong cac hoat dong tuong tro tu phap, co quan & cip trung uong hoic c6
tham quyén cua nudc ngoai c6 thé yéu cau hd trg tir Hoa Ky trong viéc thu thap
bang chimg cho cac cudc diéu tra hinh sy, truy to va t6 tung lién quan dén t6i pham
cong nghé cao noi riéng va cac loai toi pham khac néi chung. Tét ca cac yéu cau,
cho du d6 14 yéu cau theo hiép udc song phuong hay da phuong, thu yéu cau hd trg
tu phap (yéu cau tir Téa 4n nudc ngoai thong qua kénh ngoai giao) hodc thu yéu ciu
phi hiép udc, s& duoc trinh 1én Vin phong Cac van dé Qudc té cua Phong Hinh sy
ciia B6 Tu phap (OIA) cua Hoa Ky. Theo Hién phap Hoa Ky, cac yéu cau hd trg
phap 1y theo hiép wdc twong trg tu phap duoc thyc hién theo ding cac diéu khoan
ctia hiép wdc va luat phap trong nude ciia Hoa Ky™. Theo d6, quéc gia nay s& tan
tam, thién chi dé nd luc hd trg phap 1y v6i pham vi rong nhét co thé dbi voi cac
qudc gia yéu cau hd tro. Viéc hd tro phap 1y c6 thé duge cung cp ¢ giai doan diéu
tra cia tha tuc t6 tung, vi du nhu cung cap ban sao hd so cia chinh phu hodc cong

ty; thuc hién phong vn nhan chimg; hay cung cip miu chit viét tay...**

%018 U.S.C Section 2702, Stored Communications Act, xem tai:
https://www.law.cornell.edu/uscode/text/18/part-I/chapter-121, truy cap lan cudi ngay 03/6/2020
81 18 U.S.C Section 251 1, Wiretap Act, xem tai:https://www.law.cornell.edu/uscode/text/18/2515,
truy cap lan cudi ngay 03/6/2020

8 Section 156.10, 156.05, 156.20, New York Penal Law,
https://www.nysenate.gov/legislation/laws/PEN/P3TJA156, truy cép lan cubi ngay 03/6/2020

83 Title 28 Section 3512 va Section 1782, United States Code, xem tai:
https://www.law.cornell.edu/uscode/text/28, truy cap lan cubi ngay 04/6/2020

% Title 28 Section 1733, United States Code
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Trong van dé dan d¢ toi pham néi chung trong d6 co t6i pham céng nghé cao,
Hoa Ky hién c6 hiép wdc dan d6 voi hon 100 qubc gia®, hau hét déu 1a cac hiép udc
trén co s¢ “dinh danh kép”, ddi voi cac hanh vi déu bi coi la toi pham ¢ hai quéc
gia. Nhin chung, theo luat ciia Hoa Ky, din d6 chi ¢ thé dugc thuc hién trén co s&
mot hiép ude, tuy nhién, Hoa Ky vin ¢ thé dan d6 dua trén nguyén tic “co di co
lai” néu qubc gia nudc ngoai da dan do cho Hoa Ky trong qua khir hodc thyc hién
yéu cau dan d6 trong twong lai trong trudng hop khong co hiép uéc™. Dan d6 toi
pham con c6 thé duge thuc hién thong qua kénh ngoai giao, thuong 1a tir Pai st
quan ctia qubc gia nudc ngoai & Washington dén Bo Ngoai giao va dugc thuc hién
theo dung trinh tu thu tuc duoc quy dinh tai Piéu 3190 Tiéu dé 18 cua Hién phap
Hoa Ky. Tuong trg tu phap hinh sy, ddn d6 t6i pham hay chuyén giao nguoi bi két
an lién quan dén toi pham cong nghé cao con dugc thuc hién trén co s¢ Cong udc
Budapest, boi cong wdc nay cung cdp mot kim chi nam dé Hoa Ky xay dung va hai
hoa héa mot cach toan dién ludt phap qudc gia vé t6i pham mang, dong thoi day
cling 1a thoa thuan hop tac khu vuc rang budc vé toi pham mang ma Hoa Ky da
tham gia 1 thanh vién.*’” Bén canh d6, Cong wdc Palermo ciing 1a mét co ché rang
budc phéap 1y khac khi ma Hoa Ky 13 thanh vién ké tir khi duwoc phé chuin vao nim
2005. Mic du Cong udce nay nham ngin ngira va phong chdng tdi pham co t6 chirc
xuyén qudc gia, nhung chinh phu Hoa Ky da cho rang cac diéu khoan cta né déi
khi c6 thé duoc str dung dé tao diéu kién hop tic trong cac truong hop tdi pham
mang.®®

Nhu vay, Luat An ninh mang cia Hoa Ky tdn tai va duoc thiét ké kép & ca cép
do lién bang va tig tiéu bang. Bén canh nhiing yéu cdu chung ciia phap luat lién
bang, tung tiéu bang dugc tao diéu kién dé dat ra nhitng quy dinh cu thé va chi tiét
hon, dép tng sat véi tinh hinh tai dia phuwong. Nhin chung, phap luat vé an ninh
mang cua Hoa Ky duogc dénh gia rat toan dién va d@)ng bd, c6 do tuong thich cao
d6i vai cac tidu chuan qudc té, dic biét 1a cac quy dinh trong Cong wdc Budapest vé
t6i pham mang. V& thuc tién, phap ludt vé an ninh mang ciia Hoa Ky hién dam bao

8 Treaties and agreements, U.S. Department of State, xem tai: https://www.state.gov/2019-
TIAS/?results=1000, truy cap lan cudi ngay 03/6/2020

% Title 18 Section 3184

¥ Chart of signatures and ratifications of Treaty 185 - Convention on Cybercrime, xem tai:
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185/signatures?desktop=true,
truy cap lan cudi ngay 03/6/2020

% US Global Cybercrime Cooperation: A Brief Explainer, xem tai:
https://www.thirdway.org/memo/us-global-cybercrime-cooperation-a-brief-explainer, truy cép lan
cubi ngay 04/6/2020
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t6t vai tro 1a cong cu phap 1y trong hop tic d4u tranh, phong chong t6i pham cong
nghé cao, gop phan quan trong vao viéc bao vé quyén loi ctia ¢4 nhan, to chuc ciing
nhu co so ha tang cong nghé quan trong ctia qudc gia va duy tri duoc an toan an
ninh mang.

3.6.3. Nhdt Bdn

An ninh mang néi chung va van dé ngan chan toi pham trén khong gian mang
no6i riéng di va dang tro thanh mot van dé pho bién & Nhat Ban; c6 thé coi day 1a
mot trong nhitng mbi de doa hang dau d6i voi an ninh cua qubc gia ndy. Vao thang
11 ndm 2001, chinh phu Nhat Ban da ky tham gia Céng uwdc Budapest vé toi pham
mang ctia Uy hoi chdu Au. Ngay sau khi ky, tir ndm 2004 dén 2006, Chinh phu
Nhat Ban di dé trinh ba dy luat 1én Qudc hoi dé phé chuin Coéng ude. Tuy nhién, ca
ba du luat déu da bi bii bo trong qua trinh nay vi nhiéu 1y do khach quan.*” Phai
mét téi hon 10 ndm sau d6, mot du luét cudi cung da duogc Quéc héi thong qua va
dan dén viéc phé chuan Coéng wéc vao ngdy 3 thang 7 nim 2012.°° Theo d6, Nhat
Ban da tién hanh sira doi Bo luat Hinh sy va Bo luat T tung hinh sy dé tang tinh
tuong thich trong viéc diéu chinh pht hop voi cac quy dinh ctia Cong udc
Budapest. Cung véi do, Nhat Ban da ban hanh Ludt bdao v¢ thong tin cd nhan
(Personal Information Protection Act) nam 2003 dé bao vé dir liéu, thong tin ca
nhan va cac dang thuc danh tinh khac. Dac biét, Luat co ban vé An ninh mang cua
Nhat Ban (2014) con mé rong viéc quy dinh xay dung céac tiéu chudn chung vé céc
bién phap dam bao an toan an ninh mang cho cac co quan hanh chinh qudc gia va
cac to chire lién quan. Hién tai, Nhat Ban ciing c6 cac dao luat khéac cling c6 quy
dinh lién quan dén t6i pham cong nghé cao nhu Bo ludt Hinh sy Nhat Ban®' (Penal
Code), Luat chong canh tranh khong cong bang (Unfair Competition Prevention
Act), Luat cAm truy cap may tinh trai phép (Act on the Prohibition of Unauthorised

% Cyberdefense Report, Japan’s National Cybersecurity and Defense Posture, xem tai:
https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-
studies/pdfs/Cyber-Reports-2020-08-Japans-national-cybersecurity-defense-posture.pdf (truy cap
lan cudi ngay 03/06/2020)

% Chart of signatures and ratifications of Treaty 185 - Convention on Cybercrime, xem tai:

https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/1 85/signatures?desktop=true
(truy cap lan cudi ngay 03/6/2020)

*! Penal Code, xem tai:
http://www.japaneselawtranslation.go.jp/law/detail/?id=3581&vm=04&re=01, (truy cap lan cudi
ngay 03/6/2020)
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Computer Access — UCAL)92, Luat ban tra goép (Instalment Sales Act), Luat bao vé
bi mat dugc chi dinh déac biét (Specially Designated Secret Protection Act) va Luat
an ninh x4 hoi va ma s6 thué (Social Security and Tax Number Act 2013). Trén co
sO cac van ban phap luat cua Nhat Ban quy dinh, c6 thé xac dinh mot sd hanh vi
pham tdi cong ngh¢ cao co ban nhu:

- LAy cap dir liéu hay truy cap trai phép (Hacking). UCAL nghiém cdm céc
hanh dong sau: truy cap trai phép (Piéu 3); 1dy ma nhan dang ctia ngudi dung duge
Uy quyén dé thuc hién truy cdp trai phép (Piéu 4); cung cdp ma nhan dang cia
nguoi dung dugc Gy quyén cho bén thir ba khong phai 1a quan trj vién quyén truy
cap hodc ngudi dung dugc ty quyén (Piéu 5); giit ma nhan dang cta ngudi ding
dugc Gy quyén da bi ldy bat hop phap dé thuc hién truy cap trai phép (Piéu 6) va
thuc hién cac hanh khac nham mao danh quan tri vién déng y truy cap vao mi nhan
dang (Biéu 7). Bo luat Hinh sy quy dinh hinh phat chinh cho cac hanh vi trén tai
Piéu 168(2) va Piéu 168(3). Ngoai ra 1a mot sé hinh phat bd sung tai cic Piéu
234(2), 246(2) va 161(2).

- Piéu 7 cia UCAL nghiém cim hanh vi ltra dao (Phishing), trong khi Piéu 4
UCAL c4m bét ky ma nhan dang nao thong qua viéc lira dao. Nguoi nao thu loi bat
chinh bﬁng cach st dung ma s6 nhan dang c6 duogc tur ltra ddo s€ bi phat tu dén 10
nam”.

- V6i hanh vi ldy nhiém hé thong CNTT véi phan mém doc hai bao gém
ransomware (mi doc tong tién), spyware (phin mém gian diép), trojan (mot loai
phan mém éc tinh), worm va virus dugc quy dinh hinh phat gidng voi hanh vi lay
cap dit liéu/ truy cap trai phép. Viéc phan phdi, ban hodc chao ban phan cing, phan
mém hodc cic cong cu khic duge sir dung dé thyc hién t6i pham mang c6 thé bi
phat ti dén 03 ndm hoc bi phat tién 1én dén 500.000 JPY*.

- Bén canh céac hanh vi néu trén, con mot s6 hanh vi khac nhu: sé hitu hodc st
dung phan ctng, phan mém hodc cac cong cu khac duoc sir dung dé thuc hién toi

pham mang”’; danh cip danh tinh hodc gian 1an danh tinh (Computer Fraud)’®; an

%2 Act on the Prohibition of Unauthorised Computer Access , xem tai:
https://www.npa.go.jp/cyber/english/legislation/uca_Tentative.pdf, (truy cap lan cubi ngay
03/6/2020)

% Article 246(2), Penal Code, xem tai:
http://www.japaneselawtranslation.go.jp/law/detail/?id=3581&vm=04&re=01, (truy cap lan cubi
ngay 03/6/2020)

* Article 168(2), Penal Code

% Article 168(3), Penal Code
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cip dién tir’’; hay bat ky hoat dong nao khac anh huéng xau hodc de doa dén an
ninh, bao mat, tinh toan ven hoic tinh kha dung cuia bat ky hé thong CNTT, co s
ha tang, mang truyén thong, thiét bi hodc dit liéu nao™. ..

Nam 2018, Quéc hoi Nhat Ban tiép tuc thong qua du luat stra ddi Luét co ban
vé An ninh mang nim 2014 (Basic Act on Cybersecurity)’”. Theo d0, an ninh mang
dé cap trong Luat stra d6i dugc gin lién véi cac bién phap dé quan 1y dir liéu mot
cach an toan, chéng han nhu ngan chan vi pham bao mat, méat mat hodc hu hong dir
liéu; ddm bao sy an toan va dd tin cay cua hé théng mang thong tin vién
thong'®™... Luét nay ciing di 1am rd trach nhiém cta Chinh phu qudc gia Nhat Ban,
chinh quyén dia phuong va cic to chirc lién quan khac. Giéng véi co ché cua Hoa
Ky, Nhat Ban ciing cho trién khai mot thiét ché chi dao-tham muu co tén goi “Ban
chién lugc an ninh mang” nham muc dich thac déy mot cach hi€u qua va toan di¢n
cac chinh sach an ninh mang. Khong chi dung lai ¢ trach nhiém cua céc co quan
cong quyén, Luat An ninh mang con mé rong trach nhiém ddi véi cac doanh nghiép
c6 trach nhiém trong viéc cai dat, khai thac, thiét 1ap va thic day cac bién phap an
ninh mang phu hop (Piéu 7). Theo d6, Luat dic biét luu y cac thuc thé kinh doanh
lién quan dén khong gian mang, chang han nhu nhimng chi thé lién quan dén viéc
bao tri Internet va cac mang vién thong tién tién khac. Nhitng thyc thé nay khi tién
hanh viéc khai thac va sir dung cong nghé thong tin-vién thong; hodc tham gia vao
hoat dong kinh doanh lién quan dén an ninh mang, phai ddm bao an ninh mang mot
cach tu nguyén va chu dong trong hoat dong kinh doanh cua minh; trach nhiém nay
khong loai trir viéc hop tac v6i cac bién phap vé an ninh mang néu nhu Chinh phu
qudc gia hodc chinh quyén dia phuong c6 yéu cau phdi két hop dé giai quyét cac vu
viéc trong ting trudng hop cu thé'’.

Pbi v6i van dé twong tro tu phap, trén co sd cliia nguyén tac “co di co lai”,

Nhat Ban c6 thé hd trg cung cip bang ching can thiét trong qua trinh diéu tra vu an

% Article 246(2), Penal Code

*7 Article 21, paragraph 1,2; Unfair Competition Prevention Act, xem tai:
https://www.meti.go.jp/english/policy/economy/chizai/chiteki/index.html, (truy cap lan cubi ngay
03/6/2020)

% Article 21; Unfair Competition Prevention Act

% Basic Act on Cybersecurity, xem tai:
http://www.japaneselawtranslation.go.jp/law/detail/?printID=& ft=2 &re=02&dn=1&yo=Basict+Act
+on+Cybersecurity&ia=03 &ph=&x=52&y=22 &ky=&page=1&vm=02, (truy cip lan cudi ngay
03/6/2020)
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Article 2, Basic Act on Cybersecurity

1% Article 7, Basic Act on Cybersecurity
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hinh sy va chuyén giao ngudi bi két 4n khi co yéu cau tir nwdc ngoai theo diing cac
trinh ty thu tuc duoc quy dinh trong Luat HS tro qubc té trong diéu tra cac van dé
lién quan dén t6i pham cong nghé cao ndi riéng va cac loai toi pham khac néi chung
(Dao luét s6 69 nam 1980)'*, va c6 thé thong qua cac kénh ngoai giao néu nhu mot
qudc gia nudc ngoai chua ky hiép dinh twong trg véi Nhat Ban. Piéu nay ciing cho
phép Nhat Ban nhan duoc bang chimg can thiét dé diéu tra mot vu an hinh sy tir
nuéc ngoai mién 1a c6 thé trong pham vi luat phap cia ho. Véi cac yéu cau hd tro
khong dua trén hiép uéc, dua trén quy dinh ctia Luat HO tro quéc té, ngoai nguyén
tdc “co di co lai” thi hoat dong tuong trg can thoa man cac diéu kién sau: viéc hd trg
1a can thiét cho cudc diéu tra toi pham & qudc gia yéu cau; tdi pham khong phai 13
toi pham chinh tri va yéu cau ho tro khong nham muc dich diéu tra hanh vi pham t0i
chinh tri'®’; nguyén tic “dinh danh kép” — hanh vi cau thanh toi dugc yéu cau hd tro
s& cau thanh toi pham theo quy dinh cua phap luat Nhat Ban'®; lién quan dén yéu
cau kiém tra nhan chimg hodc cung cap cac bang chimg, Nhat Ban yéu cau ching
minh rd rang bang vin ban rang bang chimg 13 can thiét cho cudc didu tra'®; va Bo

1% Trong trudng hop dan do

truong Bo Tu phap dong ¥ yéu cau hd trg 1a phi hop
t6i pham, Luat din do ctia Nhat Ban ciing quy dinh cac diéu kién din do tuong tu
nhu diéu kién twong trg tu phap va chuyén giao ngudi bi két an. Tuy nhién, véi
nguyén tic “dinh danh kép”, Nhat Ban khong xem xét yéu cau mot cach “hoi hot”
bang cach so sanh cdu thanh t6i pham cta ca hai nudc ma con c6 thé xem xét thém

cac yéu t6 khac nhu: quéc tich, hinh phat hay noi thyc hién hanh vi pham t6i'"...

12 Section 3 Mutual Legal/Judicial Assistance in Criminal Matters, xem tai:

http://hakusyol.moj.go.jp/en/61/nfm/n 61 2 2 6 3 1.html (truy cap lan cudi ngay 04/6/2020)
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Article 2(1), Act on International Assistance in Investigation and Other Related Matters, xem
tai:https://www.imolin.org/doc/amlid/Japan/Japan Act on International Assistance in Investigati

on_and_Other Related Matters_1980.pdf (truy cap lan cudi ngay 04/6/2020)
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Article 2(2), Act on International Assistance in Investigation and Other Related Matters

195 Article 2(3), Act on International Assistance in Investigation and Other Related Matters

1% Article 3(2), Act on International Assistance in Investigation and Other Related Matters

"7 Piéu 2 Luat din d6 Nhat Ban quy dinh nudc nay c6 thé tir chdi din do trong cac trudng hop:
Khi hanh vi bi yéu cau dan d khéng bi trieng phat bang én tir hinh, hodc ti chung than hodc dn ti
v6i khung hinh phat cao nhdt tir 3 nam hodc trén 3 nam theo quy dinh cia ludt, diéu 1é hodc phdp
lenh cua quéc gia yéu cau; Khi hanh vi cdu thanh t6i pham bi yéu cau dan ds, theo ludt, diéu 1¢
hodc phép lénh ciia Nhit Ban, sé khéng bi tring phat bang dn tr hinh hodc ti chung than kém
hodc khéng kém cwdng birc lao déng hodc dan ti véi khung hinh phat cao nhat tir 3 ndm hodc trén 3
nam néu hanh vi nay da duwoc thyuc hién o Nhdt Ban; Khi hanh vi pham tgi dwoc thue hién tai Nhat
Ban hodc mét toa én ciia Nhdt Ban da tién hanh xét xir hanh vi nay; Khi cd nhédn bi yéu cau dan do
la cong ddan Nhdt Ban...
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Nguyén tic lanh thd 13 nguyén tic hang dau trong cic van dé lién quan dén
viéc phan dinh tham quyén tai phan. Piéu 1 cia Bo luat Hinh su quy dinh réng bo
luat nay s€ ap dung cho bat ¢t c4 nhan nao pham t0i trong lanh thd Nhat Ban, va
diéu khoan nay ciing s& ap dung cho mot ngudi pham tdi trén tau thuyén hodc may
bay ctia Nhat Ban khi ho dang ¢ bén ngoai 1anh thd ciia Nhat Ban. Tuy nhién, véi
cac hanh vi pham tdi cong nghé cao xay ra ngoai pham vi lanh thé Nhat Ban ciing
c6 thé bi ap dung quy dinh phép luat nay; cu thé, Piéu 4-2 cta Bo luat Hinh su quy
dinh rang Bo luat nay ciing s& ap dung ddi v6i nhitng ngudi da vi pham, vuot qua
gidi han lanh thd ciia Nhat Ban, ngay ca khi nhitng tdi pham ngay dugc thuc hién
bén ngoai 1anh tho Nhat Ban.

3.6.4. Mt s6 bai hoc kinh nghiém déi véi Viét Nam

Bén canh viéc déu 1a thanh vién cua Cong udc Budapest, Cong hoa Lién bang
Puc, Nhat Ban, Hoa Ky ciing 13 nhiing qudc gia c6 hé thong phap luat tién tién va
toan dién trong hop tac qudc té phong chong toi pham cong nghé cao ciing nhu van
dé dam bao an toan an ninh mang. Qua mot s6 khia canh phap 1y va thuc tién thuc
hién phap luat qudc té trong hop tac dau tranh, phong chdng t6i pham cong nghé
cao cia & cac qudc gia ndy, co thé dua ra mot s6 nhan dinh:

Thir nhat, cic quéc gia trén déu nhan thirc rd duge tinh chat, mic do nguy
hiém cua toi pham cong nghé cao ddi véi trat tu an toan x3 hoi, an ninh quéc gia va
dic biét 1a van dé hop tac qudc té trong viéc ngin ngira, triét pha va loai bo loai
hinh t6i pham nay. Chinh vi vay, cac qudc gia déudi ban hanh nhiéu dao luat, cac
vin ban c6 lién quan diéu chinh vé toi pham cong nghé cao cin ctr trén nhiing co s&
phap 1y 14 cac cong udc qudc té ma nhitng qudc gia nay di tham gia 1a thanh vién.
Péng thoi, do déu 14 thanh vién ciia Cong wéc Budapest, Cong udc Palermo va mot
sd cong wdc khac co lién quan dén toi pham cong nghé cao nén cac qudc gia déu
dang c6 xu hudng tién hanh thay doi, sira d6i, b sung cac quy dinh cta phap luat
trong nudc dé ting tinh phu hop, twong thich véi cac quy pham ctia Cong wéc khi
thuc hién nghia vy thanh vién ctia minh. Phép luat Nhat Ban da budc dau phan anh
duoc nhiing van dé cua x4 hoi hién dai va bat kip voi céc tiéu chuén, quy dinh quéc
té vé bao vé dir liéu ca nhan, thong tin ca nhan; trong khi d6, M§ chu trong phong
ngira, phat hién nguy co de doa an ninh mang tir sém dé ngin chin triét dé nhiing
tiém an nguy hai dén an ninh qudc gia; con Ptec lai ¢ yéu cau sat sao ddi véi nguoi
sir dung, qua d6 han ché tinh 4n danh cta khong gian mang, nham dé dang quan 1y
va truy soat t6t hon... Bén canh d6, cac qudc gia di thiét 1ap cac co quan dau mbi ¢

cap trung wong mang tinh chi dao-tham muu trong viéc tién hanh xay dung cac quy
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tic, tiéu chuan, quy chuan vé an ninh mang. Toi pham cong nghé cao & cac qudc gia
nay déu dugc cdu thanh tir mot tip hop cua nhiéu dao luat khac nhau, hiu nhu
khong c6 mot lut 1& duy nhét nao c6 thé diéu chinh duoc tit ca moi thir trong linh
vyuc nay.

Thir hai, nhan thic dugc mic do nguy hiém cua toi pham cong ngh¢ cao, ca
ba quéc gia déu xac dinh rd trong tim va danh nhitng sy quan tim dic biét dén cac
ndi dung hop tac qudc té trong dau tranh, phong chong tdi pham cong nghé cao nhur
viéc dap ung nghia vy thanh vién trong hai hoa héa va hoan thién phap luat,van dé
tuwong trg tw phap hinh su, dan d6 toi pham va chuyén giao nguoi bi két an. Pa phén
cac qudc gia déu quy dinh nhitng ndi dung nay trong timg van ban phap luat chuyén
nganh cu thé nhu Luat Din d6 ciia Nhat Ban; Luat HS tro Quéc té trong Piéu tra va
cac van d¢ lién quan khic cua Nhat Ban;Luat hd trg phép 1y qudc té trong cac van
dé hinh su cta Duc; Hién phap Hoa Ky va mét loat van ban cu thé héa khac di kém
theo... V& nguyén tic chung, cac qudc gia trén déu tién hanh cac hoat dong tuwong
tro tu phap trén co sé quy dinh cua mét cong udc/hi€p dinh hodc trén co s¢ khong
c6 diéu ude; va thuc hién trén co s cac nguyén tic duoc ghi nhan tai cac cong udc
qudc té va thyuc tién thyc hién trén thé gidi trong d6 dic biét luu tim nguyén tac
“dinh danh kép”, nguyén tic “c6 di c6 lai” hay khong dan d6 cong dan nudc minh;
khong dan do toi pham chinh tri. Trén co s& do, cac van dé co ban vé thim quyén,
trinh ty, thu tuc thuc hién hoat dong tuong trg tu phap, dan d6 toi pham hay chuyén
giao nguoi bi két an dugc quy dinh rd rang, cu thé tai luat phéap trong nudc, bao
gdm ca cac quy dinh lién quan dén viéc xdy dung cic yéu cau twong tro tu phép,
dan do hay chuyén giao nguoi bi két an tir Hoa Ky, Nhat Ban, Ptrc va cac quy dinh
vé viée cac qudc gia khac giri yéu cau téi Hoa Ky, Nhat Ban, Prc.

Thur ba, nguyén tac “lanh tho” hay “noi thyc hi¢n hanh vi pham t6i” 1a nhitng
nguyén tic xac dinh thim quyén tai phan phd bién cia cac qudc gia ddi voi toi
pham cong nghé cao. Tir phuong dién hiéu luc theo lanh thé thi cac hanh vi t6 tung
hinh su cia co quan nha nude ¢6 tham quyén chi c6 thé duoc thuc hién trong pham
vi gidi han lanh tho ciia qudc gia. Tuy nhién, trong nhiéu truong hop, hoat dong xét
XU cac vu viéc hinh sy chi ¢6 thé dugc tién hanh binh thudng va dat duoc két qua
néu c6 su thuc hién cac hanh vi td tung hinh sy trén lanh thd cta nude khac. Boi toi
pham cong nghé cao du thuc hién ngoai lanh thd qudc gia nhung lai vn co thé giy
anh hudng dén hé théng CNTT, an toan an ninh mang, xdm pham dén quyén loi
chinh dang cta c4 nhan, t6 chirc ciing nhu cic qubc gia khac. Chinh vi vay, cac

qudc gia déu da c6 nhitng quy dinh cu thé trong phap luat ctia minh nham xac dinh
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thAm quyén tai phan ddi v6i nhitng hanh vi pham t6i cong nghé cao xay ra ngoai
pham vi lanh thd qudc gia, co thé bi ap dung quy dinh phéap luat vé ndi dung va
trinh ty thi tuc xét xir ciia qudc gia.

Twr nhitng nhén dinh, phép luat cua Viét Nam hoan toan co thé dac rat ra mot
s6 kinh nghiém gia tri mang ca tinh tham khao ciing nhu tinh ing dung trong qua
trinh hop tac quéc té dau tranh, phong chdng toi pham cong nghé cao nhu sau:

Thir nhdt, viéc xay dung, ban hanh cac quy dinh cta phap luét trong hop tac
qudc té dau tranh, phong chéng toi pham cong nghé cao va van dé& an ninh mang
clia nudc ta trong giai doan hién nay 1a diéu vo cung cip bach va khan thiét. Pé
thuc hién duoc van dé nay, qua trinh xay dung phap luat cin bam sat cac tiéu chudn
qudc té trong cac van kién phap 1y qudc t& hién hanh dé tao ra sy phu hop, twong
thich v&i cac quy chuan qudc té va bao dam cac diéu kién khi hop tac, hoi nhap
qudc té vé an ninh mang. Viét Nam nén can nhic van détham gia va noi luat hoa
mot s6 quy dinh cia Cong udc Budapest. Pay 1a viée 1am c6 thé giup cho viéc dong
bd hoa hé thong phap luat hién hanh véi cac quy chuan qudc té da duoc thiét 1ap
trong Cong udc tr nghia vu hinh sy hoa cac hanh vi pham tdi trong Iinh vyc an ninh
mang dén cach thirc to chirc bd may, van hanh, hoat dong cong vy, bién phap hop
tac qubc té, trinh ty thu tuc bat giir, x{r 1y tdi pham ciing nhutao ra mdi lién két gitra
cac luat lién quan nhu B0 luat hinh sy 2015, Luat an toan thong tin mang 2015,
Luat Cong nghé thong tin 2006, Luat Giao dich dién to nam 2006....

Thir hai, mac du hién nay Viét Nam da c6 Ludt An ninh mang nam 2018 véi
nhitng quy dinh cu thé nham bao vé hé théng thong tin quan trong ctia qubc gia va
trén khong gian mang. Tuy nhién, nhitng quy dinh cta Luat An ninh mang doi khi
van dua dén nhitng cach hiéu khong thong nhét do van chua hé c6 bat ky mot nghi
dinh hay thong tu huéng dan thi hanh cho luat nay. Chinh vi vy, Viét Nam can
som hoan chinh khung phap 1y can thiét lién quan dén cic hoat dong trén khong
gian mang, trong do dac biét luu tam tdoi van dé ban hanh cac van ban huéng dan
lién quan trong van dé nay.

Thir ba, lién quan dén cac hoat dong twong tro tu phap hinh sy, thuc tién cho
thdy, qua trinh giai quyét cac vu an, vu viéc hinh sy trong nudc phat sinh ngay cang
nhiéu yéu cau hop tic v6i nude ngodi trong viée thuc hién hd tro tu phap vé hinh
su. Qua trinh tuwong tro tu phap hinh sy thudng mat nhiéu thoi gian trong khi viéc
giai quyét cac vu an, vu vi¢c hinh sy phdi tuan thu thoi han, trinh ty tha tuc luat
dinh. Viéc cham co két qua twong tro, két qua tuong trg chua dép ung kip thoi yéu
cau hodc tham chi khong co két qua twong tro di 1am anh huong dén chit luong,
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tién do giai quyét cac vu an, vu viéc hinh sy. Trong khi d6, hién nay, tinh hinh t6i
pham cong nghé cao ngay cang dién ra véi mot tbc d6 nhanh hon, mirc do phuc tap
tinh vi hon. Chinh vi vy, can tang tinh phan hoi nhanh chéng cila cac vin ban phap
luat riéng biét dé diéu chinh kip thoi va ¢ hiéu qua khi tién hanh cac hoat dong hop
tac qudc té dau tranh, phong chdng toi pham cong nghé cao ¢ Viét Nam hién nay.
Thir i, chii dong thuc hién phong, chéng toi pham coéng nghé cao ngay tir
trong an ninh ndi dia va ting cudng chit luong cia cac hoat dong hop tac qudc té
phong, chéng toi pham céng nghé cao. Poi ngii can bd ¢ ning luc chuyén mon,
trinh d0 ngoai ngit, cé kinh nghi¢m, dugc dao tao kién thuec, ky nang cong nghé
chuyén sdu, am hiéu luat phap trong nudc va qudc té 1 yéu té quan trong dé nang
cao chét luong hop tac qubc té dau tranh, phong chdng toi pham cong nghé cao trén
thuc té. Bén canh do, can c6 cac dé an chuyén biét dé dao tao, boi dudng, tap huin
vé phap luat qudc té, vé k¥ thuat nghiép vu chuyén sau dé cip nhat va dap ung sy
thay doi lién tuc trong phuong thirc, tha doan ciing nhu cac cong cu, phuong tién

ngay mat hién dai cia toi pham cong nghé cao.
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TIEU KET CHUONG 3
* % %

Nham tao ra cac khudn khé chung trong hop tic dau tranh, phong chdng toi
pham cong nghé cao, mot sé vin kién phap 1y da dugc xay dung & cac cip do khac
nhau, tir toan cau, khu vuc cho tdi song phwong diéu chinh nhitng van dé lién quan
dén toi pham cong nghé cao. Can clr vao nhitng van ki€n hi¢n co, phap luat quéc té
trong hop tac dau tranh, phong chdng t6i pham cong nghé cao hién nay quy dinh
mot s6 ndi dung dbi véi cac qudc gia hitu quan bao gdm: Thir nhat, phap luat qubc
té quy dinh nghia vu cho cac qubc gia trong viéc hai hoa hoa phap lut ciing nhu
xdy dung va hoan thién co so phap 1y qudc gia cho cac hoat dong dau tranh, phong
chéng t6i pham cong nghé cao; Thir hai, twong tro tu phap hinh su; Thit ba, dan do;
Thir tw, chuyén giao ngudi bi két an va thir nim, phan dinh tham quyén tai phan.
Viéc thyc hién nhitng ndi dung hop tac ndy hoan toan cé thé sir dung bo trg cic
diéu uéc qudc té da phuong hoic song phuong c6 lién quan, trong d6 dic biét 1a
Cong udc Budapest ndm 2001 va Cong udc Palermo nam 2000.

Cung v6i d6, chwong 3 ctia luan 4n ciing d3 danh gia thuc tién thyc hién phap
luat qudc té trong hop tac ddu tranh, phong chdng t6i pham cong nghé cao cua mot
$6 quéc gia. Bén canh sy can nhéc lya chon céc quéc gia ti€u biéu theo tung khu
vuc dia ly, viéc lya chon ca ba quéc gia déu 1a thanh vién cua Cong udc Budapest
gop phan nhin nhan rd nét va thyc té hon viéc thyc hién cac quy dinh ciia phap luat
qudc té trong hop tac dau tranh, phong chdng toi pham cong nghé cao. Tir d6, luan
an ciing rt ra duoc nhimng bai hoc kinh nghiém d6i v6i Viét Nam trong tinh hinh
mai nhu sau:

Thir nhdt, xdy dung, ban hanh cac quy dinh cua phap luét trong hop tac qudc
té ddu tranh, phong chdng toi pham cong nghé cao va van dé an ninh mang cua
nudc ta trong giai doan hién nay. Dé thyc hién dugc van dé nay, qua trinh xay dung
phap luat cin bam sét cac tiéu chuan quc té trong cac vian kién phap 1y qudc té hién
hanh dé tao ra su phu hop, tuong thich véi cac quy chudn qudc té va bao dam cac
diéu kién khi hop tac, hoi nhap quéc té vé an ninh mang. Viét Nam nén can nhéc
van détham gia va ndi luat hoa mot sé quy dinh ctia Cong wéc Budapest.

Thir hai, Viét Nam can sdm hoan chinh khung phap 1y can thiét lién quan dén
cac hoat dong trén khong gian mang, trong d6 dic biét luu tdm t6i van dé ban hanh
cac vin ban hudng din lién quan trong van dé nay.



117

Thir ba, can tang tinh phan hdi nhanh chéng ciia cic van ban phap luat riéng
biét dé diéu chinh kip thoi va c6 hiéu qua khi tién hanh cac hoat dong hop tic qubc
té dau tranh, phong chdng t6i pham cong nghé cao & Viét Nam hién nay.

Thir tu, chii dong thuc hién phong, chéng toi pham cong nghé cao ngay tir
trong an ninh ndi dia va ting cudng chit luong cia cac hoat dong hop tac qudc té

phong, chong toi pham cong nghé cao.
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CHUONG 4
PHAP LUAT VA THU'C TIEN HQP TAC QUOC TE PAU TRANH
PHONG CHONG TQI PHAM CONG NGHE CAO CUA VIET NAM
* % %

4.1. Thye trang phap luit trong hop tic qudc té dau tranh, phong chéng
t0i pham cong nghé cao & Viét Nam

4.1.1. Khdi qudt vé tpi pham cong nghé cao & Viét Nam

4.1.1.1. Tinh hinh toi pham céng nghé cao o Viét Nam

Tinh dén hét nam 2018, Viét Nam da c6 hon 58 triéu nguoi ding Internet néi
chung (chiém 70% dan sd), ty 18 ho gia dinh c6 két ndi Internet tai Viét Nam chiém
47% va hon 36 triéu nguoi sir dung Internet trén cac thiét bi di dong, cao hon mirc
trung binh cia thé gidi, nam trong s6 nhitng qudc gia va ving lanh tho co sé luong
nguoi dung Internet cao nhét chau A'%. Viét Nam hién dang c6 115 tri¢u thué bao
dién thoai di dong, 15 tri¢u thué bao dién thoai cd dinhlog. Su phat trién cua CNTT,
vién thong trong nhitng nim gan diy bén canh nhiing thanh tyu dat dugc thi ciing
tao ra nhitng nguy co khi CNTT tr& thanh mot linh vuc trong diém ma cac ddi
tuong tap trung khai thac, 1gi dung dé thuc hién toi pham.

Céc hanh vi do t6i pham coéng nghé cao thuc hién trén thé gidi hién nay dién
bién rat phirc tap. Vi dic thu cua loai t6i pham nay 1a tinh qudc té va hoi nhap
nhanh, do d6, diéu nay di tac dong manh dén tinh hinh toi pham cong nghé cao
thuc hién tai Viét Nam. Tgi pham cong nghé cao & cac nudc xam nhap vao Viét
Nam rat nhanh, thim chi nhiéu dbi twong nguoi nudc ngoai nhap canh vao Viét
Nam dé td chirc hoat dong t6i pham. Viét Nam da duoc du bao cod thé 1a mot trong
nhitng khu vuc ndéng vé toi pham coéng nghé cao. S6 liéu cua hing bao mat
Symantec cho thdy, Viét Nam hién dang dung thir 11 trén toan cau vé cac hoat dong

Ho, Nhiing hoat dong de doa nhim vao co quan,

de doa tin cong mang (ndm 2018)
doanh nghiép, td chirc tai Viét Nam bao gém, tan cong c6 chu dich, cac mbi de doa

trén thiét bi di dong, phat tdn ma doc, virus va danh cép dir li€u. Cac toi pham cong

'% Bo Thong tin va Truyén théng (2019), Sach tring Cong nghé thong tin va truyén théng VIt

Nam nam 2019, chttps://mic.gov.vn/Upload Moi/FileBaoCao/Sach-Trang2019-Final.pdf (truy cap
lan cudi ngay 19/6/2020).
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Bo Thong tin va Truyén thong (2019), Sach tring Cong nghé thong tin va truyén thong VIét
Nam nam 2019, chttps://mic.gov.vn/Upload Moi/FileBaoCao/Sach-Trang2019-Final.pdf (truy cap
lan cudi ngay 19/6/2020).
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Xem https://www.cybercrimejournal.com/Luongetal Vol131ssue2[JCC2019.pdf (truy cap lan
cubi 20/12/2020)
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nghé cao thuong tap trung tai mot s6 tinh, thanh phé 16n, noi cé sy giao luu hoi tu
ctia nhiéu linh vuc khoa hoc cong nghé, tai chinh ngan hang hoac noi co nhiéu
ngudi nudc ngoai sinh séng...

S6 lwong vu an vé toi pham cong nghé cao dugc phat hi¢n va xu ly cé ty 1€
khong nhiéu so voi céc loai hinh toi pham khac nhung lai c6 sy gia tang rat nhanh
vé s luong. Trong giai doan nim 2010-2014, tong s6 vu va bi céo t6i pham cong
nghé cao 1a 156 vu véi 612 bi cao, véi téng sb tién cac bi cdo chiém doat hon 859 ty
ddéng. Nam 2019, lyc lwong Cong an phat hién 287 vu, 437 dbi twong pham toi, vi
pham phép luat trong linh vyc vién thong, tin hoc (nhiéu hon 3,24% so véi cling ky
nim 2018), trong d6, di khai t6 127 vu, 258 bi can (ting 4,96% sd vu va giam
5,84% bi can so voi cung ky nam 2018)""', dic biét Viét Nam da triét pha nhiéu
duong day toi pham co bac, cd @6 bong da qua mang Internet; t6i pham ngudi nude
ngoai sir dung cong nghé cao tai Viét Nam. Trung binh mdi nim & Viét Nam xdy ra
31 vu 4n véi 122 bi cdo 1a toi pham cong nghé cao, mdi vu an ¢ khoang 4 bi cdo
tham gia va sd tién bi t6i pham cong nghé cao chiém doat méi nam 1a 172 ty

"2 T6i pham cong nghé cao thuong xuyén thay ddi phuong thirc, thu doan

dong
pham t01 nén gay kho khan cho vi¢ce diéu tra, phat hién t0i pham, do d6 nhiing vu
viéc chua bj té gidc cua tdi pham nay 1a rat 16n, mirc d6 nguy hiém va hau qua cia
t6i pham gay ra chua thé thong ké, danh gia duoc mot cach thyc sy chinh xAc.
Phuwong thikc thie hién cia t0i pham cong nghé cao thuong 1a dong pham va
6 td chire chit ché. Trong giai doan 2010 dén 2014, toi pham cong nghé cao duoc
thuc hién dudi hinh thic déng pham chiém 48,18%, pham tdi c6 td chitc chiém

44.87%, day 1a ty 18 rat cao so voi cac loai toi pham théng thuong'"

. To1 pham
cong nghé cao thuong sir dung cac thi doan sau: tao, phat tan vi rat tin hoc, phan
mém tin hoc ddc hai; str dung thé ATM gia thanh toan dich vy, mua hang héa; mua
thong tin thé tin dung bi hacker chiém doat rao ban trén céac trang web, dé sir dung
dit mua hang truc tuyén chuyén vé Viét Nam tiéu thy (ship hang); truy cip trai

phép mang vién thong dé ndi ghép 1ap tram thu phat tin hi¢u trai phép, nham an cap

"' Bo Cong An: Phat hién 287 vu vi pham phép luat vé CNTT va vién thong;

https://ictnews.vietnamnet.vn/cuoc-song-so/bo-cong-an-phat-hien-287-vu-vi-pham-phap-luat-ve-
cntt-va-vien-thong-36195.html (truy cép lan cubi ngay 20/12/2020)

"2 Bao cao vé tinh hinh t6i pham sir dung cong nghé cao dién ra tai dia phwong giai doan 2005 dén
2014, ciia 63 Vién kiém sat nhan dan tinh, thanh phd, theo Cong vin s6 2176/VKSTC-V1 ngay

11/7/2014 cua Vién Kiém sat nhan déan toi cao
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Béo cdo vé tinh hinh t6i pham sir dung cong nghé cao dién ra tai dia phuong giai doan 2005 dén
2014, ciia 63 Vién kiém sat nhan dan tinh, thanh phd, theo Cong vin s6 2176/VKSTC-V1 ngay
11/7/2014 ciia Vién Kiém sat nhan dan t6i cao
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cudc phi vién thong; tin cong email clia c4 nhan, doanh nghiép, sir dung thong tin
ctia nan nhan dé chiém doat tai san; 1ap trang web mua ban truc tuyén dé chiém
doat tai san; 1ap trang web dé lira dao ban cac gian hang 4o nay dudi hinh thirc ban
hang da cép; sir dung tai khoan chat ctiia nguoi khac dé lira dao 13y tién; 1am quen
qua chat roi Itra dao chiém doat tai san, cudong doat tai san; loi dung chat dé thuc
hién cac hanh vi cudng doat tai san, mai dam, mua ban nguoi; dua thong tin 1én
mang Internet dé truyén ba van héa pham ddi truy; mua ban mai dam; mua ban chat
ma tiy; mua ban phu nit, tré em; danh bac; td chirc danh bac; tai tro cho khung bo,
rira tién; sir dung mang may tinh, mang Internet tuyén truyén tu tuéng chong pha
Nha nudc, chinh quyén nhan dan; st dung mang mdy tinh, mang vién thong, mang
Internet dua thong tin 1én mang dé thuc hién cac hoat dong téng tién; xam pham
nhan pham, tu do ca nhan khac.

Vé do tuoi thuce hién hanh vi pham toi, t01 pham cong nghé cao tap trung chu
yéu ¢ d6 tudi tir 18 dén 30 (chiém 54,23%). So sanh véi sb liéu thong ké cua Lién
hiép quéc thi t6i pham céng nghé cao trén thé gidi tap trung cha yéu & do tudi dudi
25 chiém 45% téng sb loai toi pham néym; nhung ¢ Viét Nam chiém 55,27% tudi
tr 25 dén 35. Nhu vay, so voi thé gioi, tudi toi pham cong ngh¢ cao ctia Viét Nam
cao hon voi mit bang chung cua thé gidi tir 5 dén 10 tudi.

Vé gidi tinh va trinh dg hoc van: toi pham cong nghé cao chu yéu 1a nam gidi
(chiém 95,51%; nit gidi chi c6 4,49%) trong nhiéu vu an khong cé nir gidi tham gia.
Diéu nay co thé giai thich do dic thu cia loai hinh t6i pham nay can st dung thanh
thao cong nghé thong tin nén nir gidi thuong la nan nhan chir khong phai 1a nguoi
thuc hién. V@& trinh trinh d6 hoc van, khong phai toi pham cong nghé cao déu c6
trinh d§ hoc van cao (73,92% bi cdo trinh do van hoéa phd thong trung hoc; tuy
nhién, chi ¢6 11,57% bi céo tot nghiép dai hoc va co to1 4,09% bi cdo ¢ van hoa 1a
tiéu hoc). T6i pham cong nghé cao chu yéu 1a cac ddi twong that nghiép, nghé
nghiép khong 6n dinh, cac d6i twong nay chiém 41,79% va mdi nim trung binh ting
khoang 50%'".

Vé dja ban thuc hién hanh vi pham t0i cua tdi pham cong nghé cao trong

nhiing nim qua cht yéu tai hai thanh phé tryc thudc trung wong 1a Ha Noi va TP.

""" Bao cao vé tinh hinh t6i pham sir dung cong nghé cao dién ra tai dia phwong giai doan 2005 dén

2014, ciia 63 Vién kiém sat nhan dan tinh, thanh phd, theo Cong vin s6 2176/VKSTC-V1 ngay
11/7/2014 ciia Vién Kiém sat nhan dan téi cao
' Bao c4o vé tinh hinh tdi pham sir dung cong nghé cao dién ra tai dia phuong giai doan 2005 dén
2014, ciia 63 Vién kiém sat nhan dan tinh, thanh phd, theo Cong vin sd 2176/VKSTC-V1 ngay
11/7/2014 ciia Vién Kiém sat nhan dan t6i cao
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Hb Chi Minh (chiém 64,05%), con lai 13 & cac thanh phd 16n (22,39%), nong thon
(7,35%), huyén ly (4,09%), thi xa (2,12%).

Pdc diém bi hai ciia toi pham cong nghé cao chu yéu bi hai 1a ca nhan (chiém
97,28%); doanh nghiép chi chiém 2,72%"'°.

Ve quéc tich cua bi cao, 95,85% bi céo tdi pham cong nghé cao cod quéc tich
Viét Nam, bi cdo c6 qudc tich nudc ngoai chiém 4,15%, gém: Trung Qudc,
Malaysia, Han Quéc, Nigeria, Rumania, Pakistan. Ttr nam 2010 dén nam 2017, toi
pham sir dung cong nghé cao trong linh vec CNTT gia ting, dién bién rat phirc tap,
cac loai toi pham truyén théng c6 xu huéng cau két v6i t6i pham cong nghé cao dé
thyc hién hanh vi pham ti gdy thiét hai nghiém trong hon. Nbi 1én trong thoi gian
gan day 1a mot s loai t6i pham nhu: Ngudi nude ngoai (chu yéu 1a nguodi Trung
Qudc, Pai Loan - Trung Qudc) cau két véi cac dbi tuong trong nudc thiét 1ap tong
dai goi dién trén nén tang Internet (VoIP) thuc hién cac cudc goi gia mao cac co
quan thuc thi phap luat nhu Cong an, Vién Kiém sat, Toa an dé de doa ngudi bi hai
c6 lién quan dén cac vu an dic biét quan trong nhu Itra ddo, rira tién, budén ban ma
ty...Qua d6, cac ddi twong yéu ciu nguoi bi hai chuyén tién dén cac tai khoan
ngan hang do cac ddi tugng chi dinh véi 1y do dé kiém tra c6 lién quan dén cac
hanh vi pham t6i. Ngay sau khi bi hai chuyén tién cac d6i tugng to chirc viéc rut
tién va chiém doat tai san trong thoi gian ngan.

Cac d6i tuong bang thi doan tao ra cac website c6 giao dién gan giéng giao
dién cac website cua cac ngan hang hodc cua cac mang xa hoi ltra ngudi dung dang
nhap dé thu thap trai phép thong tin ding nhap ciia nguoi ding (Phishing). Ching
sit dung quyén ding nhap vao tai khoan dé nhan tin lira ban b, ngudi than trong
danh ba cta chu tai khoan dé nhd chuyén tién, mua thé cao dién thoai, thé
game...qua do chiém doat tai san. Theo s liéu khao sat cia Cuc An ninh mang va
phong, chéng t6i pham str dung cong nghé cao, tir nam 2015 dén thang 4/2017 phat
hién 136 vu lira dao chiém doat tai san qua mang Internet do cac doi tuong tru tai
Quang Nam, Quang Tri, Ha Tinh thyc hién, trong d6 khéi té 52 vu/103 bi can giy
thiét hai vé tai san hang chuc ty dong. Nguy hiém hon, trong thoi gan day da phat
hién nhiéu phuong thtrc, tha doan pham t6i méi ngdy cang tinh vi, xao quyét va lién

tuc co su thay doi nham che giau, lan tranh su phat hién cta co quan Cong an.

" Bao c4o vé tinh hinh tdi pham sir dung cong nghé cao dién ra tai dia phuong giai doan 2005 dén

2014, ciia 63 Vién kiém sat nhan dan tinh, thanh phd, theo Cong vin sd 2176/VKSTC-V1 ngay
11/7/2014 ciia Vién Kiém sat nhan dan t6i cao
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Trong linh vyc thé ngan hang, tinh trang ddi twong 13 ngudi Trung Qudc va
mét s6 nudc chiu Phi nhdp canh vao Vi¢t Nam, lam gia thé va moc ndi véi mot sd
co quan, tO chtrc chdp nhan thanh toan thé (POS), tién hanh giao dich khéng dé rut
tién mat, hodc mua hang hoa tai cac cua hang, siéu thi, gdy thiét hai hang tri¢u
USD:; nhiéu dbi tuong con lép dat thiét bi tai cac ATM hodc may POS dé an cép
thong tin thé ngan hang. Trong linh vyc vién thong, nhicu d6i twong 1a nguoi Trung
Quéc vao Viét Nam lip dat thiét bi k§ thuat, gia mao co quan thuc thi phéap ludt cua
nudc ngoai dé lira ddo, chiém doat tién cua cong dan Trung Qudc kinh doanh tai
Viét Nam. Bén canh d6, cac dbi tuong 1a nguoi Trung Quéc nhdp canh Vi¢t Nam,
lap dat thiét bi phat song khong day (wifi) xuyén bién gidi tai cac tinh bién gi6i ctia
Viét Nam nhu: Quang Ninh, Tay Ninh tao thanh hé théng t6 chtrc danh bac qua
mang cho cong dan Trung Qudc nham tron tranh sy phat hién ctia co quan chic
ning Trung Qudc.

4.1.1.2. Dy bdo vé tinh hinh tdi pham cong nghé cao tai Viét Nam va xu
huéng hop tic quoc té trong dau tranh, phong chong téi pham céng nghé cao tai
Viet Nam

To1 pham st dung cong ngh¢ cao ¢ Viét Nam trong nhiing nam t6i dugc du
bao sé& dién ra phirc tap v6i nhiéu phwong thirc, thu doan pham toi méi, hoat dong
c6 tinh chat xuyén qubc gia va xay ra trén nhiéu linh vuyc, trong do6, cac linh vuc
duoc tdi pham cong nghé cao tap trung thuc hién cac hanh vi pham tdi nhu:

- Phat tan virus, dang tai thong tin xuyén tac, sai sy that nham boi nho danh
du, uy tin cua lanh dao Pang, Nha nudc trén cic dién dan, trang mang xa hoi tiép
tuc dién ra phuc tap hon, nham tac dong x4u dén an ninh trat ty va du luan xa hoi;
xuat hién nhing chiing loai virus méi rat kho kiém soat va ngan chan.

- Tén cong vao website, co s¢ dir lidu, ha ting thong tin cta cac co quan
chinh phu, ngan hang va cac doanh nghi¢p 16n dé léy cép va pha hoai dir li¢u, dac
biét 1a dit liéu lién quan dén an ninh quéc gia, qudc phong.

- Tinh trang ltira ddo, chiém doat tai san qua mang Internet dudi hinh thuc
kinh doanh da cap gay thiét hai 16n vé tai san s& dién ra ngay cang nhiéu, s& ting so
luong ngudi bi hai 1én dén hang chyc nghin ngudi, trén nhidu dia ban khac nhau.
Nhitng vu nhu MB24 ¢6 dén 50 chi nhanh & 32 tinh, thanh ph véi sb tién dua vao
hé théng 1én dén 700 ty, trong tuong lai c6 thé dugc cac ddi tuong pham t0i loi
dung véi cac thu doan tuong tu nham chiém doat tai san. Trong tuong lai, khi tién
4o phat trién manh tai Viét Nam thi viéc doi tién that liy tién ao trén cac website. ..

voi mang ludi dau tu da cap s€ lan rong. Viéc 161 kéo nguodi dau tu trén céc trang
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website, hudng 13i suét theo diém tich Iy, thi du bi cdo c6 hay khong biét website
trén 1a that hay gia ciing du céu thanh tgi lira dao.

Dién bién cua tinh hinh toi pham do tdi pham cong ngh¢ cao thyc hién tai Viét
Nam s& ngdy cang phuc tap ca vé sb vy, sd d6i tugng pham toi; s6 vu 4n toi pham
cong nghé cao s& tang lién tuc hang nim (trén 50% mdi nam). V& co cau tinh hinh
t0i pham theo don vi hanh chinh, tdi pham cong nghé cao khong chi xuét hién, tap
trung tai cac thanh phd 16n nhu thanh phé Ho Chi Minh, Ha Noi ma s& con rong ra
nhiéu tinh, thanh phd khac (giai doan 2010-2014 chi xuat hién ¢ 26 tinh, thanh
phd), mé rong trén quy mé ca nudc; cling khong chi tip trung & cac d6 thi ma phat
trién vé cac ving thon qué.

Tinh trang ngudi nude ngoai sir dung thé tin dung gia dé chiém doat tai san s&
c6 xu huéng mo rong ca vé sé vu va dién ddi tuong (khong chi tap trung tai cac
qudc gia gan v4i Viét Nam nhu Trung Qudc hay Malaysia ma sé md rong ra cac
nudc phuong Tay nhu Anh, Phap, Tay Ban Nha...) va viéc gdy thiét hai vé tai san s&
16n hon so véi cac vu viéc duge phét hién trong nhimg nim qua. Nhitng vudng mic
trong viéc 1an theo thong tin trén cac thé ATM gia, khi cac ddi twong xAm nhéap vao
website ban hang tryc tuyén & nudc ngoai lay thong tin thé tin dung ctia khach rdi in
vao thé ATM gia sau d6 rat tién tir cic ATM. Co quan diéu tra kho xac dinh dugc
ca nhan, tap thé nao 1a nan nhan ctia vu an. Moi rdi ro tai chinh tir cac giao dich nay
s& chuyén vé cho cac ngan hang phat hanh thé & nudc ngoai.

Hién tuong ca do bong da xuyén qudc gia qua mang Internet s& gia tang, cic
d6i tuong loi dung dudng truyén Internet téc do cao truyén hinh tryc tuyén tir cac
song bac vé Viét Nam dé t6 chirc danh bac. B&i hoat dong nay s€ 1am kho cho luc
lugong diéu tra cta Viét Nam phat hién hanh vi vi pham cho dén xur Iy do thiéu
huéng dan cy thé. Cac can b tb tung cho rang, khong dé phat hién duong diy danh
bac trén mang, khi phat hi¢n thi vi¢c trié€t pha tan géc cling rat kho boi hinh thuc
danh bac nay t6 chire theo hinh kim tir thap. Su phan cip nay giup ngudi vi pham c6
kha ning tron tranh sy phat hién ciia co quan phap luat. Néu c6 bi phat hién, thong
thuong chi c6 nhiing mét xich nhé sa ludi, con nguoi td churc mang ca do thi kho
ma lan ra.'”

Vé co ciu theo phuong thuc, thu doan pham tdi: s6 vu an do TPCNC thuyc
hién dudi hinh thirc ddng pham va dong pham c6 to chirc sé gia ting trong thoi gian
t&i. Hau hét cac vu an TPCNC thuc hién dudi hinh thic déng pham, pham t0i c6 td

"7 Tran Poan Hanh (2016), Nhitng vuéng mdc trong dau tranh, xit 1y vi pham phdp ludt vé tgi

pham cong nghé cao, Tap chi nghién ctru lap phap.
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chtrc; xu thé hinh thanh 6 nhém TPCNC hoat dong mang tinh quéc té, c6 su phan
cong vai tro cu thé, chit ché s& ngay cang pho bién. Theo INTERPOL, xu huéng
moi trong TPCNC dang nhép lai 1am mot va gy ton kém cho nén kinh té toan cau
nhiéu ty d6 la. Néu nhu trudc ddy, toi pham st dung cong nghé cao cha yéu 1a do
cac ¢ nhan hodc nhom nho thi ngay nay cac t6 chtic toi pham di hinh thanh céc
mang ludi toi pham 4o lién két cac ca nhan tir khap noi trén thé gi6i trong thoi gian
thuc dé pham toi trén mot quy mo 16n. Bén canh d6, cac to chuc toi pham dang
chuyén sang Internet dé tao thuan loi cho hoat dong.

Néu véan dé an ninh mang khong duoc giai quyét kip thoi, linh vuc thuong mai
dién tir ctia Viét Nam sé& roi vao tinh trang tri trug, trd thanh mét rao can ddi véi
phat trién kinh té, xa hoi. Hién nay da xuét hién mot sb mang may tinh ma (botnet)
do cac hacker Viét Nam phat trién va mo rong da gay tac hai 1on d6i véi an ninh
mang ndi chung va thuong mai dién tr n6i riéng. Ngoai ra, xu hudng gui thu rac
quy mo 1én, Ira dao qua phishing, cai keylogger, 1y cip thong tin, rira tién bang
tién 4o... dang ngiy cang phat trién. Viét Nam da timg dugc xép vao 1 trong 10
nude ¢ luong spam email 16n nhét thé gidi, vao trong sd cac spam email duoc giri
di tr Viét Nam rat it noi dung bang tiéng Viét. Didu nay cho thiy cac spam email
nay duoc gui tir mang botnet do nudc ngoai kiém soat.

Cac qudc gia s& ngdy cang thdy rd hon tinh nguy hai cua t6i pham st dung
cong nghé cao, thay rd hon dic diém mang tinh toan cu cua loai téi pham nay do
vy sé ting cuong hop tac qudc té trong linh vuc dau tranh phong chéng toi pham
cong nghé cao. Pic biét, trong thoi gian gan day, voi su xuat hién cta loai toi pham
sit dung cong nghé cao dé rira tién di gia ting hoat dong HTQT trong linh vuc
phong chdng rira tién tai Viét Nam. Trong thoi gian t6i, hoat dong dau tranh véi
loai td1 pham cong nghé cao s€ 1a ndi dung hop tac trong tdm dugc dua vao chuong
trinh hop tac gifra cic qudc gia va nhiéu t6 chirc da phuong va song phuong. Pap
{mg nhu cau nay, thoi gian téi s& c6 thém nhiéu Hiép dinh TTTP va din d6 duogc ky
két gitra Viét Nam va nhiéu qudc gia trong d6 c6 cac ndi dung tuwong trg tu phap
hinh sy va dan do trong dau tranh phong, chng toi pham cong nghé cao.

4.1.2. Nji dung phdp Iy cho hoat dong hop tic quoc té diu tranh, phong
chong tpi pham cong nghé cao ciia Vigt Nam

Viét Nam di xay dung cac co s phéap 1y twong d6i day du trong hop tac qubc
té dau tranh phong chdng t6i pham cong nghé cao, bao gdbm cac quy dinh do Viét

Nam ban hanh va cac diéu udc qudc té ma Viét Nam ky két hodc tham gia. Cac quy
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dinh do Viét Nam ban hanh trong hop tac qudc té dau tranh phong chéng toi pham
cong nghé cao gdm co:

- Luat Cong nghé thong tin 2006 quy dinh vé hoat dong tmg dung va phat
trién CNTT, cac bién phap bao dam ung dung va phat trién CNTT, quyén va nghia
vu clia co quan, to chirc, ca nhan tham gia hoat dong ing dung va phat trién CNTT.
Tai Diéu 12 quy dinh cac hanh vi bi nghiém cam; Diéu 77 quy dinh xir Iy VPPL vé
CNTT: “Cd nhdn cé hanh vi vi pham phép ludt vé cong nghé théng tin thi tity theo
tinh chat, mirc dé vi pham ma bi xu ly ky luat, xu phat hanh chinh hodc bi truy ciru
trach nhiém hinh sw, néu gdy thiét hai thi phdi boi thuong theo quy dinh ciia phdp
luat”

- Luat an toan thong tin mang 2015 quy dinh vé hoat dong an toan thong tin
mang, quyén, trach nhiém cta co quan, to chirc, ca nhan trong viéc bao dam an toan
thong tin mang; mat ma dan sy; ti€u chuén, quy chuan ky thuat vé an toan thong tin
mang; kinh doanh trong linh viyc an toan thong tin mang; phat trién ngudn nhan lyc
an toan thong tin mang; quan 1y nha nuéc vé an toan thong tin mang. Tai Piéu 7
quy dinh 6 nhém hanh vi bi nghiém cim trong linh vyc bao dam an toan thong tin
mang; Piéu 8 quy dinh vé xir Iy VPPL vé an toan thong tin mang: “Nguwoi ndo cé
hanh vi vi pham quy dinh cia Ludt ndy thi tiy theo tinh chdt, mirc dé vi pham ma bi
xuw [y ky ludt, xu phat vi pham hanh chinh hodc bi truy civru trach nhiém hinh sy, néu
gady thiét hai thi phdi boi thuong theo quy dinh ciia phdp ludt”.

- Luat an ninh mang 2018 quy dinh vé hoat dong bao vé an ninh qudc gia va
bdo dam trat ty, an toan xa hdi trén khong gian mang; trach nhi¢m cia co quan, tb
chtrc, ca nhan ¢ lién quan trong d6 xac dinh hai nguyén tic co ban trong bao vé an
ninh mang 1a chu dong phong ngtra, phat hi¢n, ngan chan, d4u tranh, 1am thit bai
moi hoat dong sir dung khong gian mang xdm pham an ninh qudc gia, trat tw, an
toan xa hoi, quyén va loi ich hop phap ciia co quan, t6 chirc, ca nhan; sin sang ngin
chin cac nguy co de doa an ninh mang; moi hanh vi VPPL vé an ninh mang phai
dugc xir 1y kip thoi, nghiém minh. Day ciing 1a van ban dau tién dua ra dinh nghia
vé hoat dong “tan cong mang”. Theo d0, “tdn cong mang la hanh vi sit dung khéng
gian mang, cong nghé théng tin hodc phwong tién dién tir dé phd hoqi, gdy gidn
doan hoat déng cia mang vién théng, mang Internet, mang mdy tinh, hé thong
théng tin, hé thong xir 1y va diéu khién théng tin, co sé dir liéu, phirong tién dién tir”
(khoan 8 Piéu 2). Thém vao do, tai Piéu 8 quy dinh 6 nhom hanh vi bi nghiém cam;
Piéu 9 quy dinh vé xir Iy VPPL vé an ninh mang: Nguwoi nao c¢é hanh vi vi pham

quy dinh ciia Ludt nay thi tiy theo tinh chdt, mirc dg vi pham ma bi xit Iy ky ludt, xie
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Iy vi pham hanh chinh hodc bi truy citu trach nhiém hinh sw, néu gdy thiét hai thi
phdi boi thuong theo quy dinh cia phdp ludt. Theo Piéu 30, “Luc lugng chuyén
trach bao v¢ an ninh mang duoc b tri tai BO Cong an, Bo Quéc phong”. Luat An
ninh mang ciing quy dinh cu thé co ché phdi hop phong, chéng tin cong mang cia
cac by, nganh chuc nang, xac dinh trach nhiém cu thé cia Bo Cong an, Bo Quéc
phong, Ban Co yéu Chinh phii trong phong, chéng tan cong mang.

- BO luat hinh sy 2015 quy dinh tdi pham st dung cong nghé cao khong phai
la mot to1 danh doc 1ap ma no 1a téng hop ctia nhiing t6i pham st dung tri thue vé
cong ngh¢ cao dé xam pham cac quan h¢ xa hdi dugc phap luat hinh sy bao vé¢. Cac
t6i pham trong linh vuec CNTT, mang vién thong véi 10 toi danh tir diéu 285 dén
diéu 294 bao gom: tdi san xudt, mua ban, trao d6i hodc ting cho cong cu, thiét bi,
phan mém dé sir dung vao muc dich trai phap luat (Piéu 285); t6i phat tan chuwong
trinh tin hoc gy hai cho hoat dong ctia mang may tinh, mang vién thong, phuong
tién dién tur (Diéu 286); t01 can tr¢ hodc gy 16i loan hoat dong ctia mang may tinh,
mang vién thong, phuong tién dién tir (Didu 287); t6i dwa hodc sir dung trai phép
thong tin mang may tinh, mang vién thong (Diéu 288); toi xam nhép trai phép vao
mang may tinh, mang vién thong hodc phuong tién dién tir cia ngudi khac (Diéu
289); t0i sir dung mang may tinh, mang vién thong, phuong tién dién tir thuc hién
hanh vi chiém doat tai san (Diéu 290); toi thu thap, tang trit, trao d6i, mua béan, cong
khai hoa trai phép thong tin vé tai khoan ngan hang (Diéu 291); Toi cung cap dich
vu trdi phép trén mang may tinh, mang vién thong (Diéu 292); Toi sir dung trai
phép tan sb vo tuyén dién danh riéng cho muc dich cap ciru, an toan, tim kiém, ciru
ho, ctru nan, qudc phong, an ninh (Diéu 293); Toi ¢b ¥ gay nhiu c6 hai (Diéu 294).

- B6 luat T tung hinh sy 2003 trudc day chua c6 quy dinh vé chung cu di¢n
tir, phuwong phap thu thap, chuyén hoéa ching ct''®... Bo luat T tung hinh sy 2015
quy dinh vé dir liéu dién tir duge ghi nhan tai cac Piéu 87, 88, 99, 107. Ngoai ra
khoan 3 Diéu 223 B luat T tung hinh sy 2015 cling dé cap dén viée “thu thap bi
mat dit liéu dién ta” véi tu cach 1a mot bién phap diéu tra t6 tung dic biét. Pay 1a
cac quy dinh phép 1y tao co s& cho hoat dong du tranh va xur Iy v6i TPCNC bang
hoat dong tb tung hinh sy;

- Nghi dinh s6 25/2014/ND-CP quy dinh vé phong, chong toi pham va VPPL
khac c6 sir dung cong nghé cao. Nghi dinh nay quy dinh vé hoat dong phong ngira,
phat hién, xir Iy t6i pham va VPPL khéc c6 sir dung cong nghé cao; hop tac quéc té

18 Ciing vi han ché nady, tur khi B luat Hinh sy 1999 ra doi, qua mot s6 lan stra doi, bd sung hoan

thién nhung chi xir ly dwgc rat it, hodc chua xir Iy dwoc mot truong hop nao.
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trong phong, chéng toi pham va VPPL khac c6 sir dung cong nghé cao; trach nhiém
clia co quan, to chirc, doanh nghiép va c4 nhan trong phong, chong tdi pham va
VPPL khéc ¢6 sir dung cong nghé cao.

Nghi dinh ciing quy dinh 09 ndi dung hop tac qudc té vé phong, chong toi
pham va VPPL khac c6 str dung cong nghé cao, c6 thé chia thanh ba noi dung chinh
bao gém trao d6i thong tin vé toi pham, din d6 va to chirc thi hanh an, bdi dudng
huin luyén nghiép vu vé phong chdng t6i pham cong nghé cao'"”. Pong thoi Nghi
dinh ciing quy dinh trudng hop tir chdi hop tac quéc té theo d6 co quan duge giao
nhiém vu phong, chéng toi pham va VPPL khéc c6 st dung cong nghé cao va cac
co quan, t6 chirc ¢o lién quan ctia Viét Nam c6 quyén tir chdi yéu cau hop tac khi
cac yéu cau d6 c6 ndi dung gy phuong hai dén chi quyén, an ninh qudc gia, loi ich
cia Nha nudc hoac cd ndi dung khong phu hop véi quy dinh ciua phap luat Viét
Nam va cac diéu udc quéc té ma nuéc Cong hoa x3 hoi chu nghia Viét Nam 1a
thanh vién.'*

-Théng tu lién tich s6 10/2012/TTLT-BCA-BQP-BTP-BTT&TT-VKSNDTC-
TANDTC ngay 10/9/2012 cua lién nganh Bo Céng an, Bo Quéc phong, Bo Tu
phap, Bo Thong tin va Truyén thong, VKSNDTC, TANDTC, huéng dan ap dung
mot sé quy dinh cia BLHS vé mét s6 toi pham trong linh vuec CNTT, vién thong.

bac biét, gﬁn day nhét, trong Van kién Dai hoi XIII, Pang ta néu rd: “Tich
cuc, chu dong... gitr vimg chil quyén sé qudc gia trén khong gian mang trong moi
tinh huéng”. Day 1a mot ndi dung 14n dau tién duge ghi trong mgt Van kién Dai hoi,
phan 4nh sy nhén thic siu sic cia Pang ta vé tinh chét cua thoi dai dudi goc do
khoa hoc — cong nghé¢, boi cude Cach mang Cong nghiép lan th tu s& chuyén dich
toan bo thé gidi tir thé gidi thuc sang thé gidi s6. Dong thoi, Pai hoi XIII ciia Pang
xéac dinh: “Cung ¢d qubc phong, an ninh, bao vé vimng chic T6 qudc Viét Nam xa
héi chu nghia 1a nhiém vu trong yéu, thuong xuyén cua Pang, Nha nudc, hé théng
chinh tri va toan dan, trong d6 Quan doi nhan dan va Céng an nhan dan la nong
¢dt”. Van kién Pai hdi XIII nhdn manh diém méi la: “Tiép tuc trién khai thuc hién
toan dién, déng bd Chién lugce bao vé TH quéc, Chién lugc quéc phong, Chién luoc

quan sy, Chién lugc bao v€ an ninh qudc gia, Chién lugc bao vé bién gidgi quoc gia,

' Piéu 16 Nghi dinh 25/2014/ND-CP cua Chinh phi quy dinh vé phong, chéng t6i pham va VPPL
khac c6 su dung cong nghé cao
2% Piéu 17 Nghi dinh 25/2014/ND-CP cua Chinh phi quy dinh vé phong, chéng t6i pham va VPPL
khac c6 su dung cong nghé cao
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Chién lugc bao vé T6 qudc trén khong gian mang, Chién luoc an ninh mang quéc
gia va cac chién luoc qudc phong, an ninh chuyén nganh khac”.

Bén canh cic quy dinh do Viét Nam ban hanh, thyc hién chinh sich da
phuong hoa, da dang hoa va tich cyc, chu dong hoi nhap quéc té, 1 thanh vién co6
trach nhiém trong cong dong qudc té, tinh dén thang 9/2017, Viét nam la thanh vién
ctia 22 diéu udc qudc té da phuong vé TTTP vé hinh sy, dan do, chuyén giao nguoi
bi két 4n phat tu va 27 Hiép dinh TTTP vé dan du va hinh sy véi cac qubc gia.
Trong cac Hiép dinh nay déu c6 cic quy dinh vé TPCNC hoic cac t6i pham xuyén
qudc gia co yéu td cong nghé cao. Trong s 22 diéu udc qudc té da phuong, Viét
Nam tuyén bd khong coi 10/22 diéu uwdc quédc té da phuong 1a co sé phéap 1y truc
tiép vé dan do nhu Cong udc vé trimg tri viéc chiém giit bat hop phap tau bay nim
1970, Cong wdc thong nhét vé cic chat ma tay nim 1961, Cong wdc cua Lién hop
qudc vé chong tham nhiing nim 2003, Cong udc cua Lién hop qudc vé chéng tra
tdn va cac hinh thie ddi xtr hodc trung phat tan bao v6 nhan dao hodc ha nhuc con
nguoi. ..

Hién nay Viét Nam ki 12 Hiép dinh song phuong chuyén biét vé dan d6 voi
cac quéc gia nhu Han Quéc, An D9, Angieri, Astraylia, Indonesia, Campuchia,
Hungari, Xrilanca, Tay Ban Nha, Trung Quéc, Phap, Kazakhstan. Hi€p dinh thu 13
v6i Cong hoa Nam Phi dugce dam phan tir nim 2012 van chua duge cac bén ky két,
va tinh dén thang 7/2017 thi cac Hiép dinh chuyén biét vé dan do véi Trung Qudc,
Phap va Kazakhstan van chua c6 hiéu luc.

- Cdc diéu wéc quoc té vé TTTP vé hinh su

Viét Nam hién 13 thanh vién cta 22 diéu uéc quic té da phuong va 22 diéu
udc qudc té song phuong c6 quy dinh vé TTTP vé hinh su. Trong s6 ndy c6 01 diéu
udc qudc té da phuong quy dinh vé TTTP vé hinh sy 1a Hiép dinh TTTP vé hinh sy
gilra cac quéc gia ASEAN nam 2004 (c6 hi¢u lyc tai Viét Nam ngay 20/9/2005).
Viét Nam da ki 11 Hiép dinh vé TTTP vé hinh sy v6i cac qudc gia nhu Han Qudc,
An Do, Vuong quéc Anh va Ailen, Angieria, Indonesia, Astraylia, Tdy Ban Nha,
Phép, Hungaria, Campuchia, Kazakhstan, Nam Phi. Khac véi cac didu udc vé dan
do, cac diéu uéc quéc té da phuong co quy dinh vé TTTP vé hinh su déu dugc Viét
Nam coi 1a co s& phép 1y truc tiép vé TTTP vé hinh sy, hay noi cach khac, tat ca cac
qudc gia thanh vién cia cac diéu uwéc qudc té da phuong nay, néu chua cé hiép dinh
TTTP vé hinh sy song phuwong véi Viét Nam, c6 thé giri yéu cau TTTP vé hinh sy
trén co so diéu uéc qudc té da phuong.

- Cdc diéu woc quoc té vé chuyén giao nguoi bi két an phat tu
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Tinh dén thang 9/2017, Viét Nam di gia nhap 03 diéu udc qudc té da phuong
1a Cong udc qubc té vé chdng budn ban bat hop phap nam 1988 (co hiéu lyc tai
Viét Nam ngay 4/11/1997), Cong uéc cua Lién hop qudc vé chdng toi pham co to
chtrc xuyén qubc gia ndm 2000 (c6 hiéu luc tai Viét Nam tir 8/11/2012) va Cong
wdc ctia Lién hop qudc vé chdng tham nhiing nam 2003 (hiéu lyc tai Viét Nam ngay
18/9/2009). Cac quy dinh vé chuyén giao ngudi dang chap hanh hinh phat ti trong
cac cong udc ndy chi quy dinh mang tinh nguyén tic, c6 tinh khuyén nghi cac nudc
thanh vién ting cuong hop tac vé chuyén giao ngudi bi két 4n phat ti vé cac toi néu
trong Cong udc ma khong cé nhitng quy dinh cu thé dé co thé ap dung truc tiép.

Thuc hién cam két qudc té trong cac diéu ude qudc té néu trén va dic biét sau
khi ¢6 Luat TTTP, Viét Nam d3 ki 12 diéu u6c qudc té song phuong c6 quy dinh vé
chuyén giao ngudi dang chap hanh hinh phat ti. Trong d6 c¢6 10 hiép dinh chuyén
biét vé chuyén giao ngudi bi két an phat ti voi cac nude: Anh va Bic Ailen,
Australia, Han Quéc, Thai Lan, Nga, Hungari (ky nam 2014), An Do, Xrilanca, Tay
Ban Nha, Campuchia va 02 hiép dinh TTTP vé cac vin dé dan sy, hon nhan, gia
dinh va hinh sy ¢6 quy dinh vé chuyén giao ngudi bi két an phat t v6i Hungaria (ki
nam 1985) va Ba Lan (ki ndm 1993). Hién nay, Viét Nam dang dam phéan dé ky cac
hiép dinh vé chuyén giao nguoi bi két an phat to d6i voi cac qudc gia nhu Séc,
Malysia, Nhat Ban, Hong Kong-Trung Qudc, Singapore, Lao, Hoa Ky, Trung Qudc,
Philippines, Phap, buc...

Céac quy dinh trong cac diéu udc qudc té song phuong vé chuyén giao nguoi
dang chap hanh hinh phat ti ma Viét Nam ky két voi cac nude déu quy dinh cy thé
vé cac van dé trong hoat dong chuyén giao nguoi bi két an va thong thuong gom
cac quy dinh vé giai thich tir ngir; cac nguyén tic chung; co quan trung uong; diéu
kién chuyén giao; thii tuc chuyén giao; yéu cau va tra 10i yéu cau; sy dong ¥ va viéc
xac nhan; hiéu luc cua viéc chuyén giao ddi véi Nude nhan; tiép tuc thi hanh hinh
phat; xem xét lai phan quyét va dac x4, dai x4 hoac giam an; chidm dt viéc thi hanh
an; thong tin vé viéc thi hanh hinh phat; qua canh; chi phi; ngon ngtr; pham vi &p
dung; giai quyét bat dong; ban giao ngudi bi két 4n; sira ddi, bo sung; diéu khoan
cudi cung.

Trén day 1a tong hop nhitng van ban quy pham phap luat va cac diéu udc qubc
té ma Viét Nam d3 tham gia co dé cap vé toi pham cong nghé cao. Trén co s& do,
ndi dung co ban ctia phap ludt vé t6i pham céng nghé cao ciing nhu cong tac hop
tac quoc té ddu tranh phong chdng loai hinh tdi pham nay bao gdom nhimng vin dé

chu dao sau day:
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4.1.2.1. Céc quy dinh vé phong ngira tdi pham céng nghé cao

Viéc phong ngtra t0i pham cong nghé¢ cao hi€n nay bén canh thudc trach
nhiém cua co quan chuyén trach phong, chdng TPCNC (la cac don vi nghiép vu
trong Cong an nhan dan — Cuc An ninh mang va phong chdng t6i pham sir dung
cong nghé cao, Quan doi nhan dan dugc giao nhi¢m vu chuyén trach tham muu, td
chuc, truc tiép thuc hién nhiém vu dau tranh phong, chéng TPCNC) con ¢6 su tham
gia clia cac ca nhén, t6 chuc, doanh nghiép va co quan thong tin dai chung.

Hoat dong phong ngira TPCNC ciia cac Co quan chuyén trach bao gdm'*': t6
chire, trién khai cac bién phap nghiép vu theo quy dinh cta phap luat dé thu thap
thong tin, tai li€u vé tinh hinh ¢6 lién quan tai cac dia ban, linh vyc phu trach nham
phuc vu viéc phong ngtra, ngan chan toi pham va VPPL khéc c6 st dung cong nghé
cao; téng hop, phan tich, danh gia, du bao tinh hinh, dé xuét cac chu truong, bién
phap phong, chong toi pham va VPPL khac c6 sir dung cong nghé cao; huéng din
cac co quan, don vi co lién quan thuc hién cac bién phap phong ngtra, ngan chan toi
pham va VPPL khac c6 str dung cong nghé cao; thong tin, tuyén truyén, gido duc
phap luat phong, chdng t6i pham va VPPL khac c6 sir dung cong nghé cao.

Trong phong ngira TPCNC, ¢4 nhén c6 trach nhiém'**: tham gia cac hoat dong
phong ngura chung; bao v¢ mat khau, khoa mat khau, co s dir lidu, thong tin ca
nhan, thong tin tai khoan va hé théng thiét bi cong ngh¢ cao cua minh; phat hi¢n,
kip thoi té giac toi pham va VPPL khac c6 sir dung cong nghé cao voi co quan
Cong an hodc chinh quyén co sd gan nhat; phdi hop chit ché véi Co quan chuyén
trach trong qua trinh x4c minh lam rd t6i pham va VPPL khéc c6 st dung cong
nghé cao, cung cap cac thong tin, tai liéu can thiét ¢6 lién quan cho Co quan chuyén
trach khi duoc yéu cau theo quy dinh cta phap luat.

Céc co quan, t6 chire, doanh nghiép tham gia phong ngira TPCNC c6 trach
nhiém'>: Thuc hién quy dinh cta phap luit vé phong, chdng t6i pham va VPPL
khac co st dung cong nghé cao; chip hanh quy dinh cta phap luat vé thoi han bao
quan, luu trir, cung cap thong tin, dir liéu dién tir phuc vu cong tac phong, chdng toi
pham va VPPL khéc c6 st dung cong ngh¢ cao; cung cép thong tin, tai liéu, s liéu,

dit liéu, dd vat lién quan dén toi pham va VPPL khéc c6 sir dung cong nghé cao cho

! Piéu 8 Nghi dinh 25/2014/ND-CP quy dinh vé phong, chéng t6i pham va vi pham phap luat
khac c6 su dung cong nghé cao.
22 Piéu 9 Nghi dinh 25/2014/ND-CP quy dinh vé phong, chéng t6i pham va vi pham phap luat
khac c6 su dung cong nghé cao.
' Piéu 10 Nghi dinh 25/2014/ND-CP quy dinh vé& phong, chdng t6i pham va vi pham phap luat
khac c6 su dung cong nghé cao.
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Co quan chuyén trach khi c6 yéu cau; phdi hop chit ché véi Co quan chuyén trach,
cac co quan nha nudc c6 thim quyén trong viéc phat hién, phong ngira, ngan chin
toi pham va VPPL khéc c6 str dung cong nghé¢ cao.

Pbi v6i co quan thong tin dai ching, trach nhiém tham gia phong ngira
TPCNC bao g6m124: DPua tin kip thoi, chinh x4c chu truong, chinh sach, phap luat
vé phong, chdng t6i pham va VPPL khac c6 str dung cong nghé cao; phan 4nh tinh
hinh, két qua cong tac phong, chong toi pham va VPPL khac co sir dung cong nghé
cao; néu guong cac dién hinh tién tién, mé hinh c6 hiéu qua trong phong, chong toi
pham va VPPL khac c6 sir dung cong nghé cao; 1ong ghép nodi dung phong, chéng
t01 pham va VPPL khac c6 st dung cong ngh¢ cao voi cac chuong trinh thong tin,
tuyén truyén khéc.

Viéc phong ngira TPCNC con bao gdm cac hoat dong: thong tin, tuyén truyén,
gido duc vé phong, chéng TPCNC; thyc hién quan 1y hanh chinh vé an ninh, trat tu
va céc hoat dong chuyén mon cua co quan chuyén trach.

Vé bién phép thong tin, tuyén truyén, giao duc vé phong, chéng TPCNC: cic
ndi dung tuyén truyén bao gém chinh sach, phap luat vé phong, chéng TPCNC; vi
tri, vai trd, tAm quan trong ciia cong tac phong, chéng TPCNC trong viéc bao vé va
gili gin an ninh, trat tu; Phuong thuc, thu doan va nguy co, tac hai cua TPCNC;
Kién thirc, k¥ ning ty phong, chéng cac nguy co cia TPCNC; k¥ ning Gmg phé khi
bi tAn cong, xam nhap trai phép vao hé théng thong tin, co s¢ dir 1i€u; Bién phap,
kinh nghiém phong, chéng TPCNC; Trach nhiém cila ca nhdn, co quan, to chirc,
doanh nghiép trong phong, chong TPCNC; Céac ndi dung khac co lién quan dén
phong, chong TPCNC;

Hinh thirc thong tin, tuyén truyén, gido duc bao gdm: Gip gd, trao doi, d6i
thoai, thao luan truc tiép; thong qua cac phuong tién thong tin dai ching; thong qua
hoat dong tai cac co s¢ gido duc, dao tao; thong qua céc cudce thi tim hiéu phap luat,
sinh hoat cong dong; cic hinh thirc khac pht hop véi quy dinh cua phap luat. Cong
tac thong tin, tuyén truyén, gido duc dic biét duoc ting cudng dbi voi cac doanh
nghiép cung cép ha ting mang va dich vu Internet, vién thong; cic doanh nghiép
hoat dong trong linh vuc tai chinh, ngan hang, thanh toan dién tir va thuong mai
dién tu; tﬁng 16p thanh nién, thiéu nién, hoc sinh, sinh vién trong nha trudong phé

thong va cac co s¢ gido duc, dao tao khéc lién quan dén cong nghé cao; céc hiép

' Piéu 11 Nghi dinh 25/2014/ND-CP quy dinh vé& phong, chdng t6i pham va vi pham phap luat
khac c6 su dung cong nghé cao.
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hoi, cau lac bo trong linh vuc cong nghé cao va nhitng dia ban xay ra nhiéu vu viéc
VPPL ¢6 sur dung cong nghé cao.

V& bién phap quan 1y hanh chinh vé an ninh, trat tu: Co quan thuc hién chirc
nang quan 1y hanh chinh vé an ninh, trat tu thong qua hoat dong ctia minh c6 trach
nhiém chi dong phat hién kip thoi nguyén nhan, diéu kién, phuong thirc, thi doan
hoat dong ctia TPCNC va c6 bién phap xur ly phu hop. Cac bién phap phong ngura
t6i pham sir dung cong nghé cao thong qua quan 1y hanh chinh vé an ninh, trat tu,
bao gdm: Theo ddi nhan khau, ho khau thong qua cong tac quan 1y cu tra, kiém tra
nhan khau thuong tra, tam tra, luu tr, tam vang trén dia ban; quan 1y ho so, ting
thu, cin cudc phuc vu cong tic phong, chéng TPCNC; quan 1y nhap canh, xuét
canh, qua canh va cac bién phap quan 1y hanh chinh nha nudc vé an ninh, trat tu
khéc theo quy dinh cua phép luat.

4.1.2.2. Céc quy dinh vé ddu tranh, triét phd tdi pham céng nghé cao

Thik nhat, quy dinh vé phdt hién, xir Iy t6i pham céng nghé cao

C4 nhan c6 trach nhiém t6 giac vé TPCNC véi co quan Cong an, Uy ban nhan

125 2 4
. Co quan, t6 chuc

dan xa, phuong, thi trAn hodc v&i bat ky co quan, td chirc ndo
khi phat hién hodc nhan dugc té gidc, tin bio vé TPCNC c6 trach nhiém xir 1y theo
tham quyén hodc thong bao ngay véi Co quan diéu tra, Co quan chuyén trach theo
quy dinh cua phap luat'.

Viéc phat hién TPCNC thong qua hoat dong thanh tra, kiém tra duoc xir ly
nhu sau'?’: Co quan, t6 chirc, doanh nghiép cé trach nhiém thuong xuyén ty kiém
tra viéc thuc hién chirc nang, nhi¢m vu ctia minh; truong hop phat hién TPCNC thi
phai xir Iy theo tham quyén hodc kién nghi xur 1y theo quy dinh ciia phéap luat; co
quan thanh tra chuyén nganh, Co quan chuyén trach thong qua hoat dong thanh tra
chi dong phat hién, xir 1y hodc kién nghi xtr Iy TPCNC. Trong trudng hop can thiét,
co quan thanh tra chuyén nganh dé nghi Co quan chuyén trach phéi hop tién hanh
thanh tra, xtr 1y vi pham ddi véi cac co quan, t6 chirc, doanh nghiép, c4 nhan nham
phong ngua TPCNC.

Thit hai, vé cdc bién phdp t6 chire, dau tranh chéng TPCNC cia Co quan

A 2128
chuyén trach bao gom

' Khoan 1 Diéu 12 Nghi dinh 25/2014/ND-CP
126 Khoan 2 Diéu 12 Nghi dinh 25/2014/ND-CP
27 pidu 13 Nghi dinh 25/2014/ND-CP
2 Pidu 14 Nghi dinh 25/2014/ND-CP
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+ Ap dung cac bién phap nghiép vu theo quy dinh ctia phap luat dé thu thap
thong tin, tai liéu, xac minh, [am rd TPCNC;

+ St dung phuong tién k¥ thuat nghiép vu dé kiém tra, giam sat, phat hién, thu
thap, phuc hdi va phan tich thong tin, tai li€u, dir liéu di¢n tor phuc vu phat hi¢n,
diéu tra, xir Iy TPCNC;

+ Yéu cau ca nhan, co quan, td chirc cung cép thong tin, tai liéu, dd vat,
phuong tién lién quan dén TPCNC;

+ Yéu ciu ngan hang, to chirc tin dung cung cip thong tin, tai liéu vé hoat
dong cua tai khoan va thong tin, tai li¢u khac phuc vu cong tac phat hién, diéu tra,
xtr Iy TPCNC theo quy dinh cua phép luat;

+ Yéu cau cac doanh nghiép vién thong, doanh nghiép cung cip dich vu
Internet b tri mat bang, cong két ndi, cac didu kién k¥ thuat can thiét d¢ Co quan
chuyén trach trién khai cac phuong ti¢n, bién phap k¥ thuat kiém tra, giam sat, thu
thap dir licu dién tir; yéu cau doanh nghiép vién thong, doanh nghiép CNTT, doanh
nghiép ung dung CNTT cung cap thong tin, tai liéu vé hoat dong ciia chi thué bao
va thong tin, tai liéu khac phuc vu cong tac phat hién, diéu tra, xur Iy TPCNC;

+ Truc tiép hodc phdi hop véi co quan nha nude co tham quyén yéu cdu cic
doanh nghiép cung cép dich vu Internet, doanh nghiép vién thong ngin chan, dinh
chi viéc truy nhap hé théng thiét bi, mang ludi, st dung va cung cép dich vu;

+ Thuyec hién cac nhiém vu, quyén han khac theo quy dinh cta phap luat.

Thit ba, quy dinh vé hinh sw héa doi véi cac hanh vi sir dung cong nghé cao dé
gady ton hai dén quyén loi chinh dang ciia cd nhan, t6 chirc va nha nuéce

Theo do, phap luat hinh sy Viét Nam hién nay coi tdi pham sir dung cong
nghé cao ciing c6 ddy du cac dic diém cua cac loai toi pham truyén thong khac: 1a
nhitng hanh vi nguy hiém cho xa hoi va c6 4 yéu t6 cau thanh toi pham (khach thé,
mat khach quan, chii thé va mat cha quan).

+ Khdch thé: Dé thuc hién cac hanh vi pham tdi sir dung cong nghé cao, thu
pham sir dung may tinh va mang mdy tinh 1am coéng cu dé xam pham loi ich cia c4
nhan, phap nhan, td chic; anh huong dén trat tu cong cong, an toan cong cong (la
loai toi pham khong bién gidi, c6 thé xam hai quyén lgi nguoi bi hai & cac qudc gia
khac nhau). Day 1a loai toi pham c6 khach thé rat rong va lién quan dén cac toi
pham truyén thong, nhung d3 sir dung céc thanh tyu cia CNTT, dé thyc hién hanh
vi pham t6i.

+ Mat khach quan
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Céc hanh vi cta toi pham cong nghé cao rat da dang va phuc tap. Cac hanh vi
nay ciing phat trién, thay doi khong ngimg cung véi sy phat trién cta cong nghé
moi. D6 14 hanh vi duoc quy dinh trong Bo luat hinh sy 2015 sira d6i, bd sung 2017
gbm 8 toi danh quy dinh tir Diéu 285 dén Diéu 292.

Hau qua cta hanh vi trong TPCNC gay nén rat khé dinh luong. Nhitng thiét
hai truc tiép cta nd c6 thé nho nhung hau qua gian tiép c6 thé rat 1on. Theo Piéu 3
Thong tu lién tich s6 10/2012/TTLT - BCA - BQP - BTP - BTTTT - VKSNDTC -
TANDTC huéng dan ap dung quy dinh cua Bo luat Hinh sy vé mot sé toi pham
trong linh viee CNTT va vién thong thi hau qua d6 co6 thé 1a thiét hai vé vat chat
(nhu tién, may méc, phan mém ky thuat hodc thiét hai do hong may moc, phan
mém k¥ thuat dan dén thiét hai vé hoat dong san xuét) hodc thiét hai phi vat chét.

Viéc xac dinh hau qua la thiét hai vé tai san dé coi 14 yéu t6 dinh t6i hodc dinh
khung hinh phat khong dugc can clr vao gia tri tai san bi chiém doat, vi gia tri tai
san nay di dugc quy dinh thanh tinh tiét dinh khung riéng biét. Hau qua phai 1a thiét
hai vé tai san xay ra ngoai gi4 tri tai san bi chiém doat. Vi du: Tai khoan cta B ¢
Ngan hang T c6 s6 tién 1a nam triéu dong. A truy cap bat hop phap vao tai khoan
ctia B chiém doat s6 tién nam triéu dong. Qua trinh truy cap bat hop phap vao tai
khoan ctia B, hé thong mang ctia Ngan hang T bi ton hai va Ngan hang T khic phuc
su c6 nay hét nim muoi triéu dong. Truong hop nay, hau qua thiét hai do hanh vi
cia A gay ra 1a nim muoi triéu dong.

Vi du vé thiét hai truc tiép hodc thiét hai gian tiép. A phét tan virus lam cho
mang may tinh diéu hanh san xuat ciia Coéng ty B ngimg hoat dong trong thoi gian 2
gid. Cong ty B phai chi tra so tién 1a bay triéu dong dé khic phuc sy ¢d ciia mang
may tinh cong ty trd lai nguyén trang nhu trude khi bi virus do A phat tdn xam
nhap. Do mang may tinh cia Céng ty B ngiimg hoat dong trong hai gio dan dén hoat
dong san xuat ctia Cong ty B bi dinh tré gy thiét hai hai trim tri¢u dong. Truong
hop nay, thiét hai do hanh vi phat tan vi rat ciia A gy ra d6i véi Cong ty B 12 hai
tram linh bay tri¢u déng (bao gém thiét hai truc tiép la bay tri¢u déng va thiét hai
gian tiép 1a hai tram triéu dong).

+ Mat chit quan: Chii thé TPCNC thudng thyc hién do 16i ¢6 §. Trong truong
hop tuy hanh vi vi pham chua gay ra hau qua nghiém trong nhung trude do da bi xu
phat hanh chinh vé hanh vi nidy ma con vi pham thi van cdu thanh toi pham. Cac
yéu t6 vé dong co, muyc dich cia VPPL trong linh vuc CNTT thuong khong phai 1a

dau hiéu bat budc ma yéu té quan trong dé xac dinh hanh vi c6 cdu thanh VPPL 13
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hau qua xay ra. Pong co, muc dich cua t6i pham may tinh cé thé don gian nhung lai
c6 thé gay ra nhiing hau qué rat nghiém trong.

+ Chui thé: D6i v6i TPCNC, trach nhiém hinh sy 4p dung véi nguoi tir di 16
tudi tré 1én. P61 voi ngudi tir du 14 tudi trd 1én, nhung chwa du 16 tudi chi phai chiu
trach nhiém hinh sy vé toi pham rat nghiém trong, tdi pham dac biét nghiém trong
quy dinh tai Piéu 285 (t01 san xuit, mua ban, trao d6i hodc tang cho cong cu, thiét
bi, phan mém dé st dung vao muc dich trai phap luat); Piéu 286 (t0i phat tan
chuong trinh tin hoc gy hai cho hoat dong ctia mang may tinh, mang vién thong,
phuong tién di¢n tr); Diéu 287 (td1 can tro hoac gay r6i loan hoat dong cuia mang
may tinh, mang vién thong, phuong tién dién tir); Diéu 289 (t61 xam nhép trai phép
vao mang may tinh, mang vién thong hoic phuong tién dién tir ctia nguoi khic);
Piéu 290 (tdi sir dung mang may tinh, mang vién thong, phuong tién dién tir thuc
hién hanh vi chiém doat tai san). Nhung phap nhan thwong mai khong phai chiu

trach nhiém hinh sy vé cac toi pham trong linh vuc CNTT'

. Do vay, t0i pham
trong linh vgc CNTT chi 1a nguoi c6 nang lyc trach nhiém hinh su.

Mot trong nhimg quy dinh phuc vu c¢6 hiéu qua cho yéu cau dau tranh phong
chéng TPCNC d6 1a quy dinh vé ngudn chung cir - dit liéu dién tir (chimg cir dién
tr)."*° Khi cac dit liéu dién tr duoc thu thap theo nhiing bién phap do BLTTHS quy
dinh, thoa man cac thudc tinh cua chung cu, thi cac dir li¢u dién tor duogc coi 1a
ching cir dién tr. Mot trong nhitng ngudn ching clr quan trong trong cac vu an sir
dung cong nghé cao dé pham toi 1 nhiing vat ching thu giif tai noi toi pham xay ra,
mang dau vét t6i pham nhu: “cookies”, “URL”, web server logs, Email logs... (day
1a nhimng thong tin do mdy tinh tao ra); hoic ciing c6 thé la nhiing thong tin dién tir
do con nguoi tao ra duge luu giit trong may tinh hodc cac thiét bi dién tr khac, nhu
cac vian ban, bang biéu, cac hinh anh, thong tin dugc luu giit dudi dang tin hiéu dién
tir. Hau hét cac dbi tugng str dung cong nghé cao dé pham toi déu c6 nhén thirc vé
phap luat va hiéu biét cong nghé cao, va khi thyc hién hanh vi pham toi déu co
nhing thi doan tinh vi dé che gidu thong tin pham t6i, khi phét hién nguy co bai 16
chung rat nhanh chong xéa bo cac dau vét dé chdi toi (nhu x6a cac dir lidu c6 lién
quan; danh sap cac trang Web), vi vay viéc thu thap, phuc hoi, chuyén héa chung ctr
dién tir thanh ching ctr truyén thong dé chimg minh hanh vi pham t6i ciia cac d6i
tuong 1a vo cling quan trong, nd quyét dinh sy thanh cong hay that bai cia hoat
dong dau tranh.

129 pidu 76 Bo luat Hinh sy 2015, stra ddi, bd sung nam 2017
% pidu 99 BLTTHS 2015
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Thir tw, quy dinh vé hinh phat déi véi TPCNC

Phap luat hinh sy Viét Nam quy dinh vé 7 hinh phat chinh va 7 hinh phat bd
sung d6i v6i nguoi pham t6i''. Dbi véi cac TPCNC, hinh phat chinh 13 phat tién
hodc tu c6 thoi han. Bén canh cac hinh phat chinh, ngudi pham t6i con cé thé bi
phat tién, cAm dam nhiém chic vy, cAm hanh nghé hodc lam cong viéc nhét dinh tir
01 nam dén 05 nam hodc tich thu mot phan hodc toan bo tai san.

4.1.2.3. Cdc quy dinh vé chii thé trong hop tic quéc té trong dau tranh phong
chong t6i pham céng nghé cao

Chu thé tryc tiép thuc hién cac hoat dong hop tac qudc té trong phong, chong
TPCNC la B§ Cong an'*%. Bén canh do6, theo quy dinh tai Diéu 65 cua Luat TTTP
nam 2007, B Cong an 1a co quan c6 trach nhiém tiép nhan, chuyén giao, xem xét,
giai quyét cac yéu cdu cia nudc ngoai vé din do, chuyén giao ngudi dang chap
hanh hinh phat tu; xem xét va chuyén hd so cho VKSND, TAND va thuc hién hoat
dong TTTP theo tham quyén. Bo Cong an dé xuat viéc ky két, gia nhap va thuc hién
diéu uwdc quéc té vé dan do va chuyén giao nguoi dang chap hanh hinh phat ti; kién
nghi sira d6i, bd sung va hoan thién phap luat Viét Nam vé TTTP. Dinh ky sau
thang va hang nam B§ cong an phai thong bdo vai Bo Tu phép tinh hinh thuc hién
yéu cau dan do va chuyén giao nguoi dang chip hanh hinh phat ti.

Trong hoat dong phong chdng TPCNC cua By Cong an, lyc lugng dong vai
trd nong cbt 1a Cuc An ninh mang va phong, chong toi pham sir dung céng nghé cao
AO05. Bén canh cac hoat dong chuyén modn, nghi€p vu, dé thuc hién co6 hiéu qua
chtrc ning hop tac qudc té trong phong chéng TPCNC, Cuc con phdi hop véi Vin
phong INTERPOL Viét Nam. Ngoai ra, con c6 cac co quan tién hanh té tung hinh
su cta Viét Nam nhu Co quan VKSND gom VKSNDTC va VKSND cép tinh; Co
quan TAND gém TANDTC va TAND cap tinh;

Céc chii thé phdi hop tham gia thyc hién hop tic qudc té trong phong, chong
t0i pham gém co:

- Bo Tu phap: Véi tu cach 1a co quan quan 1y nha nuée vé TTTP, Bo Tu phap
c6 trach nhiém phéi hop v6i Bo Cong an, VKSNDTC, TANDTC, B Ngoai giao
soan thao cdc vin ban quy pham phap luat huéng dan thyc thi Luat TTTP; tham gia
dam phan, gop ¥, tham dinh cac hiép dinh TTTP vé hinh su, dan do va chuyén giao

B! pidu 32 Bo Luat hinh sy nim 2015, sira dbi, bd sung nim 2017

132 Khoan 19 Piéu 15 Luat Cong an nhan dan niam 2018
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ngudi chip hanh an phat ti. Bén canh d6, B6 Tu phap ciing phbi hop véi Bé Cong an
va VKSNDTC xtr Iy nhitng yéu cau tty thac phirc tap va nhay cam.

- B Ngoai giao: Bo Ngoai giao co trach nhiém phdi hop véi Bo Tu phap,
TANDTC, B Cong an, VKSNDTC trong cong tac xay dung phap luat vé TTTP,
phéi hop thyc hién cic hoat dong trong hop tac qudc té trong dau tranh phong
chéng t6i pham trén nguyén tic c6 di c6 lai.

4.1.2.4. Céc quy dinh vé dan dé toi pham cong nghé cao

Quy dinh vé dan dOTPCNC tai Viét Nam ap dung chung nhu céc truong hop
dan do toi pham khac.'>

Thir nhat, Quy dinh vé tham quyén thyc hién dan do.

Céac co quan c6 thim quyén vé din do TPCNC gdém c6 Bo Cong an, Toa an,
Vién Kiém sat, B6 Ngoai giao.

Bd Cong an truc tiép thuc hién cac hoat dong dan d6 TPCNC. B6 Cong an
tiép nhan yéu cau dan do va cac tai liéu kém theo tir co quan c6 thdm quyén cia
Viét Nam va co quan c6 tham quyén ciia nude ngoai.Kiém tra tinh hop 18 ctia ho so,
su phit hop véi cac hiép dinh, diéu udc qudc té song phuong hodc da phuong vé dan
d6 (néu c6). Truong hop can 4p dung nguyén tic c6 di co lai thi chuyén cho B
Ngoai giao dé chil tri viéc xem xét ap dung nguyén tic ndy.

Truong hop yéu cdu din d6 duoc chuyén truc tiép qua kénh INTERPOL,
ASEANAPOL Viét Nam thudc Cuc Dbi ngoai, B Cong an, thi phbi hop thuc hién
theo quy ché tai Piéu 1é cac td chuc trén. Két qua vi¢c thyc hién dugc gui cho co
quan dau mdi 1a Cuc Ddi ngoai ciia Bo Cong an dé theo dai, tong hop chung.

TANDTC c6 trach nhiém hudng dan TAND cac cap xem xét, quyét dinh dan
do; xem xét, quyét dinh céc vu viéc vé dan dd theo thim quyén khi c¢6 khang céo,
khang nghi; dinh ky sau thang va hang nim thong bao véi Bo Tu phép tinh hinh
thuc hién cac vu viéc dan d6 thudc tham quyén. Toa an nhan dan cap tinh co trach
nhiém xem xét, quyét dinh din d6 hodc tir chdi din do theo quy dinh cua Luat
TTTP va bdo céo két qua thuc hién dan d6 cho TANDTC.

Vién Kiém sat nhan dan cac cap: Co trach nhiém thuc hién kiém sat hoat dong
dan d6 theo tham quyén.

Bo6 Ngoai giao: Co trach nhiém chu tri phbi hop véi cac bd, nganh co lién
quan xem xét, quyét dinh 4p dung nguyén tic c6 di co lai trong dan do véi nude hiru
quan; dinh ky sau thang va hang nam thong bao véi Bo Tu phap tinh hinh ap dung

nguyén tic c6 di ¢ lai trong dan d6 véi nude hiru quan.

'3 Khoan 1, Piéu 32 Luat Tuong trg tu phap ra doi nim 2007
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Thit hai, Quy dinh vé cdc truong hop bi dan dj, tir choi dan dé va dan dg kem
theo mét sé dieu kién

- Trudng hop bi dan do:

+ Trudng hop co quan c6 thim quyén tién hanh t6 tung ciia Viét Nam yéu cau
co quan c6 thAm quyén twong tng cua nude ngoai dan do thi ddi twong bi dan do
(dang cu trd & nude ngoai) 13 ngudi c6 hanh vi pham t6i hodc bi két an hinh sy ma
ban 4n da co hiéu luc phap luat. Trudng hop nay, nguoi bi ddn do c6 thé 1a nguoi
Vi¢t Nam hodc nguoi nude ngoai.

+ Trudng hop co quan c6 thim quyén tién hanh té tung ciia nudc ngoai yéu
cdu co quan c6 thdm quyén tuong tmg ctia Viét Nam thuc hién viéc dan d6 thi dbi
tugng bi dan d6 phai 1a ngudi nudc ngoai ¢6 hanh vi pham toi hodc bi két 4n hinh
sy ma ban an d3 c6 hiéu luc phap luat hién dang cu tra trén lanh thé Viét Nam (xudt
phat tir nguyén tic chu quyén qudc gia, thi co quan c6 tham quyén ciia Viét Nam tir
chbi din d6 néu ngudi bi yéu cau dan d6 1a nguoi c6 qudc tich Viét Nam). Ngudi
nudc ngoai bi yéu cau dan d6 & day duoc hiéu 13 ngudi mang qudc tich ciia nude
yéu cau dan do da pham t0i hodc gay thi¢t hai cho quéc gia c6 yéu cu dan d6 hodc
ngudi mang qudc tich ctia qudc gia khac, ngudi khong qudc tich di thuc hién toi
pham & quéc gia yéu cu dan do hoac gay thiét hai cho quéc gia do. Quéc tich cua
c4 nhan bi yéu cau dan do thudng duoc cac qubc gia thoa thuan xac dinh vao thoi
diém tiép nhan quyét dinh dan do.

- Truong hop duong nhién tir chdi va cé thé tir chdi dan do cho nudc ngoai.
Khong phai yéu cau din do niao cia nude ngoai ciing duge Co quan tién hanh té
tung c6 thim quyén ctia Viét Nam chap thuan. Viéc tir chbi dan d6 trong trudong hop
nay dugc chia thanh cac truong hop sau: Truong hop dwong nhién tir chdi dan
d6"**; truong hop c6 thé tir chdi dan 46"

- Trudng hop dan d6 kém theo mét sé diéu kién nhat dinh:

Truong hop Viét Nam 13 nudc duoc yéu cau dan do thi viéc dan do chi dugc
thuc hién khi nudc yéu cau din d6 cam két khong truy ctu trach nhiém hinh sy
nguoi bi dan do vé hanh vi pham toi khac ngoai hanh vi pham toi di dugc néu trong
yéu cau dan do, khong dan d6 ngudi d6 cho nudc thtr ba, trir truong hop duge sy
ddng ¥ bang vin ban cta Viét Nam'*.

4.1.2.5.Twong tro' tw phdp vé hinh sy

1% Khoan 1 Diéu 35 Luat Tuong trg tu phap 2007

Khoan 2 Piéu 35 Luat Tuong trg tu phap 2007
Skhoan 2 Piéu 34 Luat Tuong trg tu phap 2007
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Tai Viét Nam, TTTP vé hinh sy di véi TPCNC dugc thyc hién theo quy dinh
cac diéu ude qudc té song phuong hoic da phuong ma Viét Nam ky két hodc tham
gia va phap luat c6 lién quan dén TTTP vé hinh sy nhu Luat TTTP (Piéu 24), Bo
luat TTHS 2015 (Piéu 178, 184...) Bo luat hinh su va cac quy dinh ctiia mot s6 luat
khac nhu Luat Phong chong rira tién 2012, Luat Phong chdng tham nhiing 2018,
Luat Phong chong khing bd 2013... va cac van ban huéng dan thi hanh c6 quy dinh
vé HTQT trong dau tranh phong chéng TPCNC.

Can cu vao quy dinh cua Luat TTTP 2007, B luat TTHS nam 2015 va thuc
tién 4p dung hoat dong TTTP vé hinh su gitta Viét Nam véi cac qudc gia, pham vi
TTTP vé hinh sy bao gdm'’: tong dat gidy to, ho so, tai liéu lién quan dén TTTP vé
hinh su; triéu tip ngudi 1am chimg, nguoi giam dinh; thu thap, cung cp ching ct;
truy ctru trach nhiém hinh su; trao doi thong tin; cac yéu cu twong trg tu phap khac
vé hinh su. Ngoai ra, Bo luat TTHS quy dinh TTTP vé hinh sy 13 mot trong cac
hoat dong hop tac qudc té trong té tung hinh su (Piéu 491), theo d6, cac hoat dong
TTTP vé hinh su cy thé nhu: Xac dinh gia tri phap 1y cua tai liéu, do vat thu thap
dugc (Piéu 494); Quy dinh vé viéc tién hanh t6 tung ciia nguoi ¢ tham quyén cua
Viét Nam ¢ nude ngoai va ngudi co tham quyén cua nude ngoai ¢ Viét Nam dugc
thuc hién theo diéu udc qubc té ma Viét Nam 1a thanh vién hoic theo nguyén tic c6
di c6 lai (Piéu 495); cho ngudi lam ching, ngudi giam dinh, ngudi dang chap hanh
an phat tu tai nudc dugc dé nghi ¢c6 mat & Viét Nam dé phuc vu viéc gidi quyét vu
an hinh su hodc c6 thé cho phép ngudi 1am chung, ngudi giam dinh, nguoi dang
chap hanh 4an phat ti tai Viét Nam c6 mit & nude ngoai dé phuc vu viée giai quyét
vu an hinh sy (Diéu 469); truy tim, tam gitt, ké bién, phong tda, tich thu, xu 1y tai
san do pham t6i ma co dé phuc vu yéu cau diéu tra, truy td, xét xtr va thi hanh an
hinh sy (Piéu 507); phong toa tai khoan co thé dugce ap dung néu cé cin cit cho
rang sd tién trong tai khoan d6 lién quan dén hanh vi pham toi ctia ngudi bi budc toi
(Diéu 129); phdi hop diéu tra hodc ap dung cac bién phap diéu tra té tung dic biét
(Diéu 508);

4.1.2.6. Céc quy dinh vé chuyén giao nguoi dang chdp hanh hinh phat ti

Viéc chuyén giao nguoi dang chap hanh hinh phat ti mang tinh nhan dao va
tai hoa nhap cong dong xa hoi. Vi vdy, trong cac quy dinh cia diéu udc qubc té ma
Viét Nam 1a thanh vién vé chuyén giao ngudi dang chap hanh hinh phat ti va Luat
TTTP nam 2007, diéu kién bat budc 12 duoc chinh ngudi bi két an hodc nguoi dai
dién hop phap cia ho dong ¥ mot cach tu nguyén va cong khai. V& hau qua phap 1y,

57 Pidu 17 Luat TTTP 2007
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thoi han chap hanh hinh phat ma nguoi bi két an phai tiép tuc thi hanh 13 phan hinh
phat chua dugc thuc hién tai qudc gia chuyén giao (noi toa 4n c6 thim quyén da
tuyén ban an).

Thik nhat, can cit tiép nhan, chuyén giao nguwoi dang chdp hanh én phat ti.

V& can cr chuyén giao ngudi dang chap hanh hinh phat ti dugc thuc hién theo
quy dinh tai khoan 2 Piéu 49, Piéu 50 Luat TTTP niam 2007 va Diéu 6 Thong tu
lién tich s6 01/2013/TTLT-BCA-BTP-BNG-VKSNDTC-TANDTC.

Vé diéu kién tiép nhan nguoi tir nude ngoai vé: Nguodi d6 phai 1a cong dan
Viét Nam; c¢6 noi thudng trt cudi cing ¢ Viét Nam; hanh vi pham t0i ma ngudi d6 bi
két 4n & nudc ngoai ciing cau thanh toi pham theo quy dinh ctia phap luat Viét Nam.
Piéu kién nay nham tao co s& cho viéc xem xét chuyén do6i hinh phat dé co thé tiép
tuc chap hanh ban 4n tai Viét Nam; vao thoi diém tiép nhan yéu cau chuyén giao thoi
han chua chép hanh an phat tu phai con it nhat 1a 01 nam; trong truong hop dac biét,
thoi han ndy con it nht 1a 06 thang. Quy dinh niy c6 y nghia gido duc, cai tao ngudi
do, tao diéu kién cho ho tai hoa nhdp cong déng khi chép hanh ban an tai Viét Nam;
ban an ddi v6i ngudi duoc dé nghi chuyén giao vé Viét Nam di c¢6 hiéu luc phap luat
va khong con thu tyc t6 tung nao déi véi nguoi d6 tai nude chuyén giao; nudc chuyén
giao va nguoi bi két an déu dong y vi viée chuyén giao (trong truong hop ngudi bi
két an phat t0 12 nguoi chua thanh nién, ngudi c6 nhuge diém vé thé chat hoic tim
than thi phai co su dong ¥ cua ngudi dai dién hop phap ciia ngudi d6); ngoai ra, Toa
an c6 thim quyén cta Viét Nam c6 quyét dinh dong ¥ tiép nhan da c6 hiéu luc phap
luat.

Vé diéu kién chuyén giao ngudi dang chip hanh hinh phat ti ra nudc ngoai:
Nguoi d6 1a cong dan (co qudc tich) ctia nude tiép nhan hodc 1a nguoi duogc phép cu
tra khong thoi han hodc c6 nguoi than thich tai nude tiép nhan chuyén giao; co du
cac diéu kién quy dinh tai khoan 1 Piéu 50 Luat TTTP nam 2007 thudc truong hop
d3 néu & trén va da thuc hién xong phan trach nhiém dan sy, hinh phat bd sung 13
phat tién, tich thu tai san va cac trach nhiém phap 1y khac trong ban an. Nudc tiép
nhan va nguoi bi két an déu dong y véi viéc chuyén giao. Trong trudng hop ngudi
bi két an phat tu 1a nguoi chua thanh nién, ngudi ¢6 nhuogc diém vé thé chét hoic
tam than thi phai c6 sy déng ¥ cta nguoi dai dién hop phap ciia ngudi d6, Toa an c6
thAm quyén ctia Viét Nam c6 quyét dinh déng ¥ chuyén giao da co hiéu luc phap
luat.

Thit hai, cdc truong hop tir chdi chuyén giao ngwoi dang chdp hanh dn phat

tu.
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Viéc tir chdi chuyén giao ngudi dang chap hanh hinh phat tii tai Viét Nam cho
nude ngoai khi:"** ¢6 cin ctr cho rang ngudi duge chuyén giao c6 thé bi tra tan, tra
thi hodc truy birc tai nudc tiép nhan chuyén giao; viéc chuyén giao c6 thé phuong
hai dén chii quyén, an ninh qubc gia cia Viét Nam.

Thit ba, luu ¥ vé viéc tiép nhdn, chuyén giao ngwoi dang chdp hanh hinh phat
tu

Khi thoa man diéu kién duoc chuyén giao, Cong dan Viét Nam pham tdi va bi
két an phat ti c6 thé lam don thé hién nguyén vong duoc chuyén giao vé Viét Nam
dé tiép tuc chap hanh phan hinh phat con lai thong qua Bo Cong an nuc Cong hoa
xa hoi chu nghia Viét Nam hodc co quan dai di€n Viét Nam & nudc ngoai. Trinh tu,
thil tyc nhan yéu cau chuyén giao va xem xét, quyét dinh viéc tiép nhan duoc quy
dinh tai Diu 9 Thong tu lién tich sb 01/2013/TTLT-BCA-BTP-BNG-VKSNDTC-
TANDTC. B Cong an s& phai xac minh nguoi d6 c¢6 ddng ¥ mét cach tu nguyén va
v6i nhan thie ddy du vé nhitng hé qua phap 1y cua viée chuyén giao hay khong.'*’

Thong bao quyén duoc yéu ciu chuyén giao cho ngudi dang chap hanh an
phat ti.Theo quy dinh cta phap luat TTTP 2007 va Diéu 12 Thong tu lién tich sé
01/2013/TTLT-BCA-BTP-BNG-VKSNDTC-TANDTC, Toa an nhan dan da xét xur
so tham, phuc thim c6 trach nhiém thong bao cho bi cao thudc dién quy dinh biét
vé quyén dugc yéu ciu chuyén giao. Hang nim, Bo Cong an thyc hién viéc thong
béo biét vé quyén duoc yéu cau chuyén giao.

Bo Cong an co trach nhiém 1ap ho so dé nghi tiép nhan va chuyén giao cho Bo
Ngoai giao xem xét, quyét dinh 4p dung nguyén tic co di c6 lai. Tai cac qudc gia co
didu udc quoc té ma Viét Nam 1a thanh vién thi khi c6 don xin chuyén giao, ban
tuyén bd ctia nguoi ndy vé viée ho hiéu biét diy du vé hé qua cua viéc chuyén giao
va cac quyén, nghia vu cia viéc chuyén giao. Khi d6 Bo trudng Bo Cong an quyét
dinh cho phép nudc tiép nhan ctr dai dién sang Viét Nam dé xac minh sy dong y
chuyén giao ctia ngudi dang chip hanh an phat to.'*

4.1.2.7. Mét s6 néi dung khdc trong hop tac quoc té vé phong chong toi pham
cong nghé cao

Thir nhdt, hoat dong thu thdp, trao doi thong tin va truy nd téi pham théng
qua vai tro cua Co quan INTERPOL Viét Nam.

B8 Pidu 51 Luat TTTP 2007
%9 Pidu 10 Thong tu lién tich s6 S6: 01/2013/TTLT-BCA-BTP-BNG-VKSNDTC-TANDTC
' Pidu 14 Thong tu lién tich s6 S6: 01/2013/TTLT-BCA-BTP-BNG-VKSNDTC-TANDTC
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Thong qua kénh hgp tdic INTERPOL - Van phong INTERPOL Viét Nam, luc
lugng Cong an nhan dan (lyc lugng canh sat) da co nhitng thong tin kip thoi vé tinh
hinh hoat dong ctia cac t6 chtic t6i pham quéc té; tiép nhan va xt 1y trao d6i thong
tin vé toi pham c6 to chirc xuyén qudc gia, tdi pham c6 yéu td nudc ngoai trong viéc
sir dung cong nghé cao dé thyc hién hanh vi pham ti. Théng qua Co quan Interpol
Viét Nam, phia Cong an Viét Nam da phéi hop thuc hién cac yéu cau vé tuong trg
tu phap hinh su véi nudc ngoai va nguoc lai, hoat dong bt t6i pham truy na khi ddi
tugng tim cach trén ra nudc ngoai hodc tir nudc ngoai vao Viét Nam.

Thit hai, hoat dong ddy tra, truc xudt

Bén canh hinh thirc dan d9, trong hoat dong truy bat tdi pham bo trén hodc cac
hinh thtrc dau tranh phong chdng t6i pham khac con c6 cac hinh thirc twong tu nhur
dan d¢ 1a day tra, truc xuat. Pay 13 cic bién phap ap dung cho nhing dbi tugng va
nhirng truong hop khac nhau. Nhung thuc té, nhiéu khi ching ta lai ¢6 su nhdm 14n
giita cac bién phap nay. Doi khi cung mdt truong hop, cd ngudi goi 1a dan do, co
nguoi goi 13 day tra... Pé tranh sy nham 1an do, can phai c¢6 su phan biét cac bién
phap nay.

Truc xuét 13 hanh vi dwa nguoi nudce ngoai ra khoi 1anh thé nudc minh bang
hanh dong don phuong cua co quan churc nang cia nudc ma nguoi d6 dang cu tru.
Truc xuat thudng dugce ap dung ddi v6i ngudi nude ngoai vi pham phéap lut cua
nudce so tai. Vi muc dich bao dam an ninh, trat tu xa hoi cua minh, mot nudc cod
quyén tryc xuit ngudi nudc ngoai vi pham phap luat ra khoi 1anh thé ctia minh ma
khong can thong bao trudc cho nuwdc ma ngudi bi truc xut mang qubc tich. Nhu
vay, truc xuat c6 nhiéu diém khéc biét voi dan do.

Pay tra 13 bién phap thuong dugc ap dung d6i voi nhitng ddi tegng pham tdi ¢
nudc ngoai, sau d6 lan tron & lai nude d6. N6i chung ddi twong ciia day tra vé hinh
thirc twong tu nhu ddi twong cua din do, nhung trong truong hop xem xét cac khia
canh vé loi ich qudc gia va yéu cau phong, chdng toi pham ma cac bén co thé lya
chon ap dung bién phap day tra. Trong thuc tién, day tra dugc coi nhu 1a mot bién
phap ap dung chu yéu giita cac nudc chua co ludt trong nudc quy dinh vé dan do;
chu yéu dua trén quan hé than thiét giita cac qudc gia. Thu tuc day tra don gian hon
thu tuc dan do, cu thé 1a: nudc déy tra &p giai doi tuong toi dia diém da thoa thuan
dé trao tra cho co quan chtic ning cia nudc tiép nhan day tra. Tai d6, nudc tiép
nhan doc 1énh bat d6i tuong va tién hanh cac tha tuc can thiét dé tiép nhan d6i
tugng. Viéc day tra thuong duogc tién hanh o nhimg dia phuong giap bién trén co s

moi quan h¢ gitra co quan Canh sat hai dia phuong cua hai nude.
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Thit ba, hoat déng phoi hop cong an cdc tinh bién gidi tai cdc quic gia trong
ddu tranh, phong chong TPCNC

Cong an cac tinh bién gidi (Coéng an cip tinh cta Viét Nam: véi Co quan
tuong Ung cap tinh cia nudc lang giéng) hop tic qudc té trong phong, chéng toi
pham gom cac hoat dong:

+ Hop tac qudc té trong diéu tra kham pha cic vu an hinh sy ma hai bén c6
trach nhiém cung nhau giai quyét.

+ Hop tac quc té trong truy bat, dan giai va chuyén giao ddi twong pham toi
hinh su.

+ Hop tac qudc té trong tiép nhan, giai ctru nan nhan cua toi pham hinh sy.
Chu yéu théng qua cic co quan ddu mdi trung wong, luc lugng canh sat nude lang
giéng chuyén giao cic nan nhan cia cac t6i pham xuyén qudc gia cho Cong an cap
tinh bién gidi Viét Nam tai cac sin bay va cira khau gitta hai nuédc.

Thit tw, hop tdc quoc té trong viéc traoddi, cung cdp théng tin vé toi pham voi
cdc t6 chire canh sdt trong khu viee va toan cau

- Trao doi thong tin ra nudc ngoéim: Khi cac luc lugng nghi€p vu canh sat
nhan dan c6 yéu cau, cac bd phan chuyén trach s& c6 nhiém vu chuyén ndi dung
thong tin can trao doi, xac minh ddi véi nudc ngoai dén Vin phong INTERPOL
Vi¢t Nam; trong d6 ghi rd dia chi, ndi dung cu thé, thoi han, muc dich can dat dugc,
tinh hop phéap (phap 1y); sau d6 INTERPOL Viét Nam can cur vao pham vi hop tac
s& dich ra tiéng Anh, chuyén yéu cau dén dia chi va c6 nhiém vy thudng xuyén nhic
nho, theo quy trinh. Sau khi ddi tac guri két qua, INETERPOL dich va khan truong
giri két qua vé don vi nghiép vu c6 yéu cau ban dau; dua ra nhitng khuyén nghi va
tham muu huéng giai quyét cho cac don vi theo thong 1& qudc té, ciing nhu phap
luat quéc gia ctia nude ddi tac.

- Trao d6i thong tin tir phia nudc ngoai: Vian phong INTERPOL Viét Nam 1a
don vi ddu mdi cua Bo Cong an Viét Nam, c6 nhi¢m vu tiép nhan thong tin va céc
yéu cau khac vé du tranh phong, chéng toi pham, trong pham vi ctia minh dich cac
thong tin (hodc khong) ra tiéng Viét sau d6 bao cdo linh dao c6 thim quyén chuyén
cho céc don vi nghi€p vu thyc hién nhi¢m vu xac minh thong tin hodc ty xac minh
thong tin; sau d6 tiép nhan, dich ra tiéng Anh két qua xac minh tra 10i va gui tra 10i
két qua cho dbi tac.

Thuc té, hinh thac trao doi thong tin vé t0i pham trong khudn khd hop tac
INTERPOL va ASEAN/ASEANAPOL la nhitng khudn kho hoat dong c¢6 hiéu qua

“pidu 5 Piéu 18 td chirc INTERPOL
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va dugc st dung thuong xuyén nhét trong hop tac qudc té trao doi thong tin vé
phong, chdng toi pham néi chung va TPCNC néi riéng.

Thik ndm, trao déi kinh nghiém dao tao va chuyén giao céng nghé

Trong khudn kho, pham vi da ky két tai diéu udc quéc té song phuong hoic da
phuong, Bo Cong an, VKSNDTC, TANDTC c6 thé to chirc cac hoi nghi, qudc té dé
trao d6i kinh nghiém, tong két cong tac hop tac dau tranh phong, chéng toi pham
gilra cac bén.

Thir sau, hop tdc quoc té dau tranh phong, chong tdi pham giita lyc lrong
Canh sat nhan dan Viét Nam voi luc lwong Canh sat cac nudc

Co ché hop tac qudc té trong phong, chéng toi pham lién quan dén Viét Nam,
luc lwong canh sat nhan dan Viét Nam thudng chu yéu thuc hién theo nhiing khuén
kho hop tac d6 1a: Thong qua khuon khé hop tac INTERPOL; thong qua khudn kho
hop tic ASEAN/ASEANAPOL; qua kénh hop tac véi Van phong Sy quan lién lac
Canh sat cac nudc tai Viét Nam va trong khu vuc Pong Nam A; qua kénh hop tac
tryc tiép véi mot sd co quan thi hanh phap luat khac nhu Cuc diéu tra Lién hang
Hoa Ky (FBI); Co quan Bai trir ma tuy Lién bang Hoa Ky (DEA); cac Trung tam
chéng toi pham xuyén qubc gia trong mang ludi Trung tdm chdng t6i pham xuyén
qudc gia Chau A - Thai Binh Duong,...

Hoic co ché hop tac song phuong phong, chéng toi pham noi chung va voi
mot s6 loai toi pham néi riéng giita Cong an cac tinh bién gidi ciia Viét Nam véi
cac dbi tac twong ung ctia nudc ngoai dudi hinh thic hop tac giita cac tinh bién
gidi, hodc bang hinh thirc két nghia d6i voi nhitng tinh chua ky két thoa thuan qubc
té phong, chdng toi pham cap tinh.

4.2. Thye tién thwe thi phap luit trong hop tic quoc té dau tranh phong
chdng tdi pham cong nghé cao ciia Viét Nam

4.2.1. Két qua hop tic quéc té trong diu tranh phong chéng tpi pham cong
nghé cao trong thoi gian vira qua

4.2.1.1. Vé dam phdn, ky két, gia nhdp diéu wéc quoc té trong phong chong téi
pham cong nghé cao:

- Cdc diéu wéc quoc té da phirong vé phong, chong téi pham:

Theo thdng ké ctia B6 Cong an, tinh dén thang 9/2019, Viét Nam 1a thanh vién
ctia 22 diéu udc quoc té da phuong quy dinh vé TTTP vé hinh sy, dan d va chuyén
giao ngudi bi két an phat ti. Trong sd nay c6 01 Hiép dinh chuyén biét TTTP vé
hinh su 14 Hiép dinh tuwong tro tu phap vé hinh su gita cic quoc gia ASEAN nam
2004 (c6 hiéu lyc tai Vit Nam ngay 20/9/2005). C6 03 diéu udc qubc té da phuong
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c6 quy dinh vé chuyén giao ngudi bi két an phat ti va cac diéu wdc quoc té da
phuong con lai déu quy dinh vé dan do (xem thém tai Phu luc 01 va tiéu muc
4.1.2.2).

Trong s cac diéu uéc qudc té da phuong ma Viét Nam 1a thanh vién quy dinh
vé HTQT trong d4u tranh, phong chdng toi pham thi c6 diéu udc qubc té diéu chinh
HTQT trong linh vuc phong chéng TPCNC nhu.

+ Cong ude cua Lién Hop qubc vé chdng tdi pham co to chirc xuyén qubc gia
(Transnational Organized Crime - goi tat tiéng 1a TOC) thong qua ngay 12 dén ngay
15/12/2000 tai thanh phé Palermo, Cong hoa Y, dudi su chii tri ctia Lién hop qudc,
dai dién 124 nuéc trong d6 c6 Viét Nam di ky Cong ude cua Lién hop qudc vé
chbng toi pham c6 t6 chirc xuyén qudc gia. Cong wdc nay di va sé thic day sy hop
tac giita cac qubc gia trén thé gidi dé ngan ngira va trimg phat t6i pham c6 t6 chirc
xuyén qudc gia mot cach hiéu qua, dong thoi ting cudng ning luc cua cac nudc
thanh vién trong viéc phong, chdng toi pham co to chirc xuyén quéc gia.

+ Hi¢p dinh TTTP vé hinh sy gitta cac nudc ASEAN, dugc cac quéc gia
ASEAN ky vao ngay 29/11/2004 tai thu d6 Kuala Lumpur, Lién bang Malaysia
gém dai dién cua 08 nudc la Brunei, Campuchia, Indonesia, Lao, Malaysia,
Philippines, Singapore va Viét Nam. Tiép d6, ngay 17/1/2006, 02 nudc thanh vién
ASEAN con lai 1a Thai Lan va Myamnar d3 ky. Hiép dinh 13 diéu uéc qubc té da
phuong dau tién vé TTTP trong linh vyc hinh su gitta cac quoc gia Pong Nam A,
thé hién sy quyét tAm chung ciia cac nuéc ASEAN trong hop tic phong, chong toi
pham trong khu vuec, nhét 13 toi pham mang tinh chét quéc té, toi pham xuyén quéc
gia.

- Cdc diéu wéc quoc té song phwong (Hiép dinh) vé hop tic quoc té trong
ddu tranh, phong chong téi pham néi chung va TPCNC néi riéng

Trong linh vuc hop tic qudc té phong, chdng tdi pham néi chung va TPCNC
néi riéng, Viét Nam da ky két nhiéu didu udc qudc té song phuong véi timg qubc
gia khac nhau trén co s mic d6 quan hé ngoai giao va tiy thudc vao nhu cau vé
pham vi, ni dung hop tac qudc té trong phong, chng toi pham ciia ctia mdi nude.
Céc diéu udc qudc té song phuong vé hop tac quc té trong phong, chdng tdi pham
gitta Viét Nam voi cac nudc thuong 1a cac hi¢p dinh TTTP. Cac hi¢p dinh vé dan
dd; cac hi¢p dinh vé tiép nhan, chuyén giao nguodi dang chép hanh an phat tu
(truomg hop dac bi¢t cd ndi dung khac nhu: Hiép dinh gitta Chinh phu nudc Cong
hoa xa hoi cha nghia Viét Nam va Chinh pha Cong hoa Phap vé hop tac trong linh
vuc gilr gin trat tu, an toan xa hoi ky ngay 12/11/2009); cac thoa thuan hoac ban ghi
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nhd vé hop tac qudc té trong phong, chéng toi pham giita mot co quan cip Bo hay
cap tinh va twong duong trén mot linh vic hay mot pham vi nhat dinh. Cac diéu udc
qudc té song phuong hién hanh 13 co s phap 1y hop tac quéc té trong phong, chong
t6i pham cu thé.

Hién nay, Viét Nam d3 ki 45 Hiép dinh song phuong véi cac qudc gia, trong
d6 c6 12 Hi¢p dinh TTTP chung (bao g@)m ca dan sy, gia dinh va hinh sy voi cac
qudc gia), 11 Hiép dinh chuyén biét vé TTTP vé hinh sy, 12 Hiép dinh chuyén biét
vé dan d6 va 10 Hiép dinh chuyén biét vé chuyén giao nguoi bi két 4n phat tu.

Ngoai ra, trong linh vuc hop tac qudc té phong, chong TPCNC con cé nhiing
Hiép dinh song phwong giita Chinh phu Viét Nam va Chinh phu cic qudc gia hitu
quan diéu chinh truc tiép dau tranh phong, chdng cac loai toi pham ma Viét Nam
cling da ky két, gia nhap (xem Phu luc 02).

4.2.1.2.Vé phéi hop phat hién, ngan chan va diéu tra, xir Iy t9i pham sir dung
cong nghé cao theo quy dinh ciia phdp ludt va cdc diéu wée quoc té ma nuwée Cong
hoa xa hoi chu nghia Viét Nam la thanh vién.

Trong thoi gian qua, cac co quan thyc thi phép luat cia Viét Nam da chu dong
phdi hop phét hién, ngin chin va diéu tra, xir Iy nhiéu di tuong t6i pham st dung
cong nghé cao co yéu td nude ngoai trén 1anh thé Viét Nam hodc ddi twong & nude
ngoai nhung xam hai loi ich ctia c4 nhan, t6 chirc trén lanh thd Viét Nam. Theo bao
céo cua Hiép hoi An toan thong tin Viét Nam tai Hoi thao trién 1dm qudc gia an
ninh bao mat nim 2013, trong 100 Website thuéc Chinh phu (c6 phan mé rong
1a gov.vn) c6 dén 78% co6 thé bi tin cong toan dién. Trong giai doan tir nim
2012 dén nam 2013 (ting 39 vu viéc ¢b lién quan dén ngudi nudc ngoai pham
t6i st dung cong nghé cao). Cung voi d6, sd d6i tugng 13 nguoi nude ngoai bi
khoi t6 vé cac toi danh lién quan dén linh vuc cong nghé cao nim sau cao hon
nam trudec.

Phéi hop trong viéc thu thdp, xdc minh théng tin tai liéu phuc vu
céng tdc phat hién, diéu tra TPSDCNC 1a mot trong nhitng yéu cau hop tac
thong thuong gitta luc lugng Cong an nhan dan Viét Nam véi Cong an céc
nude. Do co thé 1a xac minh cac dia chi IP ma ddi tuong pham t0i st dung vao
hoat dong pham tdi nhu Chuyén an 126S: PAiu tranh chéng tdi pham trom ca‘ip
thong tin thé tin dung dé ban cho t6i pham nudc ngoai. Thyc hién yéu ciu xac
minh cia Co quan diéu tra tdi pham nguy hiém cia Vuong quéc Anh (SOCA)
d6i véi d6i tugng Nguyén Ngoc Lam va Nguyén Ngoc Thanh voi tai san trom

cip 4 ty dong. Nam 2012, theo yéu cau ctia Canh sat Han Qudc, luc luong Cong
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an Viét Nam da cung cép thong tin va di liéu 6 cirng may tinh lién quan dén
mdt sb dia chi IP ctia Viét Nam c6 hanh vi tin cong website cua chinh phu Han
Qubc...

Trong thoi gian tir naim 2010 dén 2014, lyc luong Canh sat phong chdng
TPSDCNC d tiép nhan va xtr 1y gan 100 thong tin lién quan dén TPSDCNC.
Nhu trudng hop, ngay 11/06/2010, C50 nhan duogc cong van yéu cau hd trg cia
vian phong AFP, Canh sat Lién bang Uc diéu tra vu trom cap 182 may tinh
Apple & Uc vé tiéu thy & Viét Nam. Véi su hop tac cua hai bén, phia Viét Nam
d3 xac minh va thu thap duoc chimg ct lién quan mot sé ddi twong moc ndi tao
dung mot duong day van chuyén hang hoa tir Uc vé Viét Nam khong khai bao,
tron thué véi sé luong 16n. Bén phia Uc thong tin duong day nay co sy tham gia
cia nhan vién hai quan, an ninh san bay va tiép vién hang khong cta Viét Nam
Airline, dua thong tin lugng hang nhap lau vé Viét Nam gom 820 may tinh xach
tay cac loai va nhiéu linh kién dién tir véi s6 tién van chuyén khoang 2 triéu do
la Uc.'*?

Phéi hop trong viéc phdt hién va diéu tra cdc vu dn liva ddo nham chiém
doat tai san, danh bac bang cong nghé cao trén lanh thé Viét Nam.

T nam 2010 dén nam 2017, lyc lugng Cong an Viét Nam di phat hién va
diéu tra lam rd gan 200 vu an lra ddo nham chiém doat tai san bang cach su
dung cong nghé cao, cac ddi twong chu yéu 1a nguoi Trung Qudc thuc hién trén
lanh thd Viét Nam. C6 thé ké dén 02 vu viéc dién hinh dién ra trén lanh tho Viét
Nam vé viéc phéi hop phat hién, ngan chan va diéu tra, xur ly t01 pham st dung
cong nghé cao theo quy dinh ctia phap luat va cac diéu udc qudc té ma nude Cong
hoa xa hoi chu nghia Vi¢t Nam 1a thanh vién:

Vi thir nhat'®: Thang 5-2019, qua cong tac ndm tinh hinh, lyc lvong Céng an
phat hién tai khu d6 thi Our City (quan Dwong Kinh, TP Hai Phong) c6 s6 dbi
tugng 16n nguoi Trung Qudc thué nha (gan 400 nguoi) va thué duong truyén véi
dung luong rat 16n. Qua theo ddi, s6 d6i twong ndy truy cdp hon 100 website va xay
dung 99 trang web khac to chirc cho cong dan Trung Qudc danh bac truc tuyén qua

2 Trin Vin Doanh (2014), Hop tac qudc té trong phong, chdng toi pham st dung cong nghé cao

va van dé dit ra trong cong tac dao tao, boi dudng cén bg, Ky yéu hoi thdao khoa hoc "Phong,
chong tpi pham sir dung cong nghé cao - Nhitng vin dé dit ra trong cong tic dao tao"', Hoc vién
CSND thang 11/2014

" Vy 395 nguoi Trung Qubc danh bac & Hai Phong: Viét Nam khong thiét hai gi!
https://nld.com.vn/chinh-tri/vu-395-nguoi-trung-quoc-danh-bac-o-hai-phong-viet-nam-khong-thiet-
hai-gi-20190904103959592.htm (truy cap lan cubi ngay 21/12/2020)
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mang internet (c6 may chu dit tai nuéc ngoai) dé choi x0 s, ca cuge. Sau khi nim
bat thong tin, B Cong an 1ap tirc xac 1ap chuyén 4n d4u tranh, trao doi thong tin véi
Bo6 Cong an Trung Qudc. Sau khi ndim duoc thong tin, B6 Cong an Trung Qudc
cling cho biét dang t6 chuc diéu tra nhom ddi tuong nay va d6 1a nhom dbi twong co
lién quan dén hoat dong t6i pham tai ca Trung Quéc va Viét Nam. Sau khi xac dinh
1d nhom dbi tuong trén c6 hanh vi danh bac thi lyc luong cong an tién hanh bat qua
tang, thu gilr gan 2.000 dién thoai di dong thong minh, 533 may tinh cic loai, nhiéu
thé ngan hang, tién mit cing nhiéu db vat, tai liéu lién quan dén vu an. Cung véi
d6, s tién ma td chirc cd bac nay da giao dich trén hé théng la trén 3,6 ti nhan dan
t¢, tuong duwong hon 12.000 ti déng. Sau khi bat gitt s6 dbi tuong trén, dya vao
Thoa thuan vé hop tac phong chéng t6i pham giita Viét Nam - Trung Qudc, Hiép
dinh dinh TTTP vé hinh sy gitta Viét Nam - Trung Qudc ciing nhu ¢6 sy phéi hop
thudng xuyén trong nhiéu nim qua va déi twong pham tdi déu la nguoi Trung Qudc
khong c6 d6i tuong pham toi va bi hai 1a nguoi Viét Nam nén B Cong an di giao
lai cac ddi twong cho phia Trung Qudc tiép nhan, xir 1y theo ding quy dinh. Pay c6
thé noi 1a vy viéc dién hinh ciia cong tac hop tic qudc té trong phong chdng
TPCNC. Subt trong qua trinh phéi hop, hoat dong phat hi¢n, ngan chan va diéu tra,
xtr 1y t6i pham sir dung cong nghé cao phat sinh nhitng van dé gi phia Viét Nam can
thi phia Trung Qudc déu co tra 1oi day du, dong thoi giita hai bén déu co6 nhiing thoa
thuan va hiép dinh day du nén viéc xir Iy déu nhanh chéng, hiéu qua va ding quy
dinh.

Vu thir hai: Nam 2013, Vwong Huy Long (27 tudi, tra tai x4 Tan Thanh Tay,
huyén Cu Chi, TP Hb Chi Minh) tao ra dién dan v6i hon 1.000 thanh vién tham gia,
c6 ndi dung hudéng din tin cong website dé trém cip thong tin thé tin dung va xéac
dinh, c6 khoang 1 triéu thé tin dung da bi hack (trdm cap). Qua cac thong tin thé tin
dung hack duoc, Vuong Huy Long ciing dong bon tao ra nhitng ngudi mua hang 13
cong dan cua cac bang trén nudc My, hodc mot sé nudc khac dé di mua hang, thué
van chuyén vé Viét Nam dé chiém doat tién cta cac khach hang. béi tugng ma
Long nhim t6i thuong 1a cong dan My va mot s6 nude kinh té phat trién khac.
Tham chi, Long con phdi hop véi mot d6i tugng nguoi Nigeria thanh lap cong ty
“ma” tai My, chuyén kinh doanh trén mang, co tén goi bp.jobinc.com, dén nim
2011 d6i thanh savinglogistics.com. Cong ty ciia Long da tuyén dung duoc 20 nhan
vién 1a nhitng nguoi that nghiép, dang can viéc lam trén dat My. Nhiing nguoi niy
goi 1a Dropper, chi lam mdi viéc 1a dua dia chi cu tra cho Long, dé chung dua hang

mua dugc bang cac tai khodn tin dung trom cap ve. Sau do, cac Dropper c6 nhi€ém
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vu van chuyén vé Viét Nam cho Long qua cic cong ty van chuyén hang héa 16n
nhu DHL, Fedex, UPS... va s€ dugc tra 10% gié tri hang héa. Phuong thuc Long
thanh toan tién cong cho cac Dropper la thong qua cac giao dich tién dién tir LR.

Sau khi thu thap dﬁy da chung cu, co so dir ligu vé hoat dong cua Long, dua
vao cac Thoa thuan hop tac giira hai bén, B6 Cong an Viét Nam da phdi hop voi Bo
An ninh noi dia Hoa Ky d4u tranh v6i hoat dong pham t6i do d6i twong Vuong Huy
Long cam dau. Thang 7-2013, trang web giao dich tién dién tir ma Long tra tién cho
Dropper di bi cac co quan chtrc ning My danh sap, do lién quan dén cac hoat dong
“rira tién”. Cho dén khi Co quan CSPT B9 Cong an sang My phdi hop lay 10i khai
ctia cac Dropper nay, ho van nghi minh dang 1am viéc cho mot cong ty hop phép,
ma khong hé biét rang di tiép tay cho hanh vi pham tdi ciia bon Vuong Huy Long.
Pén thang 9/2013, B Cong an Viét Nam da phéi hop voi BO An ninh ndi dia Hoa
Ky d4u tranh voi cac doi tuong trong dién dan toi pham mang voi hon 1.000 thanh
vién do ddi twong Vuong Huy Long cAm dau, thu giir 29.000 thong tin thé tin dung
dugc dua 1én dién dan, xac dinh tong s tai san cac ddi tugng nay chiém huong trai
phép hon 15 ty déng va 280.000 USD. Co quan CSPT, Bo Cong an Viét Nam da
xac dinh va trao d6i thong tin vé hang tram dbi tugng trong duong day toi pham &
23 bang cua Hoa Ky, Vuong qudc Anh, Pirc cho Canh sat cac nude. Cac ddi tuong
da gay thiét hai cho phia chu thé hang tram tri¢u USD. Chuyén &n thanh cong, dugc
luc lugng canh sat cac nude danh gia rat cao, nang uy tin cua Canh sat Viét Nam
trén trudng qudc té. Pay duoc coi 1a vu an triét pha duong day trom cap thé tin
dung 16n nhat tir trude dén nay dé mua hang, nham chiém doat hang trim nghin
USD cuia ngudi nudc ngoai.

4.2.1.3. Két qua cong tdc dan do, twong tro tw phdp vé hinh suw vé téi pham s
dung cong nghé cao trong twong quan voi cdc loai hinh toi pham khac

- Két qua céng tac dan do trong viéc diéu tra, truy t6, xét xir va thi hanh dn:

Trong Bao céo tong két cong tac thi hanh phéap luat vé dan do d6i véi toi pham
n6i chung cua Bo Cong an nam 2019, s ddi twong cé 1énh truy nd d6 cua Interpol
c6 thong tin 1an trén vao Viét Nam 1a 317 ddi tuong, nhung rat it trudng hop nudc
ngoai yéu cau dan do vé TPCNC. Pén nam 2017, Bo Cong an da tiép nhan va xir ly
23 yéu cau dan d6 ciia nudc ngoai (12 yéu cau dan do theo cac hiép dinh song
phuong vé dan do, 11 yéu cau dan do theo nguyén tic c6 di c6 lai) va tir chdi 03 yéu
cau dan d6 khong hop 18. C6 khoang 1.200 ddi tuong pham tdi tai Viét Nam bo trén
ra nudc ngoai, trong d6 c6 235 doi tuong da bi INTERPOL ra I¢nh truy na do,
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nhiéu dbi tuong pham tdi dac biét nghiém trong, trong d6 co TPCNC', Bo Cong
an da 1ap va chuyén 35 hd so yéu cau din do dén co quan c6 tham quyén ctia nudc
ngoai (dén nim 2017), gdm 21 yéu cau dan do6 theo cac hiép dinh song phuong va
14 yéu cau dan d6 theo nguyén tic c6 di co lai.

- Két qua twong tro tw phdp vé hinh s trong viéc diéu tra, truy 10, xét xir:

Trong giai doan tir 1/7/2008 dén hét 31/5/2017 thi VKSNDTC d4 tiép nhan
627 yéu cau TTTPHS cia nudc ngoai, trong d6 Van phong Co quan CSPT Bo
Cong an thyc hién 512 yéu ciu (chiém 81,7%), chuyén cac co quan khac (Bo ngoai
giao, Toa an, Cuc 1anh sy BNG, VKSND...) thuc hién 115 yéu cau (chiém 18,3%).
Céc ndi dung yéu cau TTTP vé hinh sy ma nudc ngoai dé nghi Viét Nam thyc hién
chu yéu 1a tong dat gidy td, ho so, tai lidu c6 lién quan.

Ciing trong thoi gian trén, cac co quan c6 tham quyén ctia Viét Nam (Co quan
diéu tra trong CAND, TAND, VKSND...) d4 yéu cau phia nudc ngoai thyc hién
téng s6 660 yéu cau TTTPHS, trong d6 phia Co quan diéu tra trong CAND c6 554
yéu cau (chiém 83,9%) va cic co quan khac co thdm quyén dé nghi 116 yéu ciu
(chiém 16,1%)'*. Trong d6 c6 khoang 78% yéu cau lién quan dén cac nudc di ky
Hiép dinh v6i Viét Nam. Trong d6, ndi dung yéu cau do co quan diéu tra trong
Cong an nhan dan dé nghi nudc ngoai thyc hién thi thu thap ching ci chiém 68%
va xac minh 1y lich tu phap chiém 32%, viéc lay 10i khai chiém 17% trong tong s6

n6i dung thu thap chimg cir'*®.

" Bao cao tong két thi hanh phap luat vé din d6 vao nim 2019 cia , B4 Cong an
' Bao cao tong két thi hanh phap luat vé din d6 vao nim 2019 cia , B4 Cong an

' Bao cao tong két thi hanh phap luat vé din d6 vao nim 2019 cia , B4 Cong an
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Noi dung TTTP

® Téng dat gidy to. ho so.
tai liéu c6 lién quan

= Thu thép. cung cép chimg
cu p’hl_lC vu diéu tra, giai
quyet VAHS

® Trao d6i cung cap thong
tin

Triéu tap nguoi lam
ching, nguoi giam dinh

B Céc yéu cau TTTP khac

Biéu dd 4.1. Yéu ciu twong tro tw phap vé hinh su ciia nwéc ngoai'?’

Trong Bao cao tuan thu k¥ thuat (Bao cao TC) va Bao cdo tinh hi¢u qua (Béo
c4o 10) ctia Viét Nam gui Hiép hoi phong chéng rira tién Chau A — Thai Binh
Duong (APG) nam 2019 cho thiy, hoat dong twong tro tu phap vé hinh sy trong
dau tranh ddi véi t6i pham sir dung cong nghé cao dé thuc hién hanh vi rira tién
giita Viét Nam véi cac qudc gia co xu hudng gia ting trong giai doan 2016-2019, cu
thé:

7 Vién Kiém sat Nhan dén t6i cao (2017), Béo cdo Tong két 10 nam trién khai thi hanh Luat
tuong trg tu phdp nam 2007
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MHO so TTTP dén  WHO so TTTP di

15
13
12
11
9 9
8
7

Nam 2016 Nam 2017 Nam 2018 Nam 2019

Biéu d6 4.2. S6 vu twong tr¢ tw phap vé hinh sy giira Viét Nam va cac

A . Re &) A e A A R d oA 14
quoc gia doi voi tgi pham sir dung cong nghé cao dé riwra tién 8

4.2.1.4. Céng tdc té chirc hoi nghi, hdi thao trao déi théng tin, kinh nghiém va
phéi hop dao tao, boi dwéng, hudn luyén nghiép vu:

Theo co céu, bién ché dén nam 2020 dé don vi d4u tranh chéng TPCNC trén
ca nude can khoang 2.500 can bo, chién si co trinh d6 chuyén moén tin hoc va
nghiép vu. Trong bién ché ctia Cuc C50 cii nay 1a Cuc An ninh mang can khoang
500 can b, chién si. Mdi dia phuong c6 khoang 20-40 can bd, chién si. Mdi can bd
phai thong thao it nhat mot ngoai ngir, ty 1& vé trinh do chuyén mén tin hoc va
nghiép vu la 70/30, bén canh d6 muc tiéu dao tao, boi dudng 100% can bo, chién si
gioi vé chuyén mon tin hoc va ndm chéc nghiép vu diéu tra. Vi vay, bén canh nhu
cau tuyén dung can bo, chién si trong dau tranh, phong chéng TPCNC thi can chu ¥
dén cong tac phat trién can bo tryc tiép lam cong tic HTQT trong dau tranh phong,
chéng TPCNC vi hién nay luc luong nay dang thiéu va chua co lyc luong chuyén
trach. Vi vy, thoi gian qua, Bo Cong an di cir nhidu doan di nghién ctru va hoc tap
kinh nghiém & cac nudc co nén khoa hoc CNTT tién tién va hién dai nhu My, Nhat,
Uc, Han Quéc. .. dé trao d6i vé cong tac du tranh phong, chong TPCNC trong tinh

hinh méi.

8 Vigt Nam (2019), Bao céo tuln thu k¥ thuat (Bao cao TC) va Béo céo tinh hiéu quéa (Béo céo

10).
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Bo Cong an Viét Nam vdi vai trd nong cbt trong phong chong toi pham st
dung coéng nghé cao da phdi hop voi cac té chirc qudc té, canh sat cac qudc gia
thuong xuyén tién hanh cac hoi nghi, hdi thao vé an ninh, an toan thong tin ciing
nhu phong chéng toi pham sir dung cong nghé cao. Nam 2017, B6 Cong an Viét
Nam phéi hop cung Tap doan Dit liu Quéc té (IDG), Bo Thong tin & Truyén
thong cing Ban Co yéu Chinh pha t6 chirc Hoi thao - Trién 1dm Qudc gia vé An
ninh Bao mat 2017 (Security World 2017) 1an thtr 12 véi chii dé “Bao dam an ninh
mang, an ninh thong tin trong thdi ky cach mang cong nghiép lan thir 4”. Tai day,
cac nha lanh dao Viét Nam da truyén di thong diép: “...can c6 sw chung tay ciia cdc
nudc trong khu viee va thé gidi, thong qua co ché, khuén khé phdp Iy song phirong,
da phirong, thiét Idp quan hé hop tdc chit ché trén linh vue bdo dam an ninh mang,
phong chong t6i pham cong nghé cao”.

Péng thoi, B Cong an ciing thuong xuyén cr luc lwong tham gia cac hoi
nghi, hoi thao do lyc lugng INTERPOL qudc té va cac iy ban ciia Lién Hop Qubc
t6 chirc trong phong chong t6i pham néi chung va phong chong téi pham str dung
cong ngh¢ cao ndi riéng. Minh ching 1a vao thang 01/2019, tai Lyon, Phap,
INTERPOL va Trung tdm Phong, chong khung b ctia Lién Hop Qubc (UNCCT)
d3 phéi hop to chirc Hoi thao vé “Ndng cao ndng lwc ciia cdc quéc gia thanh vién
trong viéc sir dung phirong tién truyén thong xa hdi dé ngan chin va chong lai cdc
phdn tir khing bo quéc té”. Tai Hoi nghi c6 su tham gia cua dai dién INTERPOL
Vi¢t Nam va doan Viét Nam cling c¢6 bai tham ludn tai Hoi thao nay. Bai hoi thao
da duoc canh sat cac nudc danh gia cao vé cac kinh nghiém va thanh cong ciia Viét
Nam trong ngin chin va chéng lai cc phan tir khiing bd quéc té;

Ngoai ra, v6i dau mdi trao d6i thong tin vé t6i pham qudc té, Van phong
INTERPOL Viét Nam dong vai trd cung cép canh bao ciia cac to chiic canh sat, an
ninh qubc gia ciing nhu quéc té trong phong chéng TPCNC. Pau nam 2020, khi
INTERPOL quéc té ban hanh mot canh bao cho cac té chic dang & tuyén dau
phong, chéng dich c6 nguy co tré thanh muyc tiéu ciia cac vu tan cong bang ma doc
nham doi tién chudc. Toi pham cong nghé cao dang sir dung ma doc dé kiém soat
vé mat ky thuat s6 cac bénh vién va cac dich vu y té, khéng ché khong cho ho truy
cap vao cac ho so va hé théng cho dén khi tra mot khoan tién chudc nhit dinh. Dé
d6i pho v6i mbi de doa nay, INTERPOL d4 ban hanh mét Thong bao tim canh bao

Canh sat & khap 194 quc gia thanh vién vé tha doan tan cong biang ma doc nay'®.

149 A A A N \ , ” A A R e LA A
Toi pham cong nghé cao nham vao cdc co so'y té trong yéu dé doi tién chudc;

http://bocongan.gov.vn/interpol/Pages/list.aspx?Cat=3&ItemID=207 (truy cap lan cubi 20/ 12/2020)
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Duya vao canh bao nay, cac co quan thuc thi phap luat ctia Viét Nam da tang cuong
cac bién phap dé phong ngira va ngin chin TPCNC vao cac co so y té trong diém
cua Viét Nam.

4.2.2. Han ché trong hoat dpng hop tic quoc té diu tranh, phong chéng tpi
pham cong nghé cao

4.2.2.1. Vubng mdc, han ché tir quy dinh cia Ludt Twong tro tw phdp lien
quan dén hop tac quoc té phong chong téi pham sir dung cong nghé cao

Sau gﬁn 15 nam &p dung Luéat TTTP, mot ) quy dinh trong Luat TTTP chua
tuong thich hodc chua c6 quy dinh, trong d6 c6 nhiéu ndi dung phtc tap, nhay cam,
dan dén kho khian trong viéc trién khai t6 chirc thyc hién cac hoat dong HTQT
phong chdng toi pham noéi chung va TPCNC noi riéng, cu thé:

Quy dinh lién quan dén dan do

Vé co quan Trung wong cua Viét Nam. Theo 11 Hiép dinh TTTP ¢ quy dinh
vé dan d6 ma Viét Nam ky véi cac qudc gia trude day, VKSNDTC 1a co quan déu
mdi vé dan d6 cua Viét Nam. Nhung Luat TTTP lai quy dinh B6 Cong an 1a co
quan dau mdi vé din d¢, chuyén giao nguoi dang chap hanh hinh phat t. Sy khong
thong nhat nay da gy khé khan cho qué trinh thyc hién chirc niang ciia B Cong an
trong dan do. Vi mudn thay ddi co quan trung wong cua Viét Nam vé din do thi
phai stra d6i cac Hiép dinh. Nén thoi gian toi Viét Nam sé tach cac ndi dung vé din
d6 thanh mot Hiép dinh riéng va ki lai véi cac qubc gia.

Vé van dé cam két khong ap dung an tir hinh. Mot s6 Hiép dinh vé dan do
gitta Viét Nam va cac nudc co quy dinh vé cam két khong ap dung an tir hinh (nhu
Hiép dinh v6i Cong hoa Bé-la-rat (Piéu 70), voi Nga va Austraylia...), theo do,
viéc dan do s& bi tir chdi trong trudng hop t6i pham bi yéu cau din d6 bi 4n tir hinh
theo phap luat ciia Bén ky két yéu cau, nhung bén ky két yéu cau khong dam bao
chédc chin cho bén ky két dugc yéu cau rang sé khong thi hanh ban an tir hinh d6.
Phap Luat Viét Nam van con quy dinh nhiéu loai toi pham c6 quy dinh hinh phat tir
hinh va khéng han ché viéc dan do d6i voi ngudi c6 thé bi két an tir hinh. Piéu nay
gay kho khin cho Viét Nam khi dam phén cac Hiép dinh vé din d6 véi cac qudc gia
chau Au (noi ma phap luét tai nhiéu quéc gia khong c6 an tir hinh). Vi vay, thoi
gian t6i, can nghién ciru bd sung quy dinh vé cam két khong ap dung thu tuc hinh
phat tir hinh v6i nguoi bi yéu cau dan do.

Hién nay, Luat TTTP méi chi quy dinh truong hop tir chdi dan do dé truy ciu
trach nhiém hinh sy, cu thé, VKSNDTC xem xét yéu cau clia co quan co tham quyén

ctiia nudc ngoai vé viéc tiép tuc truy cuu trach nhiém hinh sy doi vdi cong dan Viét
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Nam pham t6i & nudc ngoai dang cd mat tai Viét Nam'’

. Nhu vay, quy dinh cua
Luat TTTP da bé lot truong hop tur chdi dan do pham nhan (hodc ngudi da bi két an
bang ban an hinh sy ¢6 hiéu luc phap luat) bo trén dé tiép tuc thi hanh an hinh su.
Nhu vy, khi ¢6 yéu ciu voi truong hop nay, Viét Nam phai tir chdi dan d6. Tuy
nhién, Viét Nam ciing khong thé truy ciru trach nhiém hinh sy ctia ngudi bi yéu cau
dan d6 vi khong ai bi két an hai 1an vi mot toi danh. Diéu nay da duoc Bo luat TTHS
nam 2015 quy dinh vé cho thi hanh ban an, quyét dinh hinh sy ctia Toa an nudc ngoai
ddi véi cong dan Vi¢t Nam bi tur chdi dan do. Nén can phai stra ddi Luat TTTP sao
cho phu hop véi quy dinh trong B luat TTHS 2015 nham tranh bo lot toi pham.

Quy dinh lién quan dén thwc hién cong tic chuyén giao nguoi da bi két dn
phat tu

Vé thoi han con lai phdi chdp hanh dn ctua ngudi duge chuyén giao. Luét
TTTP quy dinh ngudi bi két an phat tii con phai chap hanh it nhat 01 nam, trong
truong hop dac biét con it nhat 06 thang. Tuy nhién, trong hau hét cac Hiép dinh
song phuong vé chuyén giao ngudi bi két 4n phat ti ma Viét Nam da ky két déu
quy dinh nguoi bi két an phat ti con phai chip hanh it nhat 01 nim hoic do cac bén
thong nht.

Can c6 sw dong ¥ ciia nguwoi bi két dn phat tii con nhiéu vuéng mic. Hién nay
Luat TTTP quy dinh ngudi dang chip hanh hinh phat t & nuéc ngoai cé thé dugc
tiép nhan vé Viét Nam dé thi hanh hinh phat ti thi can phai c6 sy dong ¥ ciia ngudi
duoc chuyén giao"'. Nhu vy, trong trudng hop nhidu ngudi Viét Nam pham toi ¢
nudc ngoai (dic biét 1a pham toi lién quan dén ma tay) sé khong mudn vé Viét Nam
dé thi hanh hinh phat ti. Diéu nay dan dén truong hop khi qubc gia hitu quan dé
nghi chuyén giao cong dan Viét Nam pham tdi tai nudc ngoai vé Viét Nam sé& kho
thuc thi va can c6 hudng ki van ban thoa thuan riéng. Bén canh d6, trong mot )
truong hop phia nuée ngoai dé nghi Viét Nam cam két khong tuyén hinh phat tir
hinh hodc ¢ tuyén nhung khong thi hanh hinh phat tir hinh déi véi nguoi dang chap
hanh an phat to dong thoi 1a ddi tuong truy ni cta Viét Nam sau khi dugc chuyén
giao vé Viét Nam. Tuy nhién, phap luat Viét Nam chua c6 quy dinh nay.

Vé chi phi, Luat TTTP quy dinh chi phi vé chuyén giao nguoi dang chap hanh
hinh phat ti do Bén yéu cau chi tra'**. Nhung cac Hiép dinh TTTP Viét Nam d ki
lai quy dinh 1a chi phi do Bén nhéan chi tra trir chi phi phat sinh hoan toan trong lanh

0 Bidu 29 Luat TTTP
"I'Piém g Khoan 1 Diéu 50 Luat TTTP nam 2007
32 pidu 60 Luat TTTP 2007
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tho Bén chuyén giao. Vi du, trong Hiép dinh giita Nhat Ban va Viét Nam vé chuyén
giao ngudi bi két an phat ti ¢6 quy dinh rang: Chi phi phat sinh trong viéc ap dung
Hiép dinh nay s€ do Bén nhan chi tra trir nhitng chi phi phat sinh hoan toan trong
pham vi lanh thd ctia Bén chuyén giao hay trong hiép dinh giita Viét Nam va cong
hoa Séc cling quy dinh tuong tu nhu trén. Nhu vay, khi Viét Nam 1a bén nhan ma
Viét Nam chua c6 ngudn kinh phi cho cac hoat dong tiép nhan pham nhan 1 ngudi
Viét Nam dang chap hanh hinh phat ti tai nuéc ngoai vé Viét Nam tiép tuc chip
hanh hinh phat ti thi Iic nay viéc tién hanh chuyén giao s& khong duoc tiép tuc, trix
khi c6 thoa thuan khac giira Viét Nam va bén chuyén giao.

Quy dinh thuc hién cong tac TTTP vé hinh sw

Pé thyc hién yéu cau TTTP, cac nudc yéu cau khong ap dung an tir hinh. Tuy
nhién, Luat TTTP chua c6 quy dinh vé trinh tu, thu tuc cam két khong &p dung hinh
phat tir hinh trong hoat dong TTTP vé hinh sy.

Pham vi TTTP v& hinh sy quy dinh tai Diéu 17 Luat TTTP con han ché, chua
pht hop véi cac cam két qubc té ciia Viét Nam. Luat TTTP véan chua c6 quy dinh
vé viéc cho phép ngudi tién hanh t6 tung ciia Bén yéu cau duoc tham gia mot sd
hoat dong trong qué trinh thyc hi¢n TTTP tai Bén dugc yéu cau, td chirc cho nguoi
tai Bén dugc yéu cau dén Bén yéu cau dé hd trg diéu tra hodc cung cip chimg ci,
lién két diéu tra, phdi hop diéu tra...day 1a nhitng ndi dung dugc quy dinh trong céc
diéu wéc qudc té song phuong va da phuong trong linh vyc tu phap hinh sy ma Viét
Nam d3 ky két va tham gia va da phat sinh trén thuc tién.

Chua c6 quy dinh cu thé vé trinh tu, tha tuc thuc hién mot sd yéu ciu tuong
try nhu triéu tap nguoi lam chimg, nguoi giam dinh, din giai nguoi chap hanh hinh
phat ti ra nudc ngoai dé hd trg diéu tra hodc cung cip chimg ctr; chuyén giao truy
ctru trach nhi€m hinh sy cong dan Viét Nam tai Viét Nam....

4.2.2.2. Khé khan tir thuc tién dp dung phdp ludt trong ddu tranh, phong
chong t6i pham sir dung cong nghé cao

Mot 14, viéc hop tac quoc té trong trao déi théng tin vé TPCNC con chuwa dady
du. Mac du gitta Viét Nam va nhiéu quéc gia da xay dung duogc kénh lién lac tryc
tiép, nhung cac kénh nay chi thuc hién khi c6 yéu cau giai quyét cu thé, do d6 dan
dén khong chi dong trong cong tac dau tranh phong, chong TPCNC. Ngoai ra, van
dé bat ddng ngdn ngir ciing 12 nguyén nhan khién viée tiép xuc, trao doi thong tin
con gap nhiéu kho khan. Cac tai liéu trong hd so yéu cadu TTTP vé hinh su ¢ nhiing
ban dich chua dtng tir ngit phap luat, chua logic vé mat ngir phap, gay kho hiéu cho
co quan thy 1y thuc hién. Tén ddi twong hodc tén dia chi khi khong rd rang nén
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khong xac dinh con ngudi cu thé, mat thoi gian hodc khong xac dinh duoc dé giri lai
thong tin cho Bén yéu cau.

Ngoai ra, viéc tiép nhan thong tin yéu cau phdi hop qua “duong diy nong”
dugc mot sé qudc gia nhu Trung Qudc, cac qudc gia ASEAN... trién khai c6 hiéu
qua, tuy nhién, trong mot s6 vu viéc, Cong ham, Lénh truy na, Lénh tam giam dugc
chuyén cham, gay kho khin cho hoat dong phdi hop xac minh, diéu tra, truy bat toi
pham.

Trong linh vuc phong, chéng TPCNC, cong tac phdi hop, trao d6i, cung cap
thong tin gitra cic co quan phong, chong t6i pham cic nudc con cham, khong day
du trong khi TPCNC dién ra rat nhanh, cic ddi tugng sau khi rit tién s& nhanh
chong tau thoat do do két qua dAu tranh véi toi pham ndy van con nhiéu han ché.
Dic biét, viéc thu thap, xac minh dia chi IP dé xac dinh vi tri, dia diém, d6i tuong
hoat dong gap rat nhiéu kho khin va kéo dai.

Hai la, viéc hop tac voi cdc co quan thuc thi phdp ludt nudc ngoai thuong bi
kéo dai. Nguyén nhan cia viéc kéo dai 12 do thong tin vé toi pham muén trao d6i
v6i co quan c6 tham quyén nude ngodi phai bio cao qua nhiéu cap c6 thim quyén
dan dén cham, khong con tinh chién d4u. Hay c6 nhiing yéu cau TTTP tir phia nudc
ban yéu cau Viét Nam v6i nhitng tén vin ban di kém 1énh, quyét dinh d6 khong c6
hiéu luc thi hanh trén 1anh thé Viét Nam nén can thoi gian dé co quan tién hanh t6
tung Viét Nam trién khai bang cac van ban, quyét dinh theo quy dinh cuia phap luat
trong nudc. Viéc nay ciing 1am cham qua trinh diéu tra vu an TPCNC. Ngoai ra,
viéc cham c6 két qua yéu cau TTTP vé hinh sy con c6 nguyén nhan 1 cac Hiép
dinh ma Vi¢t Nam da ky véi cac nudce chua quy dinh rd thoi han thuc hién yéu ciu
TTTP vé hinh su, ma thoi han nay phu thudc vao phap luat quc gia duoc yéu cau.
Nén tir viéc cham c6 két qua thyuc hi¢n yéu cu tuong trg anh hudng dén tién 6 giai
quyét vu an.

Cong tac phdi hop to chirc hoi dam, trao d6i giita Bo Cong an Viét Nam véi
co quan an ninh, canh sat cac quéc gia khac con han ché, chi thuc hién & mét sd dia
ban, linh vyc va thoi diém. Cong an cip tinh (cac phong nghiép vu) c6 chung duong
bién gi6i v6i Trung Qudc, Lao, Campuchia it c6 diéu kién t6 chirc hoi dam, trao d6i
tryc tiép da anh huong dén cong tac phong ngira va dau tranh phong, chdng TPCNC
gitra cac bén c6 chung dudng bién gioi.

Ba la, cac quy dinh ciia ludt chwa dir bdo diéu chinh hét cdc truong hop sé
phat sinh va chwa phu hop voi diéu kién tai Viét Nam. Nhu quy dinh vé dan do, khi
ma TPCNC c6 hanh vi dugc thyc hién tai nhiéu quéc gia hay t6i pham do t6 chirc
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t0i pham xuyén quéc gia thuc hi¢n, thi s dan dén truong hop Bo Cong an nhan
dugc vin ban cta hai hodc nhiéu nudc yéu cau dan d6 mot nguoi vé cling mot toi
pham hodc nhiéu t6i pham khac nhau thi B Cong an chu tri phdi hop v6i Bo Ngoai
giao, Bo Tu phap, VKSNDTC, TANDTC xem xét, quyét dinh dap tmg yéu cau dan
d6 cho mot trong cac nudc yéu cau va chuyén hd so yéu cau dan do cho Toa an

153 A o L A
. Tuy nhién, trén thuc té, cac yéu

nhan dan cép tinh xem xét, quyét dinh dan do
cau dan d6 cua cac nudc khac nhau thuong khong duoc giri dén B Cong 4n cing
mot thoi diém. Ma thoi han yéu cau kiém tra hd so trong 20 ngay, nén s& ¢ truong
hop Bo Cong an giri dén TAND cép tinh c¢6 tham quyén dé thy ly, giai quyét thi Bo
Cong an lai nhan dugc yéu cau dan do tai quéc gia thtr hai. Truong hop nay, TAND
cap tinh d3 thu 1y yéu cau dan do tha nhat phai tra lai hd so cho B6 Cong an dé xem
xét, quyét dinh viéc dap Gmg yéu cau. Nhung Luét chua quy dinh viéc tra hd so yéu
cau dan do sau khi d thy ly. Nén diéu nay sé mat thoi gian va gy lang phi, chua ké
dén co6 nhiéu hon hai nudc yéu cau dan do cung mot nguoi thi can co cach giai
quyét phu hop.

Bon la, van con hién tuong né tranh, dun dcfy trach nhiém cua cdc luc luong
thuwee thi phdp ludt tai Viét Nam trong viéc xir 1y cac vu viée ¢ yéu td nudc ngoai
n6i chung va cac vu viéc ¢ dau hiéu VPPL hinh su lién quan d&én viéc str dung
cong nghé cao nodi riéng lién quan dén ap dung PUQT vé phong chéng toi pham ma
Viét Nam 1a thanh vién. Nhiéu truong hop, Cong an cac don vi dia phuong nhan
duoc thong tin doi tuong pham tdi da bo tron ra nuéc ngoai thi co quan diéu tra
ngay lap tirc dinh chi diéu tra va dong hd so ma khong c6 co s phap 1y trong nudc;
hodc chuyén cho co quan truy ni hoic don vi hop tac qubc té thuc hién viéc ap
dung DUQT... Khi Cong an mot sb don vi, dia phuong cho réng thu tuc lién quan
dén TTTP vé hinh su, yéu cau dan do, yéu cau chuyén giao nguoi bi két an phat tu
qué phirc tap nén khong thuc hién cac thu tuc nay, dan dén bo lot toi pham hodc
khong bao vé dugc quyén loi hop phap ciia cac bén lién quan hay cta ngudi bi két
an phat tu'>*,

Nam 14, cdc ché tai va hinh phat xit Iy t6i pham sit dung céng nghé cao con
nhe, chira dii sikc ran de phuc vu cong tac dau tranh, phong ngira toi pham. Tai Viét
Nam, theo Cyc Canh sat PCTP st dung cong nghé cao (C50) nay duoc doi tén
thanh Cuc An ninh mang va phong, chéng t6i pham sir dung cong nghé cao (A05)

'3 Pidu 39 Luat TTTP 2007

'3 Nguyén Thi Qué Thu (2017), Pidu udc qubc té- Ly luan va thuc tién ap dung didu wéc qudc té

vé phong, chong toi pham tai Viét nam, Sach chuyén khao, Nxb Cong an nhan dan.
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tryc thuoc Bo Cong an, tir ndm 2010 dén thang 6/2014 lyc lugng Canh sat PCTP st
dung céng nghé cao trén ca nudc da phat hién va xac minh 11.476 dau mdi vu viée
c6 ddu hiéu VPPL lién quan dén yéu t6 cong nghé cao véi 3.220 ddi tugng, trong d6
823 vu viéc va 1.990 ddi tugng 1a do C50 phat hién; 450 vu viéc va 1.230 ddi tuong
1a do Cong an cac dia phuong phat hién; tong thiét hai do loai t6i pham trong linh
vuc nay gly ra 1én toi hang chyc ngan ty dong. Nhung sd vu 4n céc loai nay dua ra
xét xir rat it. Pay ciing 13 nguyén nhan ma co quan lap phap bo sung cac diéu luat
quy dinh vé loai t0i pham sir dung cong nghé cao trong BLHS nam 2015, sira d6i,
bd sung nam 2017. Do méi dugc ban hanh nén sb lwoc vu an hinh sy duoc xét xur
tai Toa an vé loai toi pham st dung cong nghé cao chiém ty trong it so v6i cac vu
an hinh su khac.

Sdu 14, céng tdc tuyén truyén, phé bién gido duc, phdp ludt chwa dwoc quan
tam diing mirc din d&én nhiéu ngudi dan biét cac dbi twong nude ngoai muon, thué
dia diém v&i muc dich khong minh bach nhung van chép nhan cho thué hoac ddi
v6i cac qudc gia co chung bién gidi, viée tuan tra, kiém soat bao vé dudong bién gidi
chua dugc thudng xuyén, trong bdi canh tinh hinh bat 6n chinh tri, kinh té thé gioi,
khu vuc tic dong 1én mot sé nhan dan bién gidi bi t6i pham du dd, lira gat, mua
chudc... tham gia hoat dong pham tdi.

4.3. Giai phap hoan thi¢n phap luit va niang cao hi¢u qua hop tac quoc té
trong dau tranh phong, chong tdi pham cong ngh¢ cao ciia Viét Nam

4.3.1. Gidi phdp hoan thi¢n phdp ludt Viét Nam vé diu tranh phong chéng
toi pham cong nghé cao

Thir nhat, vé mat vin ban phap luat can thiét phai c6 nhimg quy dinh rd rang,
cu thé vé viée thu thap, kiém tra, danh gia chung dién ti cling nhu ban hanh van
ban huéng dan vé duong 16i xir 1y ddi v6i cac TPCNC trong Bo luat hinh sy nim
2015, sta d6i, bod sung nam 2017. Ngoai ra, can co quy dinh chat ché vé trach
nhiém tham chi 1a ché tai xtr Iy ddi véi ca nhan, to chiic (co quan thir 3) trong viéc
cham tré cung cép d@r li€u dién tu, giam dinh dir li¢u dién tr lam anh hudng toi tién
trinh giai quyét vu an. Piéu ndy xuat phét tir viéc trong hé thong phap luat hién
hanh, dir liéu dién t& vira dugc quy dinh trong Luat giao dich dién tor nam 2006
nhung véi tu cach 1a mot ngudn chimg cw, dir liéu dién tir cling dugc ghi nhan trong
Bo luat T6 tung hinh su 2015 tai cac Diéu 87, 88, 99, 107. Ngoai ra khoan 3 Diéu
223 B9 luat TH tung hinh sy ciing dé cap dén viéc “thu thap bi mat dir liéu dién t”
v6i tu cach 1a mot bién phap diéu tra t6 tung dic biét. Hién tai, chua c¢6 van ban

dudi luat hudng dan chi tiét vé van dé nay. Bén canh cic quy dinh dic thu vé thu
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thap phuong tién dién tir, dit liéu dién tir (Piéu 107), cac ndi dung khac nhu: viéc
kiém tra, danh gia, bao quan, niém phong.... di voi ching ctr dién tir duoc thuc
hién theo quy dinh chung hién hanh. Tuy nhién, chung ctr dién tir c6 nhiing dac
diém khac biét voi cac ching ctr truyén théng can phai cé nhiing quy dinh chit ché
ctia phap luat vé quy trinh thu giit va phuc hdi ddi véi loai ching cir nay nham bao
v¢€ tinh toan ven cua dir li¢u, gitt nguyén gia tri ching cur cua dir li€u; cling nhu quy
dinh vé trach nhiém cua cac ca nhan trong vi¢c st dung, bado quan loai chung cur dac
thu nay; dac biét la ddi véi viée “thu thap bi mat dit li¢u dién ti” con lién quan dén
quyén con ngudi, quyén cong dan. Viéc chua c6 hudng din cy thé dan dén viéc co
quan diéu tra dang 4p dung mot cach tiy nghi, twong ty.

Bén canh d6, trong cac quy dinh cua B¢ luat T tung hinh sy cling da boc 10
nhiing diém chua théng nhét, cu thé: Piéu 107 Bo luat T tung hinh sy 2015 quy
dinh vé& viéc thu thap phuong tién di¢én ti, dit li€u dién tr nhung tai khoan 1 cua
Piéu luat nay lai quy dinh “phuong tién dién tr phai duoc thu giir kip thoi, day
du...” va “truong hop khong thé thu giit phuong tién luu trir dién tir thi co quan c6
thAm quyén tién hanh t6 tung sao luu dir liéu dién tir d6...”. C6 thé thdy, duong nhur
nha lam luat dang dong nhét khai niém “thu thap phuong tién dién t” va “thu giir
phuong tién dién ti”. Boi vi ching ta chi nén dit ra van dé thu thap déi voi dir lidu
dién tr vi dir liéu dién tor méi la mot nguén chung cu, con phuong tién dién tur chi 1a
noi ma dit liéu dién tir dugce chira dung. Pay ciing cin cic co quan c6 thim quyén
quan tim khic phuc dé ning cao hiéu qua dau tranh phong chéng TPCNC.

Theo cach tiép can cua Interpol, t0i pham cong nghé cao dugc phan chia thanh
3 loai: tdn cong phdn citng va phan mém mdy tinh (vi du: phan mém doc hai va xam
nhdp mang...); t0i pham tai chinh (vi du: Itra ddo tryc tuyén, xam nhap cua cac dich
vu tai chinh truc tuyén va lwra ddo); lam dung, dac biét la nhitng tré em (vi du:
truyén ba anh, phim ddi truy, khiéu ddm vé tré em trén mang). Nhung trong phap
luat Viét Nam hién nay mdi chi dang diéu chinh TPCNC vé tin cong phan clng va
phén mém may tinh va t0i pham tai chinh, con loai TPCNC vé lam dung tré em thi
dang niam rai rac trong cac vin ban phap luat khac v6i cac ché tai chua tuong xtng
v6i tinh chét, mirc 46 nguy hiém cta hanh vi t6i pham nay. Vi vay, ciing can thiét
phai bd sung thém ti danh vé lam dung tré em trong nhém cac TPCNC cua Bo luat
hinh su.

Thir hai, nhimng ngudi tién hanh té tung can nang cao kién thic co ban vé dir
liu dién tir, vé CNTT (am hiéu nhat dinh vé ddi twong dang dugc khai thac)... Bé
lam tét diéu @0, can xac dinh phuong huéng cho hoat dong thu thap dir liéu dién tir
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d6 1a: (i) Phai xuat phat tir nhimg thong tin, tai liéu, chimg ctr ban dau vé vu an da
thu thap duoc, day 1a co sé dau tién gitp cho co quan c6 thim quyén xac dinh
phuong hudng thu thap dir liéu dién tir; (ii) Xuét phat tir quy luat dau vét dién tir co
diém riéng biét so voi ddu vét hinh su khac, cin cir vao ngudn gbc hinh thanh va
dic diém cua vat mang ddu vét dién tir (phuong tién dién tr, mang may tinh, mang
vién thong hoidc trén duong truyén); (iii) Quy luat hoat dong cua cac ddi twong
pham tdi ddi vai cac hé, loai ddi tuong 1a khac nhau, chrflng han nhu: Quy luat hoat
dong cua cac ddi tugng sir dung cong nghé cao xAm pham an ninh quéc gia s& c6
nhing diém dic trung so voi quy luat hoat dong cia cac d6i tuong st dung CNTT
dé hoat dong ltra dao chiém doat tai san....

Thir ba, can thiét phai c6 nhimng tong két khoa hoc va thyc tién vé thu thép,
danh gia, sir dung chung ctr dién tr trong cac vy an hinh sy. Mat khac, dir liéu dién
tir 14 ngudn ching ctr phi truyén thong, ton tai trén khong gian mang, su ton tai do
¢ thé vuot ra khoi pham vi cua mot quéc gia va loai toi pham dé lai dau vét nay
cling thuong mang tinh chat xuyén qubc gia. Do vy, co quan cd tham quyén can
tang cuong hop tac qudc té trong dau tranh véi loai toi pham nay.

4.3.2. Hoan thi¢n phdp ludt Viét Nam trong hop tic quéc té trong diu tranh
phong, chiong tpi pham cong nghé cao

Hién nay, Luat TTTP 2007 diéu chinh nhiéu hoat dong hop tac qubc té trong
d4u tranh, phong chong toi pham, trong khi d6 mdi linh vuc c6 nhitng dic thu riéng.
Trong thoi gian qua, B Cong an nhiéu lan trao doi vi Bo Tu phap dé nghi bao céo
Chinh pht vé viéc stra doi Luat TTTP theo hudng tach thanh 04 luét riéng diéu
chinh cac linh vyc TTTP vé dan su, TTTP vé hinh sy, din d6 va chuyén giao ngudi
bi két an phat tu 1a phu hop véi chi dao cua B§ Chinh tri tai Nghi quyét sb 48-
NQ/TW. Tur sy lang ting cua cac co quan tién hanh té tung, mac du Bo luat TTHS
nim 2015 (c6 hiéu lyc tir ngay 01/1/2018) di ¢ nhitng quy dinh cu thé hon vé cac
n6i dung HTQT trong t6 tung hinh su. Tuy nhién, can c6 nhiing huéng dan cy thé
dé 4ap dung trén thyc tién. Lay Luat TTHS 1am van ban luat gbc, co tinh dinh
huéng dé xay dung cac dao luat mang tinh chuyén biét nhu Luat TTTP vé hinh su,
Luat dan do.

- Vé céng tic dan dg: Qudc hdi sém ban hanh dao luat chuyén biét vé dan do
trén co so tach quy dinh vé dan do trong Luat TTTP nam 2007. Pao luat vé dan do
can bao dam céc yéu cau vé chinh tri, ngoai giao, phap luat; ndi luat hod cac quy
dinh cuia PUQT vé din d6 ma Viét Nam da ky két hodc tham gia; dong bd hod cac

quy dinh vé dan do gitra dao luat vé dan d6 voi cac quy dinh cua phap luat lién
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quan, nhét 13 trong BLHS va BLTTHS; xdy dung co ché phdi hop hiéu qua trong
hoat dong din do va xac dinh, phan dinh lai co quan quan 1y nha nudc vé dan do;
bao dam céac diéu kién vé co s& vat chit va bd tri can bo lam cong tac dan do...
Pong thoi, Nha nudc can tiép tuc dam phén, ky két va trién khai thyc hién ¢ hiéu
qua céac hiép dinh hop tac song phuwong vé dan do; trong d6, wu tién dam phan, ky
két voi cac quéc gia la ddi tac chién luoc toan dién, ddi tac chién lugc, ddi tac toan
dién, cac nudc cod truyén théng quan h¢ lich st va thién chi véi Viét Nam va cac
nudc co yéu cau hop tac dau tranh phong, chéng toi pham véi Viét Nam. Ngoai ra,
cac co quan cd tham quyén can ting cudng ap dung nguyén tic c6 di co lai trong
giai quyét vu viéc din do khi Viét Nam chua ky két hiép dinh hop tac song phuong
vé dan do véi nudce ngoai, tranh vi¢c ngudi pham tdi 19i dung “ké ho™ cua phéap luat
va trong hop tac qudc té dé trén tranh su trimg phat cta phap luat ddn dén bo lot toi
pham...

- Veé twong tro' tw phap vé hinh sy: thuc tién thuc hién cac yéu cau TTTP hinh
su cho thay hién tuong do phap luat TTTP hinh su Viét Nam chua c6 quy dinh vé
su tham gia cia nguoi tién hanh tb tung tai nudc duoc yéu cau, cac quy dinh hd tro
diéu tra hodc cung cap ching cw, lién két, phdi hop diéu tra; chua quy dinh cu thé
trong viéc phong tda, ké bién, thu gitr, tich thu va xur ly tai san do pham t6i ma
c6..."> din dén hé qua 1a thiéu co s& dé dap tmg cic yéu cau TTTP hinh sy cua
nudc ngoai, nhung néu khong thyc hién thi Viét Nam di nguoc véi cac nghia vy ma
minh cam két. Vi vay, viéc bd sung cac ndi dung nhu: xac minh, giai quyét tin bao,
t giac toi pham; lién két diéu tra, phdi hop diéu tra; quy dinh cho phép st dung cac
phuong tién k¥ thuat ap dung cong nghé cao (thu dién tir, fax...) trong viéc gui, tiép
nhan hd so ay thac tu phap va thuc hién mot sé hoat dong TTTP'...1a can thiét.
Ngoai ra quy dinh vé trudng hop tir chdi thuc hién ty thac tu phap vé hinh su cia
nudc ngoai tai Diéu 21 Luat TTTP 2007 sé gidi han truong hop TTTP tai khoan 6
Piéu 17 Luat TTTP 2007, nén nhu ciu loai bé khoan 2, 3 Diéu 21 cling can duge
quan tdm khi xay dung Lut méi hodc ban hanh Luat sira d6i, bo sung Luat TTTP
2007. Can xem xét sira doi, bo sung can ctr tir chdi TTTP theo hudng phan biét
giita nhitng trudng hop “bat budc” phai tir chdi va “c6 thé” tir chdi.

Niam 2018, VKSNDTC di to chirc xay dung va thyc hién Dé an cai cach tu
phap “Thee tién thi hanh va kién nghi hoan thién quy dinh ciia phdp ludt vé twong

' Vién kiém sat nhan dan tbi cao, Vu 13 (2017), Chuyén dé “Thuec trang va gidi phap hoat dong

TTTP vé hinh su; Mot s6 kién nghi, sira doi, bo sung Ludt TTTP nam 2007, Ha Noi, tr.34
1% Vién kiém sat nhan dan tdi cao, Vu 13 (2017), Chuyén d¢, tr.34



163

tro tw phdp hinh sw ddp vmg nhu cdu cdi cach tw phdp”. Vi viy, xay dung Luat
Tuong trg tu phap vé hinh sy tach khoi Luat TTTP 2007 vira 1a xu thé vira 1a nhu
cau thuc tién.

- Vé hoat déng chuyén giao nguoi dang chdp hanh dn phat ti, trong thoi gian
t6i, cic co quan c6 thim quyén cin cin sém ban hanh 01 dao luat riéng biét vé
chuyén giao ngudi dang chap hanh an phat tu trén co s tach tir Luat TTTP nim
2007 dé phan biét rd giita cac hoat dong mang ban chat nhan dao véi cac hoat dong
mang tinh cudng ché cao nhu dan d6, TTTP vé hinh sy ctia Luat TTTP hién hanh.
Céc noi dung quy dinh trong du thiao Luat chuyén giao ngudi dang chip hanh an
phat ti s& tao co s phap ly mai day du, toan dién hon trong viéc thyc hién chuyén
giao ngudi dang chap hanh an phat ti & Viét Nam, gop phan bao dam chinh sach
nhan dao cua Pang va Nha nuéc CHXHCN Viét Nam, bao dam hi€u qua cong tac
thi hanh an hinh su va tai hoa nhap x3 hoi thanh cong.. Pong thoi, can ting cudng
dam phan, ky két DPUQT vé chuyén giao ngudi dang chap hanh an phat ti voi cac
qudc gia va ving lanh thd noi c6 nhiéu cong dan Viét Nam dang lam viéc, sinh song,
lao dong, hoc tap hodc cac qudc gia co nhidu cong dan hién dang sinh sdng, lam viéc
tai Viét Nam; cac qudc gia lang giéng c6 chung dudng bién gidi trén dat lién, trong
cing ASEAN... Mit khac ciing can tién hanh khéo sat, thong ké, danh gi4 thyc trang,
tinh hinh nguoi Viét Nam dang chip hanh an tai nudc ngoai va nhu cau duoc chuyén
giao vé Viét Nam dé tiép tuc chip hanh an. Pong thoi, khao sat kha nang dap tng
yéu cau tiép nhan ciia cac trai giam tai Viét Nam trong truong hop tat ca cac cong dan
Viét Nam dang chip hanh 4n tai nuéc ngodi mong mudn duoc tré vé Viét Nam dé
chap hanh an.

4.3.3. Nhém gidi phdp ning cao hi¢u qud hop tic quoc té phong chéng tpi
pham sir dung cong nghé cao

4.3.3.1. Giai phap chung

Céc co quan c6 tham quyén ciia Viét Nam can tiép tuc mo rong quan hé dbi
ngoai va tang cuong hop tac qudc té vé phong, chong t6i pham st dung cong nghé
cao. Viéc mo rong hop tac qudc té vé an toan thong tin trong d6 ¢ ndi dung phong
chéng TPCNC phai trén co so ton trong doc 1ap, chil quyén, binh dang, cing c6 loi,
pht hop v6i phap luat Viét Nam va diéu ude qubc té ma Viét Nam tham gia ky két;

Nha nudc can huy dong sttc manh cta ca hé théng chinh tri, tdng cudng su
lanh dao cua cip ty dang, hiéu qua quan 1y, diéu hanh cta chinh quyén, phat huy
vai trd cta Mit tran To qudc, cac doan thé quan ching cic cap trong cong tac

phong, chéng TPCNC. Hién nay, co ban hop tac qudc té chi dién ra trén mat tran
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ngoai giao nha nudc ma chua phat huy duge mat tran d6i ngoai Pang va d6i ngoai
nhan déan trong trao d6i vé CNTT va phong chong TPCNC. Pdong thoi, ting cuong
cong tac kiém tra, giam sat, phat hién va xtr 1y d6i véi to chirc, ca nhan vi pham quy
dinh vé trach nhiém phong, chéng TPCNC, khong dé cac ddi twong nudc ngoai loi
dung dé thuc hién cac hanh vi pham t01 st dung cong nghé cao trén lanh thd Viét
Nam nhu thoi gian qua.

Nha nudc timg budc nang cao nang lyc phong, chéng tdi pham sir dung cong
nghé cao cua cac co quan bao v¢ phap luat va cac luc lugng chuyén trach dac biét 1a
nang cao niang luc va chit luong hop tic quéc té. Uu tién dau tu ngan sach, mua
sam, cung Gng vat tu, phuong tién mot cach hop ly, ting budce dap tmg yéu cau hau
can - ky thuat cho hoat dong ctia cac co quan tu phap va luc lwong chuyén trach
trong dAu tranh véi loai toi pham nay;

bang va Nha nudc can tap trung lanh dao, chi dao cong tac ra soat, xay dung,
hoan thién hé thong phap luat vé phong, chong TPCNC, trong d6 chu trong can
nghién clru sua dodi, bo sung B luat hinh sy, BS luat T tung hinh sy, phap luat vé
cac bién phap phong, chdng toi pham sir dung cong nghé cao va mot sé dao ludt co
lién quan khac. Trong d0, trudc mat, can tip trung nghién ctiru bo sung kip thoi céc
ché dinh vé cac hanh vi vi pham phép luat, t6i pham moi nay sinh, chimg ctr dién tir
trong B luat Hinh sy, B6 luat T tung hinh sy ddm bao hanh lang phap 1y du manh
va d strc ran de toi pham sir dung cong nghé cao. Dé xuat ting tham quyén phap 1y
cho cac co quan chuyén trach phong, chdng toi pham st dung céng nghé cao thudc
Bo Cong an va Bo Qudc phong dam bao du co so phap 1y dé tién hanh cac hoat
dong phong ngira, ngan chan, diéu tra, xir 1y cac loai toi pham st dung cong nghé
cao.

Viét Nam can mo rong khong gian phong thil ciia qudc gia, tranh thi ngudn
luc, tai tro va tdn dung kinh nghiém cua cac nudce tién tién nham nang cao hiéu qua
dau tranh phong, chong t6i pham sir dung céng nghé cao.

4.3.3.2. Gidgi phdp cu thé

Thir nhat, ddy manh hop tic quoc té nham phong ngira tir xa doi véi téi pham
su dung cong nghé cao.

Can tang cuong dam phan, ky két, gia nhap cac diéu udc qudc té vé phong,
chbng t6i pham noi chung, vé TPSDCNC néi riéng, trong tim 13 véi cac nudc ddi
tac chién lugc, ddi tac toan dién, cac nude co quan hé truyén théng, cac nudc lang
giéng, cac nudc c6 dong ngudi Viét Nam sinh séng, cac nudc c6 hop tac kinh té -

dau tu phat trién véi Viét Nam.
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Hop tac theo cach nay 1a kénh chia sé thong tin, kinh nghiém va hd trg 1an
nhau trong phong chdng tdi pham va ca trong dao tao, phat trién cac giai phap an
ninh mang. Ngoai ra, Viét Nam can thiét 1ap mot co ché phap 1y cho mbi quan hé
phéi hop giita cac luc lugng chuyén trach vé phong, chéng TPCNC gitta Viét Nam
va cac qudc gia. Cung véi do, can xdy duyng mot co quan didu phdi quan hé phdi
hop c6 trach nhiém lién két lyc luong chuyén trach phong, chong toi pham sir dung
cong nghé cao gitra cac qudc gia v6i nhau dé cac nude c6 thé thudng xuyén, nhanh
chong tao ra dugc su lién hé chdt ché vdoi nhau trong d4u tranh, phong chéng
TPCNC.

Tiép tuc trién khai c6 hiéu qua ké hoach thuc hién céc Hi¢p dinh, Thoa thuan
vé hop tac trong cong tac d4u tranh phong, chong toi pham giita Chinh phii, Bo
Cong an Viét Nam va Chinh phi, B6 Cong an cic nudc co sd luong 16n nguoi
pham cac t0i vé st dung cong nghé cao trén lanh thd Viét Nam; dong thoi can ting
cuong ngoai giao dé thoa thuan tién toi ky két cac Hiép dinh, Thoa thuan vé hop tac
trong cong tac dau tranh phong, chdng t6i pham t6i pham néi chung va TPCNC noi
riéng vdi céac quéc gia ma Viét Nam chua ky két cac Hi¢p dinh TTTP vé hinh su,
Hiép dinh dan do, Hiép dinh vé hop tac phong, chéng toi pham;

Thit hai, tranh thii nguén nhdn lec va hoc héi kinh nghiém cdc quéc gia

Céc co quan thyc thi phap luat trong phong chéng TPCNC can tranh thu
ngudn nhan lyc va hoc hoi kinh nghiém cia cac nudc trong ddu tranh PCTP st
dung cong nghé cao, kinh nghiém vé quan tri, van hanh hé théng mang. Tiép tuc
nghién ctru tranh thi cac du an tai trg vé trang bi, phuong tién; cac khoa tap huan,
hoi nghi, hoi thao qudc té vé phong, chéng tdi pham st dung cong nghé cao dé chia
sé thong tin va phdi hop PCTP st dung cong nghé cao hiéu qua. Pic biét can cha
dong va tich cuc tham gia cac khuon kho hop tac song phuong va da phuong, cac to
chire, hiép hoi thyc thi phéap lut quéc té nhu INTERPOL, ASEANAPOL, Co quan
vé phong chéng ma tiy va toi pham Lién hop quoc (UNODC)...

Thit ba, ndng cao ndng liec cho liec lwong chuyén trach dau tranh, phong ngira
TPCNC

Mot trong nhitng van dé cbt 16i dé ning cao vai trd va dam bao cho hoat dong
dau tranh, phong chdng t6i pham sir dung cong nghé cao c6 hiéu qua la nang cao
ning lyc cho cic co quan chuyén trach. Nhdm nang cao niang luc phong ngira, diéu
tra kham pha TPCNC, Chinh phu can c6 cac dé can dé dao tao, boi dudng, tap huin
tap huan (ké ca trong va ngoai nudc) vé phap luat qudc té, vé ky thuat nghiép vu va

vé ngdn ngit dé dap tng sy thay d6i ciia phuong thirc, tha doan toi pham sir dung
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cong nghé cao. Can tap trung phat huy tot hon vai tro va ting cuong hoat dong ctia
luc Iwong nong cot trong phong chong to6i pham sir dung cong nghé cao 1a Vin
phong INTERPOL Viét Nam va lyc lwong an ninh mang va phong chdng t6i pham
su dung cong ngh¢ cao.

Chinh phu can dinh hudéng chién luge xay dung va phat trién doi ngii can bd
chuyén trach ngang tam nhiém vu trong tinh hinh méi, c6 du kién thirc vé phép luat,
nghiép vu va cong nghé thong tin. Nha nudc can co chinh sach hop 1y dé khuyén
khich, thu hut, tuyén chon nhitng cén bg trinh do cao vé khoa hoc cong nghé va nang
luc dau tranh chdng TPCNC phuc vu trong cic co quan chuyén trach.

Thi tw, xdy dung trang thiét bi, cong nghé tién tién trong céng tac dau tranh,
phong ngrra TPCNC.

Boi 18, dic thu ciia TPCNC ludn st dung thiét bi, may moc cong nghé thong
tin trong hoat dong pham tdi do d6 doi hdi co quan chuyén trach nhu Cuc Canh sat
phong, chong toi pham sir dung cong nghé cao, Cuc An ninh mang (B6 Cong an)
can duoc quan tam dau tu manh m& vé trang thiét bi chuyén dung hién dai va xay
dung dugc mét doi ngli can b cé trinh dd cao. Hién nay, mac du da dugc Pang,
Nha nudc quan tim dau tu trang thiét bi, may moc, nhung trén duong dua ung dung
khoa hoc cong nghé¢ dé phong chong TPCNC thi chi ¢ thé chién thang néu c6 du
trang thiét bi ky thuat, phuong tién, phén mém chuyén dung hi¢n dai. Vi vay, Chinh
phu can tiép tyc ban hanh cic Dé 4n du tw mua sam trang thiét bi cho cac co quan
chuyén trach bén canh Dé an 5 thudc Chuong trinh Quéc gia phong chdng toi pham
vé “Dau tranh, phong chdng t6i pham sir dung cong nghé cao” di dugc thong qua.

Thik ndm, thiét Ip va duy tri cdc kénh théng tin trao doi

Nghién ctru lya chon co ché trao d6i thong tin phu hop véi timg quéc gia
thong qua cac hinh thirc: Pudng diy nong, vin phong si quan lién lac vé phong,
chéng t0i pham hay dai di¢én B Cong an dat tai nudc so tai... Thiét 1ap va duy tri
“duong ddy nong” hodc kénh thong tin trao doi (si quan lién lac) lam co so trao doi
thong tin gitra lyc lugng phong chdng TPCNC giita Viét Nam va mot s6 qubc gia
da thuong xuyén hop tac trong dau tranh phong chong tdi pham noéi chung va toi
pham noi riéng dé nhanh chéng trao d6i thong tin dap ing doi hoi véi tinh chat
nhanh chéng, thuan tién va chinh xac ctia cudc dau tranh nay.

Thi sau, hop tdc quoc té dau tranh phong chong téi pham sir dung cong nghé
cao can ¢ trong tam, trong diém.

Céc co quan thi hanh phap ludt can xac dinh dia ban, yéu t6 qudc tich cac ddi

tugng dé dua ra cac ndi dung trong tim, trong diém trong HTQT dé phong ngira,
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dau tranh v6i TPCNC. Trong d6 luu y véi Trung Qudc. Can tiép tuc xac dinh hop
tac phong chong TPCNC gitra B Cong an hai nudc 1a mot ndi dung quan trong
trong tong thé quan hé hitu nghi Viét Nam - Trung Qudc, tiép tuc thiic day quan hé
hop tac dua trén ndi dung cac thoa thuan da théng nhat, dac biét 1a Bién ban Hoi
nghi hop tac phong, chong t6i pham lan thir tu trén co s¢ tén trong 1an nhau, binh
dang, cung co loi, gop phan phat trién bén viing, 6n dinh quan hé dbi tac hop tac
chién lugc toan dién Viét Nam - Trung Qudc. Tiép tuc ting cudng trao dbi doan céc
cap tir Trung wong dén dia phuong dé trao doi thong tin, kinh nghiém, ky két cac
thoa thuan hop tdc ma hai bén cling quan tam, tao tién dé hd trg giup d& phdi hop
nang cao hiéu qua cong tic, bao vé vimg chic an ninh ctia mdi nude. To chic co
hiéu qua cac cudc gip g song phuong luan phién hang niam giita don vi phong
chéng TPCNC.

Thit bay, dé cao vai tro ciia ASEANPOL va INTERPOL trong hop tic quoc té
ddu tranh phong chéng TPCNC.

Viét Nam voi vai tro Chu tich ASEAN nam 2020 can nd luc ban bac, thao
luan, dé xuét cac giai phap kha thi nhat dé lyc lwong Canh sat cac nude thanh vién
ASEANAPOL va cac dbi tac co su hop tac chdt ché va toan di¢n hon nita trong
phong, chdng cac loai t6i pham néi chung va toi pham phong st dung cong nghé
cao néi riéng, trén tinh than trach nhiém, doan két, tin twéng 1an nhau nham gin gitr
khu vuc ngady mot an toan hon. Canh sat giita cic nudc can ting cuong hop tac
trong chia sé thong tin; thuc hién céc chién dich, chuong trinh dau tranh véi cac loai
t6i pham xuyén qudc gia trong d6 c6 tdi pham sir dung cong nghé cao; van dung
linh hoat cac quy dinh ctia phap luat dé viéc phdi hop trong diéu tra, kham pha cac
chuyén 4n, cac vu 4n c6 hiéu qua hon. Pong thoi, lyc luong Canh sat cac nudc
thanh vién ASEANAPOL va cac ddi tac can dat dugc tiéng noi chung va cé sy ung
ho 1an nhau tai cac dién dan quéc té khac nham thé hién duoc su doan két, thong
nhat theo dung tinh than chung cta hop tac ASEAN.

béi voi Vin phong INTERPOL Viét Nam can thuc hién c6 hiéu qua viéc hd
tro cho cac don vi nghi¢p vu ¢ Trung wong va Coéng an cac don vi, dia phuong
trong ca nudc phdi hop didu tra, giai quyét thanh cong nhidu vu an nghiém trong co
yéu td nudc ngoai lién quan dén an ninh, trat tu. Pic biét cin ning cao viéc hudng
dan va truc tiép thuc hién nhiéu yéu cau vé TTTP vé hinh sy va dan do cua céc co
quan chirc ning trong va ngoai nudc, dam bao thanh cong trong du tranh phong,
chéng TPCNC, nang cao vi thé cua luc lugng Coéng an nhan dan noi chung va luc

luong Canh sat nhan dan néi riéng trén trudng qudc té. Hoat dong cia Van phong
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INTERPOL Viét Nam can tap trung vao thu thap, phan tich, xtr 1y thong tin vé
TPCNC nham tham muu vé chién luoc, ké hoach hop tac qudc té trong dau tranh
phong, chdng toi pham; nghién ctru co ban, du béo tinh hinh t6i pham xuyén qudc
gia cling nhu dé xuat nhitng bién phap cu thé dé ting cudng hoat dong hop tac qudc
té trong phong, chéng TPCNC vira thyc hién cac hoat dong phéi hop cu thé trong
xtr 1y cac yéu cau diéu tra vy an, truy tim, truy na toi pham va nhitng van dé TTTP
hinh su va dan dé trong cac vu an, nhét 13 véi nhitng nudc Viét Nam chua ky két
cac Hi¢p dinh TTTP vé hinh su, Hiép dinh dan do, Hiép dinh vé hop tac phong,

chéng to1 pham.
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TIEU KET CHUONG 4
* % %

1. Céac hanh vi do tdi pham céng nghé cao thuc hién trén thé gidi hién nay dién
bién rat phuc tap. Vi dic thu cua loai toi pham nay 1a tinh qubc té, thuc hién trén
moi trudng do va ung dung nhanh thanh tyu cua khoa hoc cong nghé, do do, diéu
nay da tac dong manh dén tinh hinh toi pham cong ngh¢ cao thuc hién tai Viét Nam.
Tdi pham st dung cong nghé cao & Viét Nam trong nhirng ndm téi dugc dy bdo s&
dién ra phiic tap v6i nhiéu phuong thirc, thit doan pham to6i méi, hoat dong c6 tinh
chat xuyén qudc gia va xay ra trén nhiéu linh vyc.

2. Viét Nam hién da budc dau tao dung dugc khung phap 1y 1am co so cho
hoat dong hop tac qudc t& dau tranh phong chng toi pham cong nghé cao, bao gom
cac quy dinh cta phap luat qudc gia do Viét Nam ban hanh va cac diéu ude quoc té
ma Viét Nam tham gia 13 thanh vién. Cac quy dinh ctia phap luat trong nudc vé
phong ngira, déu tranh, triét pha ciing nhu viéc thyc hién hinh sy hoa déi véi cac
hanh vi str dung cong nghé cao dé gay ton hai dén quyén lgi chinh dang cua ca
nhan, t6 chitc va nha nude... d3 duoc Viét Nam hét stc quan tam. Bén canh do,
nhimng n6i dung hop tac tuong tro tu phap, ddn d6 t6i pham, chuyén giao ngudi bi
két 4n va phan dinh tham quyén tai phan ciing dugc Vi¢t Nam dac biét chu trong.
Theo théng ké, tinh dén thang 9/2019, Viét Nam 1a thanh vién cta 22 diéu udc qubc
té da phuong quy dinh vé TTTP vé hinh sy, din d6 va chuyén giao ngudi bi két an
phat ti. Mot s didu udc qudc té da phuong dién hinh diéu chinh hop tac qubc té
trong linh vuc phong chdng tdi pham coéng nghé cao nhu Cong udc ciia Lién Hop
qudc vé chdng toi pham co t6 chirc xuyén qubc gia, Hiép dinh tuwong tro tu phap vé
hinh sy giita cac nudc ASEAN. Ngoai ra, Viét Nam da ky két nhidu didu udc quoc
té song phuong vdi timg qudc gia khac nhau trén co s& mic do quan hé ngoai giao
va tily thudc vao nhu cau vé pham vi, ndi dung hop tac qudc té trong phong, chong
t6i pham ciia cia mdi nude chil yéu 1a cac hiép dinh twong tro tu phap.

Trong qué trinh hop tac qubc té ddu tranh phong chéng tdi pham cong nghé
cao, cac co quan thyc thi phap luat ciia Viét Nam ciing di chii dong phdi hop phat
hién, ngin chin va diéu tra, xir Iy nhiéu ddi twong toi pham sir dung cong nghé cao
¢ yéu to nudc ngoai trén lanh thd Viét Nam hodc ddi twong & nude ngoai nhung
xam hai 1oi ich cia ca nhén, to chirc trén 1anh thd Viét Nam; phdi hop trong viéc
phat hién va diéu tra cac vu an lra dao nham chiém doat tai san, danh bac béng

cong nghé cao trén lanh thd Viét Nam.
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3. Cung v6i nhitg nd luc hién c6, dé ning cao hiéu qua hop tac dau tranh
phong chdng t6i pham cong nghé cao, trudc tién can hoan thién hé thdng phéap luat
Viét Nam trong hop tac dau tranh phong chong t6i pham coéng nghé cao. Phap luat
Viét Nam can tiép tuc thdo g& nhimg vudng mic, han ché tir mot sd quy dinh cua
luat thyc dinh trong d6 dac biét 1a Luat Tuong trg tu phap, Luat T tung hinh su...
lién quan dén van dé hop tac qudc té dau tranh, phong chdng t6i pham cong nghé
cao. Ngoai ra, lién tuc tranh thu cdp nhat tri thuec, thiét bi méi vé khoa hoc cong
nghé cao va hoc hoi kinh nghiém cac qudc gia trén thé gidi ciing 1a mot van dé ma
Viét Nam can thyc sy dau tu hon nita dé hd tro cho cong tac hop tac qubc té phong

chéng t6i pham cong nghé cao hién nay.
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KET LUAN CHUNG
kock ok

1. Cudc cach mang cong nghiép lan thir 4.0 khong chi don thuan 1a mét xu thé
tat yéu ma né di tré thanh thuc tién soi dong dién ra tai hau khip cac qubc gia trén
thé gidi cling nhu trén pham vi toan cau. Bén canh nhitng loi ich to lon dua lai,
chinh né ciing dem dén nhiing thach thic an ninh phi truyén thong khong hé nhé
d6i voi mdi qudc gia, khu vye. Khong gidng véi cac cude cach mang trude do, cude
cach mang cong nghiép 1an thtr 4.0 bat budc mdi ca nhan, mdi qudc gia hay mdi thé
ché phai thay d6i néu nhu khong mudn bi tut lai phia sau.

2. Toi pham cong nghé cao, hay con co thé duoc tiép can dudi nhiéu tén goi
khac nhau nhu t6i pham mang, tdi pham may tinh, tdi pham internet... 1a nhiing
thuat ngtr co thé sir dung hoéan ddi cho nhau nham dé chi mét loai hinh t6i pham
moi hinh thanh trong qua trinh phat trién cta cudc cach mang cong nghé thong tin
4.0 vao cudi thé ky 20 va duoc du béo 14 s& phét trién rat nhanh trong thoi gian sap
t6i. Co thé nhan dinh, toi pham cong nghé cao chinh 1a "san phém" cua thoi dai ma
cac ca nhan, to chuc, cac qubc gia va cong dong qudc té phai chap nhan dé doi lay
su thinh vugng va phat trién. O pham vi toan cau, dén nay moi chi c6 mdt diéu ude
qudc té diéu chinh loai toi pham nay la Cong wdc vé toi pham mang cua Uy hoi
chau Au nam 2001 (Céng uwdc Budapest). Ngoai ra, & pham vi song phuong, cac
diéu wdc qubc té vé tuong tro tu phap hinh sy, din d6, chuyén giao ngudi bi két an
dugc ky két giita cac qubc gia chinh 13 co s¢ phap truc tiép cho viéc tién hanh
nhitng hoat dong hd tro 13n nhau gitra cac quc gia trong qua trinh giai quyét cac vu
an hinh sy noéi chung va vy 4n hinh sy lién quan dén toi pham coéng nghé cao noi
riéng.

Dung trude sy tinh vi phuc tap va nhiing hau qua nghiém trong cta tdi pham
cong nghé cao, viéc hop tac dé dau tranh, phong chdng t6i pham cong nghé cao
gilta cac qudc gia ngdy cang trd nén cap thiét hon bao gid hét. Phap luat qubc té
chinh 13 co s¢ dé cac qudc gia tién hanh nhitng hoat dong hop tac ndy. Thong qua
cac ndi dung hop tac nhu hinh thanh cic co quan, thiét ché qudc té trong phong
chéng t6i pham cong nghé cao; hai hoa hoa phap luat; trong tro tu phap hinh su;
dan d9; tién hanh phdi hop diéu tra... phap luat qubc té di hinh thanh nén mot co
ché phap 1y chung & cac cap do khac nhau, tir song phwong, khu vuc dén toan cau
dé két ndi hoat dong gitta cac qudc gia, tir d6, tmg pho hiéu qua véi t6i pham cong
nghé cao, gop phan han ché, loai bo toi pham céng nghé cao ra khoi doi song qubc

te.
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3. Trén co sé nhitng quy dinh cta phéap ludt qudc té Viét Nam d3 va dang tién
hanh nhiéu hoat dong hop tac qudc té ddu tranh, phong chong tdi pham cong nghé
cao. V& thyuc tién, Viét Nam da phdi hop phat hién, ngin chin va diéu tra, xir 1y
nhiéu d6i twong toi pham sir dung cong nghé cao ¢ yéu td nude ngoai trén lanh thd
Viét Nam hodc ddi twong & nudc ngoai nhung xam hai loi ich cua ca nhén, t chirc
trén 1anh tho Viét Nam hay cac vy an Ira dao nham chiém doat tai san, danh bac
bang cong nghé cao trén lanh thé Viét Nam. Vé phap ly, Viét Nam tién hanh ky két
rat nhiéu cac didu udc quéc té cling nhu cac thoa thuin qudc té trong hop tac déu
tranh phong chéng t6i pham cong nghé cao. Viét Nam di ban hanh hé thong céc
van ban phap luat chung va chuyén nganh dé diéu chinh truc tiép nhimg ndi dung
hop tac d4u tranh phong chdng toi pham cong nghé cao nhu Luat Cong nghé thong
tin 2006, Ludt an toan thong tin mang 2015, Luat an ninh mang 2018, B luat hinh
su 2015, Bo luat T6 tung hinh sy 2015, Nghi dinh s6 25/2014/ND-CP quy dinh vé
phong, chdng t6i pham va VPPL khéc c6 st dung cong nghé cao, Thong tu lién tich
s6 10/2012/TTLT-BCA-BQP-BTP-BTT&TT-VKSNDTC-TANDTC 10/9/2012 ctia
lién nganh B Cong an, B6 Qubc phong, Bo Tu phap, Bo Thong tin va Truyén
thong, VKSNDTC, TANDTC, huéng din ap dung mot s6 quy dinh caa BLHS vé
mot s6 t6i pham trong linh vuc CNTT, vién thong. ..

Pai hoi XIII cia Pang xac dinh: “Ciing cé quéc phong, an ninh, bdo vé viing
chac Té quoc Viét Nam xa hoi chii nghia la nhiém vu trong yéu, thwong xuyén ciia
Dang, Nha nuoc, hé théng chinh tri va toan dan, trong do Qudn doi nhan dan va
Céng an nhdn dan la nong cor”. Pong thoi, nhan manh: “Tiép tuc trién khai thuc
hién toan dién, dong bé Chién legc bdo vé Té quoc, Chién hege quoc phong, Chién
liwge quan sw, Chién lwge bdo vé an ninh quéc gia, Chién lwoc bdo vé bién gidi
quoc gia, Chién lwoc bdo vé Té quoc trén khéng gian mang, Chién lwoc an ninh
mang quoc gia va cdc chién hrge quoc phong, an ninh chuyén nganh khac”. Do
véy, bén canh viéc hoan thién hé thong phap luat, ting cudng hop tac voi cac qubc
gia trén thé gidi thi Viét Nam phai lién tuc cap nhat tri thirc, thiét bi méi vé khoa
hoc cong nghé cao tir cac t6 chire qudc té chuyén mon ciing nhu cac qubc gia phat
trién dé bao vé vitng chic chil quyén cia Viét Nam trudc nhimg thach thirc cua toi

pham cong ngh¢ cao./.
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trong thoi gian Nghién ciru sinh thye hién Luén 4n tién si:
1. “Hai hoa héa phdp ludt trong phong chéng tdi pham cong nghé cao”, Tap chi
Luat hoc, s6 8 nam 2020.
2. “Khung phdp Iy vé co ché hop tic phong chong téi pham mang trong khu viec
ASEAN”, Tap chi Luét hoc, s6 12 nam 2020.
3. “Nhdn dién t6i pham céng nghé cao trong phdp ludt quoc té va mot sé kinh
nghiém doi véi Viét Nam trong tinh hinh méi”, Tap chi Gido duc va xi hoi, sd

dac biét nam 2020.
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THONG TIN VE NHUNG KET LUAN MOI CUA LUAN AN TIEN Si

Pé tai ludn an: Phap luit quc té trong hop tic diu tranh, phong chong tdi pham
cong nghé cao — Nhirng van dé dit ra dbi véi Viét Nam.
Chuyén nganh: Luit qudc té Mai s6: 9 38 01 08
Co sé dao tao: Truong Pai hoc Luat Ha Noi
Ngudi hwéng din khoa hoc: 1) GS. TS. Trung twéng Nguyén Ngoc Anh;
2) PGS. TS. Nguyén Thi Kim Ngan
TOM TAT NHUNG KET LUAN MOI CUA LUAN AN

Luan 4n 1a cong trinh khoa hoc nghién ctru mot cach toan dién cac van dé 1y luan,
phap 1y vé qua trinh hinh thanh va phat trién cua toi pham cong nghé cao ciing nhu cac quy
dinh ctia phéap luat qudc té trong hop tac dau tranh phong chéng loai tdi pham nay; dong thoi
1am 15 cac quy dinh, thuce tién thuc thi ctia Viét Nam, trén co so d6, dé xuat nhitng giai phap
hoan thi¢n phép luét va nang cao hi¢u qua ctia hoat dong thuc thi phap luat tai Viét Nam lién
quan dén t6i pham cong nghé cao. Luan an d3 c6 nhitng dong gop méi vé mat khoa hoc nhu
sau:

- Thir nhit, luan 4n da phan tich, tong hop nhiing van dé 1y luan vé tdi pham cong
nghé cao va cac quy dinh cta phéap luat qudc té trong hop tac dau tranh phong chdng toi
pham cong nghé cao. Qua d6 da xay dung khai ni€ém tdi pham cong nghé cao ciling nhu lam
1d nhitng dic diém cua loai hinh toi pham nay trén co s ddi sanh véi cac thuat ngir khac co
lién quan.

- Thi hai, luan 4n d3 danh gid mot cach toan dién cac quy dinh cua phap luat quc
té, thyuc tién thuc hién phép luat quéc té vé toi pham cong ngh¢ cao ciia mét sb quéc gia dién
hinh. Qua d6, riat ra dugc mot s6 kinh nghiém va tham khao c6 gia tri ddi voi Viét Nam.

- Thi¥ ba, luan 4n d3 binh luin, danh gia cac quy dinh va thyc tién qua trinh thyc thi
phap luat trong hop tac qudc té ddu tranh, phong chdng t6i pham cong nghé cao cua Viét
Nam, qua d6, dé xuat nhiing giai phap va phuong huéng hoan thién phap luat nham ting
cuong hiéu qua cta hoat dong thuc thi phap luét trong linh vuc hop tac qubc té dau tranh

phong chdng toi pham cong nghé cao./.
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INFORMATION ON NEW CONCLUSIONS OF THE DOCTORAL THESIS

Doctoral thesis topic: INTERNATIONAL LAW IN COOPERATION TO FIGHT
HIGH-TECH CRIME - ISSUES FOR VIETNAM.
Specialization: International Law Code: 9 38 01 08
The work was completed at: Hanoi Law University
Science instructor: 1) Prof. Dr. Lieutenant General. Nguyen Ngoc Anh;
2) AssocProf. Dr. Nguyen Thi Kim Ngan
SUMMARY OF NEW CONCLUSIONS OF THE DOCTORAL THESIS

The doctoral thesis is a scientific work that comprehensively studies theoretical and
legal issues about the formation and development of high-tech crimes as well as the
provisions of international law in international cooperation to prevent this type of crime; At
the same time, clarify Vietnam's regulations and enforcement practices, on that basis,
propose solutions to improve the law and improve the efficiency of law enforcement
activities in Vietnam related to high technology crime. The thesis has made new scientific
contributions as follows:

- Firstly, the thesis has analyzed and synthesized theoretical issues on high-tech crime
and the provisions of international law in cooperation in the fight against high-tech crime.
Thereby, the concept of high-tech crime was developed as well as clarified the
characteristics of this type of crime on the basis of comparison with other related terms.

- Second, the thesis has evaluated the provisions of international law, the practice of
implementing international law on high-tech crimes of some typical countries. Thereby,
drawing some experience and reference values for Vietnam.

- Thirdly, the thesis has commented and evaluated the regulations and practices of
law enforcement in international cooperation in the fight against and prevention of high-tech
crimes in Vietnam, thereby, proposing solutions, methods and directions for perfecting the
law in order to enhance the effectiveness of law enforcement activities in the field of

international cooperation in the fight against high-tech crime./.
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MO PAU
1. Tinh cip thiét ciia d tai

Thé ky XXI, sy bung nd cua khoa hoc k¥ thuat méac du da dem lai nhiéu
thun lgi cho qua trinh giao luu hop tic qudc té nhung ciing tao diéu kién cho
cac loai tdi pham phat trién. Su phat trién cua toi pham khoéng chi m¢ rong &
pham vi, mtrc d6 thiét hai ma hanh vi pham tdi cling ngay moét tinh vi hon khi
t6i pham tng dung cic cong nghé méi trong phuong thirc thyc hién; diéu nay
gy anh huéng to 16n ciing nhu gay ra su lo ngai cho khong chi mot quéc gia
ma cho toan thé cong dong qudc té.

Ngoai tinh chat t chie chit ché thuong thay, gio ddy cung véi su phat
trién vuot bac cua khoa hoc cong ngh¢, phuong thire va thu doan pham tdi cua
loai tdi pham cdng nghé cao ngay cang da dang hon, tinh vi hon, kin ddo hon
va c6 su thay ddi lién tyc nham lan tranh su phat hién cua cac co quan chirc
ning. Chua dung lai & d6, toi pham céng nghé cao dién ra trén hau hét cac
linh vyc hop tac giita cdc chu thé gy ra thiét hai vo cung 16n, anh hudng
nghiém trong dén an ninh mdi qudc gia cling nhu an ninh tap thé.

Thuec tién hién nay, phap luat qudc té chwa c6 mot co s¢ phap 1y da toan
dién va diéu chinh thong nhat d6i véi cac hoat dong déu tranh, phong chdng
t6i pham cong nghé cao. Tuy nhién, cong dong qudc té ciing da bat dau nhan
thdy su can thiét phai c6 mot van kién phap 1y qudc té trong viéc tao ra mot
khuon kho hop tac chung va hiéu qua trong linh vuc hop tac déu tranh, phong
chéng loai t6i pham nguy hiém nay.

Tai Viét Nam, toi pham cong nghé cao 1a loai t6i pham mdi xuat hién
trong nhitng nim gan day nhung lai c6 su gia ting ngay cang nhanh ca vé sb
lugng, tinh chat nguy hiém va mirc do thiét hai. Trong linh vyuc an ninh quéc
gia, cac thé lyc thu dich va phan dong qudc té da khong ngimg lgi dung kénh
truyén thong qua mang xa hoi, mang Internet dé xuyén tac, vu khéng chdng
pha céc chu truong, duong 16, chinh sach, phap luat ciia Pang va Nha nudc.

Xuat phét tir nhitng 1y do néu trén nén viéc nghién ctru, lam 16 thém cac
quy dinh ctia phap luat qudc té lién quan dén t6i pham cong nghé cao ciing
nhu hoat dong hop tac dau tranh phong chdng loai toi pham nay trén thyc té 1a
viéc lam dic biét can thiét, nhat 1a khi dat nd trong bdi canh cua cudc cach

mang cong nghiép 4.0 hién nay. Dé tir 46, rit ra duogc nhiing gid tri tham khao
d6i voi Viét Nam trong qué trinh hop tac déu tranh phong chéng téi pham
cong ngh¢ cao.

2. Péi twgng va pham vi nghién ctru ciia ludn an

D6i twong va pham vi nghién ciru cta ludn an tip trung vao nhiing van
dé phap 1y quéc té vé toi pham cong nghé cao ciing nhu hoat dong hop tac dau
tranh d6i véi loai hinh t6i pham nay. Theo d6:

Déi twgng nghién ciru cua dé tai luan an bao gom:

- Nhirng van dé 1y luan vé toi pham cong nghé cao va hoat dong hop tac
d4u tranh, phong chéng loai hinh t§i pham céng nghé cao; phan bi¢t va nhin
dién t6i pham cdng nghé cao véi cac tdi pham khéc c6 lién quan.

- Céc quy dinh ctia phép ludt qudc té va phap luat mot sb qubc gia tiéu
biéu vé t6i pham cong nghé cao ciing nhu hoat dong hop déu tranh, phong
chéng loai hinh t6i pham cong nghé cao trong bdi canh hién nay.

- Thyc trang t6i pham cong nghé cao trén thé gidi ciing nhu hoat dong
hop tac ddu tranh phong chéng t6i pham cong nghé cao. Qua do, dé tai luan an
cling s€ rat ra mot s6 kinh nghiém va gia tri tham khao ddi v6i Viet Nam.

- Co s6 phap 1y va thuc tién hoat dong hop tac dau tranh toi pham cong
nghé cao tai Viét Nam. Mot sé du bao, giai phap, phuong hudng cho cong tac
phong chéng loai hinh t6i pham nay trong tinh hinh méi.

Trén co so phan tich ndi dung ciia nhimg dbi twong nghién ctru néu
trén, pham vi nghién ciru cta dé tai luan 4n bao gom:

- Nhén dién va phan biét mot s6 thuat ngr co lién quan dén toi pham
cong nghé cao, dua ra va phan tich nhiing cich tiép can vé toi pham cong
nghé cao qua d6 xay dung mot dinh nghia chung vé t6i pham cong nghé cao,
dic diém va phan loai loai hinh t6i pham nay.

- Noi dung cac quy dinh cta phéap luat quéc té va phap luat mot sd qudc
gia vé toi pham cong nghé cao; cac quy dinh diéu chinh hoat dong hop tac dau
tranh phong chdng t6i pham cong nghé cao.

- Thyc trang va phap luat Viét Nam vé toi pham cong nghé cao va cong
tac hop tac ddu tranh phong chong toi pham cong nghé cao trong bdi canh



hién nay. Trén co s¢ d6 dua ra phuong hudng, giai phap ddi voi Viét Nam
trong thoi gian toi.

3. Muc dich va nhiém vu nghién ctru ciia ludn an

Muc dich ciia luan 4n 13 1am 13 cac van dé 1y luan-phap 1y cta t6i pham
cong nghé cao ciing nhu cac quy dinh ctia phap luat qudc té trong hop tic dau
tranh phong chdng loai t6i pham nay; dong thoi 1am rd cac quy dinh, thyc tién
thuc thi cia Viét Nam, trén co s& do, dua ra mot sb du bao va dé xuét nhitng
giai phap hoan thién phép luét, nang cao hiéu qua cua hoat dong thuc thi phép
luat tai Viét Nam lién quan dén toi pham cong ngh¢ cao.

Pé dat duoc nhimg muc dich trén, dé tai s& tap trung giai quyét cac
nhiém vu sau:

- Phan tich, nghién ctru nhiing van dé Iy luan vé tdi pham cong nghé
cao va cic ndi dung, nguyén tic, vai trd, ngudn cua phap luat qubc té trong
hop tac dau tranh phong chdng t6i pham cong nghé cao;

- Phan tich, danh gia cac quy dinh ctia phap luat qudc té, viéc thuc hién
phap luat qudc té vé toi pham cong nghé cao & mot sé qudc gia. Qua do, rut ra
dugc mot s6 kinh nghiém va gia tri tham khao ddi v6i Viét Nam;

- Binh luan, danh gia cac quy dinh va thuc tién qua trinh thuc thi phap
luat vé toi pham céng nghé cao cua Viét Nam, qua do, dé xuét nhitng gidi
phap va phuong huéng hoan thién phap luat nhim ting cuong hidu qua cta
hoat dong thuc thi phap luat trong linh vuc hop tac dau tranh, phong chdng toi
pham cong ngh¢ cao.

4. Phuong phap ludn va phwong phap nghién ciru

Dé tai luan 4an duoc thuc hién trén co s phuwong phap luan khoa hoc
ctia cht nghia Méc - Lénin, van dung két hop cac quan diém cta chu nghia
duy vat bién chirng va chu nghia duy vat lich str. Ngoai ra, cac phuong phép
nghién ctru cu thé ciing duoc st dung trong luan an, vi du nhu: dién dich-quy
nap (chuong 2 va chuong 3), phan tich (chuong 2, chuong 3 va chuong 4),
tong hop (chwong 3 va chuong 4), so sanh (chuong 2, chuong 3 va chuong 4),
hé thong hoa-khai quat hoa (chuong 2, chwong 3 va chuong 4)...

Bén canh d6, luan an cling duogc tién hanh trén co s& quéan tri¢t sau sdc
cac quan diém vé duong 16i lanh dao ciia Pang Cong San va Nha nudc Cong

hoa xa hoi chu nghia Vi¢t Nam, dac biét 1a quan diém va dinh huéng cua
Dang d6i véi cong tac phong, chéng toi pham trong tinh hinh méi va Chién
lugc qudc gia phong, chdng t6i pham dén nam 2020.

5. Y nghia khoa hoc va tinh méi ciia luén 4n

Luan an 1a cong trinh khoa hoc nghién ctru mét cach toan dién cac van
dé 1y luan, phap 1y vé qua trinh hinh thanh va phat trién cta t6i pham cong
nghé cao ciing nhu cac quy dinh ctia phap luat quéc té trong hop tac déu tranh
phong chdng loai t6i pham nay; dong thoi 1am 16 cac quy dinh, thyc tién thuc
thi ctia Viét Nam, trén co s& d6, dé xuat nhitng giai phap hoan thién phap luat
va nang cao hiéu qua cua hoat dong thuc thi phap luat tai Viét Nam lién quan
dén t6i pham cong nghé cao. Ludn an di c6 nhimg déng goép mai vé mit khoa
hoc nhu sau:

- Thir nhat, luan 4n da phan tich, tong hop nhiing van dé 1y luan vé toi
pham cong nghé cao va cac quy dinh ctia phap luat qudc té trong hop tac déu
tranh phong chong t6i pham cong nghé cao. Qua d6 da xay dung khai niém toi
pham cong nghé cao ciing nhu lam rd nhitng dic diém cia loai hinh t§i pham
nay trén co so d6i sanh véi cac thuat ngir khac co lién quan.

- Thtr hai, luan 4n da danh gia cac quy dinh cua phap luat quéc té, thuc
tién thuc hién phap luat quéc t& vé toi pham coéng nghé cao ctia mot s6 qudc
gia dién hinh. Qua d6, rat ra dugc mot s kinh nghiém va gia tri tham khao
dbi v6i Viet Nam.

- Thtt ba, luan 4n da binh luan, ddnh gia cic quy dinh va thuc tién qua
trinh thyc thi phap luét trong hop tac qudc té dau tranh, phong chong toi pham
cong nghé cao ciia Viét Nam, qua d6, dé xuét nhimng giai phap va phuong
huéng hoan thién phap luat nham ting cudng hiéu qua ciia hoat dong thuc thi
phap luat trong linh vuc hop tac qudc té dau tranh phong chdng tdi pham cong
nghé cao.

6. Cau héi nghién ciru va gia thuyét nghién ciru

Tru6e khi trién khai nghién ciru dé tai luan an tién si, nghién ctru sinh
da ty dat ra mot sé cau hoi nghién ciru, bao gdm:

- Cau hdi mang tinh mo ta: T9i pham cong nghé cao 1a gi? Loai t0i
pham nay dugc quy dinh ¢ nhitng cap d6 va pham vi nao? Lién quan dén toi



pham cong nghé cao, c¢6 nhiing cach tiép can va cach thirc sir dung thuat ngir
nhu thé nao? Thyc trang cac loai toi pham nay dién ra trén thuc té ra sao? Ty
1¢ twong quan giira cac loai toi xay ra 1a bao nhiéu? Tan suat cua loai toi ndo
phé bién trén thuc té; Cac ndi dung trong hoat dong d4u tranh va hop tac
phong chéng loai tdi pham nay 1a gi? Higu qua trén thuc té dén dau? .v.v...

- Cau hoi mang tinh so sanh va nhan-qua: so sanh dé chi ra dugc diém
gidng va khac nhau giita toi pham cong nghé cao véi cac loai hinh toi pham
khac; sau khi so sanh, tdi pham cong nghé cao co mbi lién hé nhu thé nao d6i
v6i cac loai hinh tdi pham khac d6? Li¢u rﬁng, day 1a mot loai hinh toi pham
moi hay chi 1a bién thé ctia cac loai hinh t6i pham truyén thong? So sanh kinh
nghiém va thyc tidn phap luat ciia mot sd qubc gia phat trién trong van dé
phong chéng toi pham céng nghé cao? Rat ra mot sé bai hoc kinh nghiém va
lién hé véi Viét Nam? .v.v...

Xuat phat tir nhitng cAu hoi nghién ctru, nghién ciru sinh dwa ra mot
nhan dinh so bd ban dau mang tinh gia thuyét nghién ciru, d6 la:

- Toi pham cong nghé cao 1a mot loai hinh ti pham phat sinh trong thoi
dai cong nghé thong tin, vdi nhiéu dic diém tuong d@)ng v6i cac loai to1 pham
c6 tinh chit qudc té hay toi pham co to chirc xuyén qudc gia, mic do nguy
hiém va hau qua khon ludng hon rat nhidu so véi cic loai toi pham truyén
thong. Chinh vi véy, can thiét trong viéc nghién ciru diéu chinh va chung tay
giai quyét thong qua hop tac qudc té (Gia thuyét 1)

- Toi pham cong nghé cao chi 1a sy bién thé cua cac loai toi pham
truyén thong nén chi can hoan thién cac quy dinh cia phap luat qudc gia dé
phong chéng loai t6i pham nay (Gia thuyét 2)

- Phuong thirc hop tac qudc té c6 vai tro quyét dinh trong qué trinh dau
tranh phong chdng loai hinh t§i pham céng nghé cao (Gia thuyét 3)

Qua qua trinh tim hiéu, nghién ctru sinh bac bo gia thuyét sd 2 va tap
trung di vao phat trién va ching minh Gia thuyét 1 va 3. Dong thoi, nghién
ctru sinh dwa ra Luén d& chinh cho Cong trinh nghién ctru ciia minh nhu sau:
“Trong bdi canh hién nay, toi pham cong nghé cao vira 1a mot thach thic vira
12 mot san pham méi cua thoi dai cung voi nhitng tic dong tiéu cuc vo cliing
16n téi mdi ca nhan, phap nhan, qudc gia hay tham chi cua ca cong dong;

chinh vi thé, co s& phap 1y, ndi dung va phwong thirc hop tac qubc té trong
qua trinh dau tranh loai t6i pham nay ciing c6 nhiéu nét dic thii va rat can dén
su tan tAm, thién chi cua cac chu thé trén thuc t&”.

Xoay quanh luan d& chinh, nghién ctru sinh da thiét ké hé thong lap
luan dé chtirng minh cho luén dé chinh cua minh. Hé théng nhitng lap luan di
kém nhiing s6 liéu, bang biéu, bang chimg thuc té hay cac dan chimg thyc tién
va c¢6 trich dan bang cic ngudn xac thuc, dang tin cdy... Két hop tat ca nhimng
1ap luan nay dé minh ching cho luan dé chinh cua luan an tién si cua minh
(xem cu thé trong cic phan sau cia luan an).

7. Két ciu ciia luin an

Ngoai phan mé dau va két luan, cau tric ctia luan 4n gom 4 chuong:

- Chuong 1: Téng quan tinh hinh nghién ctru nhiing van dé lién quan
dén dé tai ludn 4n;

- Chuong 2: Mbt s6 van dé 1y luan vé t6i pham cong nghé cao va phap
luat qudc té trong hop tac d4u tranh phong chdng t6i pham céng nghé cao.

- Chuong 3: Noi dung phép ludt qubc té trong hop tac dau tranh phong
chéng toi pham cong nghé cao va thyc tién thyc hién ctia mot s6 qubc gia.

- Chuong 4: Phap lut va thyc tién hop tic qudc té dau tranh phong
chéng toi pham cong nghé cao ciia Viét Nam.

CHUONG 1
TONG QUAN TINH HINH NGHIEN CUU NHUNG VAN DE
LIEN QUAN PEN PE TAI LUAN AN
* %%

Cudc cach mang cong nghiép 1an thir 4.0 khong chi don thuan 1a mot xu
thé tit yéu ma n6 da tré thanh thyc tién soi dong dién ra tai hau khip cac qudc
gia trén thé gidi ciing nhu trén pham vi toan cau. Bén canh nhiing loi ich to
16n dua lai, chinh né ciing dem dén nhiing thach thirc an ninh phi truyén thong
khong hé nho dbi véi mdi qudc gia, khu vue. Ké tir cudi nhitng nam 90, dau
nhitng nam 2000 cho dén nay, thuat ngit “téi pham céng nghé cao” thuong
xuyén dugc dé cap dén véi tan suit ting dan trén ca binh dién phap ly-thuc
tidn, trén nhiéu cap do tir qudc té, khu vuc cho dén qudc gia va da try thanh
d6i tugng khao ciru trong nhidu cong trinh nghién ctru khoa hoc ciia cac tac



gia khac nhau & nuéc ngoai ciing nhu tai Viét Nam va duge dé cap t6i thong
qua mot s6 dang thirc nhu t6i pham mang; t0i pham may tinh; t6i pham lién
quan dén may tinh; tdi pham hinh sy cong nghé; tdi pham 4o; t6i pham dién
tir. Tuy nhién, cac cong trinh nghién ctru chii yéu xoay sau vao loai hinh toi
pham mang hodc chua tiép can va nghién ciru mot cach hé théng, toan dién va
day du vé t6i pham cong nghé cao trén tit ca cc binh dién 1y luan, phap 1y va
thuc tién. Hay cac cong trinh tiép can dudi goc d6 phéap 1y qudc té hau nhu
chua dugce quan tdm nhiéu; cac cong trinh chi yéu tiép can thong qua goc do
luat hinh sy quéc gia va thé hién dudi dang cac bai bao ngan ding trén cic tap
chi chuyén nganh nén ciing chi dé cap dugc mot vai khia canh cta toi pham
cong nghé cao. Trén co s¢ ddi chiéu véi muc dich, nhiém vu nghién ctru cia
luan an va nhiing han ché cua cac cong trinh da thyc hién, ludn 4n s€ lam rd
nhitng van dé sau dé lam sang to dudi cac goc do 1y luan, phap 1y va thuc tién
hop tac dau tranh phong chdng t6i pham cong nghé cao trong phép luat qudc
té va Viét Nam bao gom:

* V@ Iy ludn: luan an s& phan dinh va 1am rd ndi ham cua cac thuat ngir
dang duoc st dung khong thdng nhat nhung co lién quan truc tiép dén toi
pham cong nghé cao, tir 46 duc rat va xay dung mot dinh nghia bao quat vé
t0i pham cong nghé cao dac bict dit trong bdi canh va tinh hinh thuc tién hién
nay va nhitng van dé 1y luan trong hop tac qudc té trong dau tranh, phong
chéng toi pham noi chung va dic biét trong cong tac phong chdng tdi pham
cong nghé cao noéi riéng (ngudn luat, ndi dung, vai trdo va phuong thirc hop
tac).

* V& phap ly: luan 4n s& tap trung nghién ctru mot cach tong thé va co
hé thong ddi v6i nhitng van d& phap 1y lién quan dén t6i pham cong nghé cao
va hop tac qudc té trong cong tac phong chdng loai hinh téi pham nay, dic
biét 1a quy dinh trong mot sd van kién hién nay ma dién hinh 1a Cong udc
Budapest vé t6i pham mang ciia Uy hoi chau Au cung cac didu udc qudc té va
vin ban khac c6 lién quan. Luan an ciing s& md rong pham vi tim hiéu ti viéc
thyc hién phap luat qudc té trong hop tic dau tranh phong, chong tdi pham
cong nghé cao cuia mot sd qudc gia dién hinh; qua do, duc rat mot sd gia tri
kinh nghiém, bai hoc tham khao d6i véi Viét Nam lién quan dén van dé nay.

* V& thye tién: luan an s& danh gia thuc trang tinh hinh va dién bién
cap nhéat cua cac loai hinh toi pham céng nghé cao trén ca phuong di¢n quéc
té va tai Viét Nam; qua d6, dua ra nhitng dy bao va giai phap c6 tinh tng
dung trong qué trinh hop tac dau tranh, phong chdng t6i pham cong nghé cao
hién nay. Ngoai ra, ludn an s& tdp trung danh gia hoat dong xay dung va thuc
thi phap luat qudc té ciing nhu phap luat Viét Nam trong linh vuc hop tic dau
tranh phong chdng tdi pham cong nghé cao theo céc tiéu chi ciia nguyén tic
Pacta sunt servanda. Trén co s& do, luan an cling s¢€ tiép tuc nhan dinh vé van
dé cac quy dinh cua phap luat hién hanh dé dua ra nhitng phuong hudéng, giai
phap toan dién trén nhiéu goc dd nham hoan thién phap luat va nang cao hiéu
qua trong cong tac hop tic dau tranh phong chdng toi pham coéng nghé cao,
nhit 1a tai Viét Nam, dic biét dat trong bdi canh bung nd ciia cudc cach mang
cong nghiép 1an thtr 4.0 hién nay.

CHUONG 2
MOQT SO VAN PE LY LUAN VE TQI PHAM CONG NGHE CAO VA
PHAP LUAT QUOC TE TRONG HQP TAC PAU TRANH PHONG
CHONG
TQI PHAM CONG NGHE CAO
skkosk

2.1. Khai niém tdi pham cong nghé cao va hop tic diu tranh, phong
chdng tdi pham coéng nghé cao

Truée khi nghién ciru vé phap luat qudc té trong hop tac ddu tranh
phong chéng t6i pham cong nghé cao, can phai lam rd cac ndi ham mot sb
khai niém nhu “t6i pham cong nghé cao”, “hop tac ddu tranh” dé tir d6 co thé
thong nhat khai niém vé cac quan hé phap luat, quy pham phap luat diéu chinh
vén dé nay, qua d6 xac dinh co s&, ndi dung, nguyén tic, chu thé, hinh thirc va
cac thiét ché trong viéc hop tic dau tranh phong chdng tdi pham coéng nghé
cao.

2.1.1. Khai niém tdi pham cong nghé cao

2.1.1.1. Dinh nghia téi pham cong nghé cao

V& mit thuat ngtt, khai ni€ém “tdi pham cong nghé cao” trong luat phap
ctia nhiéu nudc trén thé giéi nhu Australia, My, Anh... da c6 dinh nghia lién



quan dén t6i pham nay nhu: t6i pham cong nghé cao (high-tech crime); toi
pham mang (cybercrime); toi pham 4o (Virtual Crime); to61 pham may tinh/toi
pham tin hoc (computer crime); toi pham lién quan dén may tinh (computer-
related crime); t6i pham dugc kich hoat / hd trg bdi cong nghé
(Technologically Enabled/Supported Crime)...

Qua nghién ciru cac dinh nghia va cac cach tiép can trén, hoan toan c6
thé thay nhitng diém chung trong ndi ham ctia cac khai niém nay; tat ca déu
hudng t6i cac hanh vi lién quan dén viéc st dung méy tinh, thiét bi s6, khai
thic mang may tinh, mang vién thong mot cach bat hop phap dé gay ton hai
cho loi ich cua cac t6 chirc, ca nhan va toan xi hoi. Vi vay, cb thé rat ra mot
dinh nghia chung vé t6i pham cong nghé cao nhu sau: 16i pham céng nghé cao
la mot dang thirc toi pham dwoc tién hanh thong qua viéc sw dung tri thire, kp
nang, cong cu, phwong tién va thanh twu cua cong nghé thong tin ¢ trinh do
cao, tdc dong mét cach bat hop phdp dén théng tin sé va cac div liéu dién tir
cuegre heu triv, xik Iy, truyén tai trong hé thong mdy tinh va cdc thiét bi céng nghé
cao, xdm pham dén trdt t an toan théng tin, gdy ton hai nghiém trong dén quyén
va loi ich hop phdp ciia cdc cd nhdn, té chire ciing nhie ciia cdc quoc gia va cong
dong quoc té.

2.1.1.2. Bdc diém cia t9i pham cong nghé cao

Thir nhit, t6i pham cong nghé cao 1a nhitng hanh vi nguy hiém cho xa
hoi, su twong dong trong cac cdu thanh co ban cia mot t6i pham... Tuy nhién,
diém khéc biét ¢t 18i giita chung véi t6i pham khic ndm & khia canh “cong
nghé thong tin, may tinh va mang internet” déng vai tro, mirc o quyét dinh
trong viéc thuc hién, che gidu va giy ra nhimng hau qua khén luong dbi voi xa
hoi ctia hanh vi pham toi.

Thir hai, vé chu thé cua toi pham, tdi pham cdng nghé cao dugc thuc
hién boi cac ddi tugng co kién thirc cap nhat va am hiéu sau vé may tinh. Tuy
nhién, ciing c6 trudng hop chu thé 13 nhitng ngudi khong hiéu biét day du vé
cac quy dinh lién quan dén van hanh, khai thac va sir dung mang may tinh
hoic cac cong cu dién tir din dén nhimng thiét hai ngoai y mudn.

Thir ba, vé tinh chit ctia hanh vi pham t6i va cac hanh vi c6 lién quan
dén toi pham cong nghé cao thudng rat tinh vi, tinh xao.

Ngoai cac dic diém khac biét co ban ké trén, ciing c6 thé thdy mot sb
dau hiéu dic thu khac so v6i cac nhom t6i pham thong thudng nhu tinh qubc
té, tinh xuyén bién gi6i ctia loai toi pham nay; tinh chat ngay cang ting vé sb
lugng va hau qua, tinh vi vé cach thirc tién hanh cung voi su phat trién cua
cudc cach mang khoa hoc cong nghé...

2.1.1.3. Phdn logi toi pham cong nghé cao

Mot cach phan loai pho bién trén thé gi6i hién nay 1a phan loai toi pham
st dung cong nghé cao theo cach thurc, muc tiéu thyc hién toi pham; theo do,
t6i pham cong nghé cao bao gdm hai nhom:

- Nhom thir 1: Toi pham cé muyc ti€u chinh 1a mang may tinh va thiét bi

- Nhom thr 2: Toi pham s dung mang may tinh hodc thiét bi dé lam
cong cu hd tro cho hoat dong pham toi

Dua trén vai tro cua may tinh trong hanh vi pham t6i thi tdi pham cong
nghé cao bao gém nhiing t6i pham c6 su lién can, dinh liu ctia méy tinh t6i toi
pham véi ba vai tro sau:

- M4y tinh l1a muc dich cua tdi pham

- May tinh la cong cu pham toi

- May tinh 13 vat trung gian dé cit gidu, luu trir nhimg tht da chiém
doat duoc

Can clr vao tinh chat hoat dong cta hanh vi pham t0i, t6i pham cong
nghé cao c6 thé duoc chia ra lam nhiéu dang thuc nhu:

- Th nhat, Hacking (Xam nhap):

- Thir hai, Identity Theft (Mao danh).

- Thu ba, Fraud (Gian lan).

- Thu tu, Predators (Ké sian mdi): Pay la dang t6i pham mang chuyén
st dung mang xa hoi dé tim kiém nan nhan va thu thap thong tin.

Tai Viét Nam, Huéng din 16/HD-BCA-C41 ngay 31/12/2013 cua Bo
Cong an hudng dan thyc hién mot sd quy dinh trong cac Thong tu 18, 19, 20,
21, 22 ngay 01/04/2013 cia Bo truong Bo Cong an quy dinh vé cong tac
nghiép vu co ban ctia luc lugng Canh sat nhan dan c6 huéng dan viéc phan
chia cac nhom ddi tuong pham tdi c6 st dung cong nghé cao thanh hai hé la:
Hé xAm pham hoat dong ctia mang mdy tinh, vién thong va Hé loi dung mang



may tinh, vién thong dé hoat dong bat hop phap. Theo do, toi pham sir dung
cong nghé cao dugc phén loai nhu sau: (i) Téi pham sir dung may tinh, thiét bi
s0, mang mdy tinh, mang vién thong gay ton hai tinh bao mat, tinh toan ven va
tinh kha dung ctia hé thong may tinh; va (ii) To6i pham sir dung méy tinh, thiét
bi s6, mang may tinh, mang vién théng lam cong cy, phuong tién pham toi.

2.1.2. Khdi niém hop tic diu tranh phong chéng téi pham cong nghé
cao

Hop tac du tranh phong chdng toi pham coéng nghé cao 1a viée cac
quéc gia ciing nhu cac chu thé khac cua luat qudc té trén co s& phéap luat quic
gia, didu udc qudc té hay cac tap quan qudc té, cling nhu cac nguyén tic khac
tién hanh phdi hop, gitip d& nhau trong xay dung co s¢ phap ly va thuc hién
tuong trg tu phap vé hinh sy, dan d9, tiép nhan, chuyén giao ngudi bi két an
va cac hoat dong hop tac khac nhim phuc vu cho viéc diéu tra, truy td, xét xur,
thi hanh an va trimg tri t6i pham cong nghé cao.

2.1.2.2. Pac diém hop tac ddu tranh phong chong tdi pham cong nghé
cao

Trén co so khai niém hop tac déu tranh phong chdng toi pham cong
nghé cao, co thé rat ra mot s6 dic diém co ban nhu sau:

Thir nhit, vé chii thé hop tic

Thit hai, vé doi twong hop tdc

Thir ba, muc tiéu hoyp tdac

Thir twe, vé hinh thivc hop tic

2.2. Ly luin vé phap luit quéc té trong hop tac quéc té diu tranh
phong chong tdi pham cong nghé cao

2.2.1. Pinh nghia va dic diém ciia phdp ludt quoc té trong hop tic
ddu tranh, phong chéng téi pham cong nghé cao

Phap luat quc té trong hop tac dau tranh, phong chdng tdi pham cong

nghé cao bao gdom tong thé cic nguyén tic va cac quy pham phéap luat diéu
chinh quan h¢ gitta cdc chii thé luat qudc té trong viéc tién hanh toan bo
nhitng hoat dong can thiét giira cac bén, nham ngin ngira, trimg tri, loai bo toi
pham cong nghé cao ra khoi doi séng qudc té ciing nhu doi song qudc gia.

2.2.2. Nguén ciia phdp ludt quéc té trong hop tic diu tranh phong
chong tdi pham cong nghé cao

O pham vi toan cdu, dén nay méi chi co mot diéu wdc qubc té didu
chinh loai t9i pham nay 1a Cong udc vé tdi pham mang ciia Uy hoi chau Au
nim 2001 (Cong udc Budapest). Bén canh cong uwéc Budapest, mot sé noi
dung ciia Cong uéc Palermo vé chdng toi pham c6 t6 chirc lién qubc gia nim
2000 mic du khong truc tiép dé cap mot cach cu thé dén cac loai hinh toi
pham cong nghé cao nhung Cong udc Palermo véi 41 diéu khoan, ludn dugc
coi 1a mot sy tham khao can thiét trong qué trinh hop tac qudc té déu tranh
phong chéng t6i pham.

O pham vi khu viwe, mot sb khuon kho phép 1y da dugc hinh thanh lam
co s& phap ly cho hoat dong hop tac giita cac thanh vién ciia mot s6 khu vuc
trong ngan ngira, phong chdng t6i pham cong nghé cao, bao gom chu yéu hai
loai: cac diéu uéc qudc té khu vuc va cac van ban do nhimng co quan c6 thim
quyén cua cic t6 chic qudc té thong qua, co gia tri phap 1y rang budc véi cac
qudc gia thanh vién trong ngin ngira, phong chéng toi pham cong nghé cao

O pham vi song phwong, pho bién nhat van 1a cac diéu udc qudc té vé
tuong trg tu phap hinh sy, din d9, chuyén giao nguoi bi két an dugc ky két
giita cac qudc gia.

Bén canh d6, tdp quan qudc té ciing c6 vai tro nhat dinh trong hop tac
qudc té d4u tranh phong chdng toi pham céng nghé cao.

Cung véi cac loai ngudn c6 gia tri phap 1y rang budc nhu trén, mot s6
cac loai ngudn khong c6 gia tri phap 1y rang budc, dic biét 1a Nghi quyét
mang tinh khuyén nghi cta cac to chirc quic té lién chinh phu va phan quyét
clia cac co quan tai phan qudc té ciing c6 vai tro quan trong trong diéu chinh
hoat dong phong chdng tdi pham cong nghé cao.

2.2.3. Nguyén tic ciia phdp ludt quoc té trong hop tic diu tranh
phong chéng tgi pham cong nghé cao

2.2.3.1. Cdc nguyén tic chung ciia phdp ludt quéc té

Hop tic qudc té dau tranh phong chong tdi pham noéi chung va phong
chéng t0i pham cong nghé cao 1a mot trong nhirng hoat dong thudc ddi tuong
diéu chinh cua luat quic té. Do d6, cac nguyén tic cta phap ludt qudc té trong



dau tranh phong chdng t6i pham céng nghé cao trudc tién ciing bao gom cac
nguyén tic co ban ciia phap luat qudc té néi chung, dic biét 1a nguyén tic
binh ding tén trong vé doc lap chii quyén, khong can thiép vao cong viée ndi
bd cua nhau; nguyén tic cac qudc gia co nghia vu hop tic va dic biét l1a
nguyén tic Pacta sunt Servanda...

2.2.3.2. Cdc nguyén tdc ddc thi

Bén canh nhiing nguyén tic chung cua luat qudc té, phap luat qudc té
trong phong chong t6i pham cong nghé cao con duge dicu chinh boi mot sb
nguyén tic riéng biét sau:

Thir nhét, nguyén tic c6 di co lai

Nguyén tic c6 di c6 lai thyc chat xuat phét tir nguyén tic binh dang vé
chu quyén giita cac qudc gia. Theo dé, trén co sd binh ding vé chu quyén,
quéc gia co quyén “ung xir” véi qubc gia khac twong ty nhu cach thirc ma
quéc gia d6 da, dang hodc s& “Ung xu” véi minh.

Trong luat hinh sy qudc té, cac hoat dong hop tic déu tranh phong
chdng t6i pham dugc thuc hién trén nhing co so, mét la didu udc qudc té, hai
la tap quan qudc té va ba la phap luat qudc gia. Trong trudng hop c6 diéu wdc
qudc té, nhitng van dé phép 1y lién quan dén cac hoat dong hop tac cu thé s&
dugc diéu chinh bang chinh nhiing quy dinh cua diéu udc qudc té do, vi du
nhitng vin dé phap 1y vé dan d¢ nhu cac trudng hop dan d9, cic truong hop
bat budc tir chdi din do, cic trudng hop can nhic dé tir chdi din do hay tai
lidu can thiét, chi phi, giai quyét yéu cau dan d¢ khi c6 nhiéu qudc gia cung
dua ra yéu ciu...s& dugc ghi nhan cu thé trong cac didu udc vé din do nhu
hiép dinh din d¢ song phuong, da phuong, hiép dinh tuong trg tu phap hinh
su ¢6 pham vi diéu chinh ca vin dé dan d¢. Khi khong c6 diéu uée qudc té,
cac hoat dong hop tac s€ dugc thyc hién trén co so tap quan quéc té hodc phap
luat qudc gia. Trong trudng hop nay, nguyén tic ¢ di 6 lai sé trg thanh co so
vo cung quan trong dé cac qudc gia can nhic viéc c6 hay khong tién hanh cac
hoat dong hop tc theo yéu cau cua qudc gia hitu quan, dic biét ddi vai cac
yéu cau vé din do toi pham va tuong trg tu phap hinh sy.

Thir hai, nguyén tic hop tac vi pham vi rong nhét c6 thé

Nguyén tic hop tac v6i pham vi rong nhét ¢ thé dugc ghi nhan trong
Cong uéc Bundapest v6i ndi dung: Cac qudc gia thanh vién phai hop tic véi
nhau, phu hop véi cac quy dinh trong chuong nay, va thong qua viéc ap dung
cac van ban qudc té vé hop tac qudc té trong linh vyc hinh sy, va luat cua
quéc gia minh, véi pham vi rong nhét c6 thé dé phuc vu viéc diéu tra, tién
hanh cac hoat dong t6 tung lién quan dén céc t6i pham hinh sy c6 lién quan
dén hé théng mdy tinh va dit liéu may tinh, hodc dé thu thap ching ctr duéi
hinh thire dién tir (Diéu 23).

2.2.4. Nji dung ciia phdp ludt quéc té trong hop tic diu tranh phong
chong tdi pham cong nghé cao

Nbi dung ctia phap luat qudc té trong hop tac qudc té trong dau tranh
phong chéng toi pham cong nghé cao rat da dang bao gom: M¢t la, phap luat
qudc té dat ra va xac dinh rd nghia vu cho cac qubc gia trong viéc hai hoa hoa
phap luat cling nhu xay dung va hoan thién co s& phéap 1y qudc gia cho cac
hoat dong dau tranh, phong chdng toi pham cong nghé cao. Xay dung co s
phap 1y qudc gia cho cic hoat dong ung pho vai toi pham cong nghé cao ciing
12 mot nghia vu mang tinh truyén thdng trén co sé clia nguyén tic Pacta sunt
Servanda. Hai la, twong trg tu phap hinh sy. Xuat phat tir chii quyén qudc gia,
CO quan tb tung cla quéc gia ndo chi dugc thuc hién hoat dong tb tung trén
linh tho cta qubc gia 6. Tuy nhién, trong nhiéu trudng hop, viée giai quyét
cac vu viéc lai vuot ngoai pham vi bién gidi quéc gia. Ba la, dan do toi pham.
Thong qua viée chuyén giao ngudi pham tdi dang tron chay trén lanh tho qubc
gia cho qubc gia dugc yéu cau, qudc gia nay moi co thé tién hanh cac hoat
dong té tung dé dam bao moi hanh vi pham t6i déu phai b trimg phat trudc
phap luat. Bon la, chuyén giao ngudi da bi két 4n & nudc ngoai cho qubc gia
ma ngudi d6 1a cong dan dé chap hanh hinh phat ti theo ban 4n ma toa 4n da
tuyén. Nam la, phan dinh thim quyén tai phan hinh sy trén co sé mot sd
nguyén tic 1a hoat dong dé xac dinh qudc gia c6 thdm quyén tai phan ddi véi
t6i pham cong nghé cao trong truong hop hanh vi pham t6i ¢6 lién quan dén
nhiéu qudc gia.

2.2.5. Vai tro ciia phdp ludt quoc té trong hop tic diu tranh phong
chong tdi pham cong nghé cao



Phap lut qudc té chinh 13 co s& dé cac qubc gia tién hanh nhitng hoat
dong hop tac nay. Thong qua cac ndi dung hgp tadc nhu hinh thanh cac co
quan, thiét ché qudc té trong phong chdng tdi pham céng nghé cao; hai hoa
hoa phap luat; twong trg tu phap hinh su; din d¢; tién hanh phdi hop diéu
tra... phap luat qudc t& da hinh thanh nén mét co ché phap 1y chung & céac cap
d6 khac nhau, tir song phuwong, khu vuc dén toan cau dé két nbi hoat dong
giita cac qudc gia, tir 6, ing pho hiéu qua véi téi pham cong nghé cao, gbp
phan han ché, loai bo t6i pham cong nghé cao ra khoi doi sdng quéc té.

CHUONG 3
NQI DUNG PHAP LUAT QUOC TE TRONG HQP TAC PAU TRANH,
PHONG CHONG TQI PHAM CONG NGHE CAO VA THU'C TIEN
THU'C HIEN CUA MOT SO QUOC GIA

3.1. Phap luit quéc té quy dinh nghia vu cho cic qudc gia trong
viéc hai hoa hoa phap luit va hoan thién co sé phap Iy quéc gia cho cac
hoat dong diu tranh, phong chong tdi pham cong nghé cao

3.1.1. Hai hoa hod phdp ludt ciia cic quoc gia trong phong chong tji
pham cong nghé cao

Hai hoa hoé phap luédt dugc ghi nhidn nhu mot trong nhiitng ndi dung
cin ban nham tao ra sy twong ddng giita hé thdng phap ludt cta cac nudc, tir
d6, gop phan giam bét cac rao can trong viéc thuc hién nhitng hoat dong hop
tac cu thé trong qua trinh diéu tra, xét xir toi pham hay tranh viéc tao ra k& ho
dé ngudi pham toi ¢6 thé trdn tranh khoi viéc bi phap luét trimg tri. Muc do
hai hoa ho4 phu thudc vao nhiéu yéu té nhu cip d¢ lién két giira cac thanh
vién; muc d6 khac biét giita cac qubc gia vé chinh sach, phap luat va mic do
“md” trong viéc tiép nhan nhiing thay d6i ddi voi chinh hé théng phap luat
qudc gia khi thyc hién nhitng cam két vé hai hoa hoa. Hai hoa hoa phap luat
c6 thé ngdn chan viéc ngudi pham tdi 1gi dung sy khac biét trong quy dinh
phap luat giita cic qudc gia dé tron tranh khoi sy trimg phat cua phép luat,
ddng thoi, tao diéu kién ting cuong hoat dong hop tac qudc té giira cac quic
gia trong ngdn ngura, trung phat t6i pham cong ngh¢ cao, ddc biét lién quan
dén cac yéu cau vé dan do, twong trg tu phap hinh sy.

3.1.1.1. Hinh su hod nhitng hanh vi vi pham lién quan dén céng nghé
cao

Theo quy dinh tai Cong uwdc Budapest, mdi qudc gia thanh vién s& ban
hanh luat va nhitng bién phap khac khi can thiét dé ghi nhan 1a t6i pham hinh
su theo ludt nudc minh ddi véi nhitng hanh vi dugc thyc hién mot cach ) Y,
bao gém: Moét la, nhom hanh vi chéng lai sur bi mat, toan ven va san c6 cua dit
liéu may tinh va hé thong mdy tinh gom truy cap bat hop phép, ngin chin bat
hop phap, gy réi dir liéu, gay réi hé thong, st dung sai lac cac thiét bi; Hai
la, nhitng hanh vi lién quan dén may tinh gdm hanh vi gia mao lién quan dén
may tinh, lira ddo lién quan dén may tinh; Ba /4, nhitng hanh vi lién quan dén
cac tai liéu khiéu dam tré em; Bon la, cac hanh vi xdm pham quyén tc gia va
quyén lién quan va nam la, hanh vi nd lyc va hd tro cho viée thyc hién nhitng
hanh vi trén. Trong trudng hop hanh vi trén do cd nhan thuc hién vi loi ich
cua phap nhan va néu ca nhan d6 1a dai dién hoic gilr vi tri lanh dao tai mét co
quan cia phip nhan trén co s& thim quyén dai dién cho phap nhan, thim
quyén ra quyét dinh nhan danh phap nhan hodc thim quyén thyc hién viéc
kiém soat noi bod phap nhan hoac phép nhan khong thuc hién tot viéc kiém
soat, giam sat nhitng c4 nhan trén, dan dén viéc thuc hién nhitng hanh trén vi
loi ich ctia phap nhan, qudc gia cling phai ban hanh luat va cac bién phap khac
khi can thiét ghi nhan trach nhiém ctia phap nhan, bao gdm ca trach nhi¢m
hinh su, dan sy hoac hanh chinh (Diéu 12).

Ngoai cac didu udc qubc té, mot s6 vian ban cé gia phap 1y rang budc do
cac co quan cé to chirc qudc té thong qua nhu cac Chi thi cua Lién minh chau
Au do Nghi vién, Hoi dong b trudng chau Au théng qua hay Chi thi cta
Cong dong kinh té ciia cac qudc gia Tay Phi do Nghi vién thong qua ciing ghi
nhan nghia vy ctia cac QGTV phdi ban hanh luat trong nudc dé quy dinh
nhitng hanh vi dugc li¢t ké trong van kién nay 1a tdi pham hinh su. Viéc xac
dinh nhimg hanh vi ndo s& bi coi 1a tdi pham & cic vin kién khong gidng
nhau, vi chua c6 van kién nao dinh nghia vé t6i pham cong nghé theo huéng
chi ra cac dic diém chung dé nhan dién ma chi tiép can theo hudng liét ké cac
hanh vi bi coi 1a tdi pham cong ngh¢ cao.



3.1.1.2. Hai hoa hod hinh phat

Van dé hai hoa hoa hinh phat dugc quy dinh trong cac van kién qudc té
vé toi pham cong nghé cao c6 thé chia thanh hai cip do: Mdt la, ghi nhan quy
tac chung trong xac dinh hinh phat tai cac qudc gia; Hai la, quy dinh ngudng
hinh phat t6i thiéu d6i véi ting hanh vi va phap luat hinh sy ctia cac qudc gia
phai quy dinh hinh phat khong dugc thdp hon ngudng hinh phat t6i thiéu nay.

Cép d6 hai hoa hoa hinh phat pho bién hién nay 14 ghi nhan cic nguyén
tac chung trong viéc xac dinh hinh phat, con viéc quy dinh cu thé s& do mdi
quéc gia tu xac dinh. Theo dé, nhirg nguyén tic dugc quy dinh phd bién dé
xac dinh hinh phat bao gom: Tuong xung, hiéu qud, c6 tinh rian de. Nguyén
tac nay dugc ghi nhan tai hau hét cac van kién nhu & Diéu 13 Cong udc
Budapest, Diéu 31 Cong udc cua Lién minh chau Phi vé an ninh mang va bao
vé dir liéu ca nhan, Diéu 28 Chi thj vé chéng toi pham mang do Nghi vién cua
Cong dong kinh té cac qudc gia Tay Phi... Tuy nhién, noi dung cua nhiing
nguyén tic nay s& do mdi quéc gia tu xac dinh.

So v6i cap do dau tién, viéc quy dinh ngudng hinh phat tdi thiéu da thé
hién mot cép dd cao hon trong hop tac. Dé dat duoc diéu nay, doi hdi phai
thoa man ddng thoi hai yéu td, mdt la su twong dong giita cac thanh vién; hai
la quyét tdm chinh tri, sy thién chi va mong mudn 1am siu thém muc do hop
tac gitra cac bén. Hai yéu t6 nay c6 méi lién hé chat ché v6i nhau. Néu khong
c6 sy tuong ddng giita cac thanh vién thi s& khong c6 co s¢ dé nang cap mirc
dd hop tac. Nguoc lai, cho du gitta cac thanh vién cé sy tuong déng 16n
nhung néu khong c6 thién chi va bay té mong mudn nang cao hop tac thi diéu
nay ciing khong thé dat duoc.

3.1.2. Xay dung va hoan thi¢n co sé phdp Iy quoc gia cho cdc hoat
dong irng pho voi tdi pham cong nghé cao

Theo quy dinh ctia luat quéc té, qudc gia c6 nghia vu ton trong va thuc
hién day du cac cam két qudc té cua qudc gia. Tuy nhién, nguyén tic Pacta
sunt Servanda chi dit ra nghia vu cho qudc gia phai thuc hién nhimg cam két
quéc té cuia minh mot cach tdn tim va thién chi con viéc thuc hién nhu thé nao
va theo cach thirc nao, thuong do qudc gia tu quyét dinh trén co s chii quyén
ctia minh phu hop véi cac quy dinh ciia phép luat qudc gia. Do vay, qudc gia,

trén co s& chu quyén, s& quyét dinh vé viéc thuc hién cam két qudc té theo
mat trong hai cach thic, hodc 4p dung tryc tiép cic quy dinh ciia cam két
qudc té trén pham vi lanh tho qudc gia hodc chuyén hod (ndi luat héa) nhiing
quy dinh cua cac cam két qudc té vao phap luat qudc gia thong qua viéc ban
hanh cac vin ban quy pham phap luat méi hay sira d6i, bo sung nhiing vin
ban hién hanh dé dam bao su tuong thich véi cac cam két quc té do. Tuy
nhién, cling c6 mdt vai ngoai 1€, d6 1a truong hop mot sb diéu udc quéc té truc
tiép quy dinh nghia vu clia qudc gia phai ban hanh phap luat dé thuc hién cac
quy dinh cia diéu udc, dién hinh nhu trong linh vuc quyén con nguoi, rat
nhiéu Coéng udc di ghi nhan diéu khoan véi ndi dung “Cdc quoc gia thanh
vién phdi thiee hién cdac bién phap ldp phdp nham dam bdo cdc quyén dwoc
ghi nhdn trong Céng wéc” nhu Cong wdc vé quyén dan sy chinh tri (Diéu 2),
Cong udc vé quyén kinh té, xa hoi, van hoa (Piéu 2), Cong udc chdng tra tin
va cac hinh thirc trimg phat hay dbi xir tan bao, vo nhan dao hoic ha thip
nhan pham (Piéu 2), Cong udc vé quyén tré em (Diéu 4)...

3.2. Twong trg tw phap hinh sy

3.2.1. Ngi dung twong trg tw phdp hinh sy

Nguyén tic tuong trg tu phap duoc ghi nhan trong Cong wéc Budapest
1a QGTV phai dam bao viéc cung cap hoat dong twong trg tu phap rong nhat
c6 thé dé phuc vu cho cong tac diéu tra hodc td tung lién quan dén cac toi
pham vé may tinh hodc dir liéu méy tinh hay thu thap cac ching ctr dudi hinh
thirc dién tir vé toi pham.

Ngoai nhimng noi dung phd bién nhu trén, mot sé didu wdc qudc té vé
t6i pham cong nghé cao nhu Coéng udc Budapest, Cong udc Arab vé chng toi
pham cong ngh¢ thong tin... da ghi nhan nhiing ndi dung twong tro tu phép
hinh su riéng biét lién quan dén loai toi pham nay, bao gém:

(1) Twong tro tw phdp lién quan dén cdc bién phdp tam thoi: 1a
nhitng bién phap mang tinh tinh thé ma mot qudc gia yéu cau mot qudc gia
khac thyc hién véi muc dich ung ph6 véi hoan canh khén cép cua vu viéc
dang giai quyét nham kip thoi thu thap chimg ctr, bio vé bang chimg cho qua
trinh tién hanh cac hoat dong té tung sau nay.



(2) Twong tro tw phdp trong hoat dong diéu tra: trong qua trinh tién
hanh hoat dong diéu tra, cic qudc gia c6 thé yéu cau qudc gia khac thyc hién
mot s6 hoat dong tuong trg tu phap lién quan dén truy cap, thu thap dir liéu
hoac chan dir liéu ndi dung.

3) Thiét ldp Mang hedi 24/7: mang ludi 24/7 1a mot diém lién lac
hoat dong 24 gid mot ngay va 7 ngay trong tuan dé cung cap su hd trg kip thoi
trongviéc diéu tra hodc tién hanh cac hoat dong tb tung dbi voi toi pham lién
quan dén hé théng méy tinh hodc dir liéu may tinh, thu thap chimg ctr dudi
hinh thae dién tur.

(4) Truy cdp xuyén bién gioi dir liu may tinh dwoc luu trit: QGTV
c6 thé truy cap xuyén bién gidi dit liéu may tinh dwgc lwu trir v6i su nhét tri
ciia QGTV khac (Piéu 32 Cong udc Budapest).

Tuy nhién, trong mot s6 truong hop dac bi¢t, QGTV co thé thuc hién
hoat dong nay ma khong can sy cho phép cua qudc gia lién quan. Ngoai 1¢ nay
dugc ghi nhan trong Cong uwdc Budapest, bao gom:

Mot la, truy cap dit liéu may tinh duoc luu trit san co (ngudn mo) bat ké
dir 1i€u nay dat tai khu vyc nao;

Hai la, truy cap hodc tiép nhén, thong qua hé thong may tinh trén linh
th nuéc minh, dir liéu may tinh dwoc luu trit dang dat trén lanh thd QGTV
khéc néu quéc gia nhan dugc sy nhat tri mot cach hop phép va tu nguyén tu
ngudi ¢6 quyén hop phap duoc tiét 16 dir liéu cho qudc gia lién quan thong
qua h¢ thong may tinh do.

3.2.2. Thii tuc, thé thirc twong tro tw phdp

Thi tyc twong trg tw phap ddi voi toi pham cong nghé cao vira dugc
quy dinh truc tiép tai cac diéu udc vé toi pham cong nghé cao ciing nhu dugc
ghi nhéan trong ca cac diéu udc riéng biét vé tuong trg tu phap, cac diéu kién
va trinh ty tha tuc twong trg dugc tién hanh theo nhitng thé thuc sau day:

- Qudc gia yéu cau sé& giri yéu ciu twong trg tu phap bang vin ban dén
co quan duoc chi dinh 1am co quan dau mbi tiép nhan yéu cau twong trg tu
phap cua qudc gia dugc yéu cau, trong do, ghi nhan cu thé cac ndi dung can
tuong trg tu phép.

- Sau khi da nhan dugc yéu cau tuong trg tu phap hinh sy ding thu tuc,
quéc gia duge yéu ciu s& nghién ctru va cho phép tién hanh cac hoat dong
tuong tro tw phip theo yéu ciu trén lanh thd nudc minh. Tuy nhién luat t6
tung hinh su ciia nudc yéu cau c6 thé duoc ap dung, néu qubc gia duoc yéu
cau dong y chap thuan.

Chi phi cho hoat dong tuong trg tu phép trén linh thd cua qudc gia
dugc yéu cau thuong do qubc gia yéu cau thanh toan, trir cac trudong hop cu
thé khac do céc bén thoa thuan.

Vé véan dé tir chdi tuong tro tu phép, cac truong hop khong tuong tro tu
phap dugc quy dinh trong cic diéu woc lién

3.3.Din do

3.3.1. Piéu kién, thé thivc din dp

Vé nguyén tic, dan d6 1a quyén ctia qubc gia va xuat phat tir chi quyén
qudc gia. Trén co so quyén lyc tdi cao trong pham vi linh thd, qudc gia c6
quyén quyét dinh c6 tién hanh chuyén giao hay khéng ca nhan dang hién dién
trén lanh thd nuéc minh cho qudc gia yéu ciu dé tién hanh truy ciru trach
nhiém hinh sy. Nhiéu qudc gia da ban hanh cac dao luat chuyén biét vé dan
do, trong d6 ghi nhan mot trong nhitng nguyén tic quan trong cho phép dan
dd, d6 1a dan do duoc tién hanh trén co sé cia nguyén tac co di c6 lai.

Dan d6 toi pham 1a nghia vu phép 1y qudc té rang budc chi phat sinh khi
giita cac qudc gia co lién quan ton tai didu udc qubc té trong tng quy dinh
cac diéu kién cu thé cho phép din d6. Tuy nhién, nghia vu niy khong phai 1a
tuyét dbi. Boi 18, ngay ca trong truong hop c6 didu udc thi ddn do ciing chi c6
thé dugc thyc hién theo ding cac thé thirc, diéu kién phu hop voi quy dinh cua
didu udc qubc té d6. Ngay tai Diéu 1 Cong ude chau Au vé dan dé mic du c6
tiéu dé 1a “Nghia vu din d6” nhung da thé hién rat rd diéu nay khi quy dinh
rang: “Cdc bén ky két tién hanh bdt giiv cho nhau, theo nhitng diéu khodan va
diéu kién dat ra trong Cong wéc nay, tat ca nhitng ngwoi ma co quan cé tham
quyén cia quéc gia yéu cau dang diéu tra vé hanh vi pham t6i hodc dang bi
truy nd boi co quan c¢é tham quyén dé chap hanh ban dn hodc cdc quyét dinh
giam gitr”.



Dé c6 thé vién dan cac didu udc vé phong chdng toi pham xuyén qudc
gia lam can ctr dé din do, toi pham cong nghé cao phai thoa man diy du cac
diéu kién cua t6i pham xuyén qudc gia. Theo quy dinh cta Cong udc Palermo,
toi pham xuyén quéc gia la toi pham ma hanh vi pham toi dwoc thuc hién ¢
nhiéu quéc gia hodc dwege thwc hién & mét quoc gia, nhung phan chii yéu cia
viéc chudn bi, lén ké hoach, chi dao hay diéu khién viéc thuc hién t0i pham lai
dién ra & mét qué'c gia khdc, hodc ddy la hanh vi toi pham dwoc thyc hién ¢
mét quoc gia nhung cé lién quan dén mot nhém téi pham cé t6 chire tham gia
thue hién cac hoat dong toi pham & nhiéu qué'c gia, hodc toi pham dwoc thuc
hién & mét quoc gia nhieng cé dnh hwong nghiém trong dén mét quéc gia khac
(Diéu 3).

3.3.2. Piéu ki¢n din dp, cdc trwong hop khéng din dp

Diéu kién din do phd bién dugc quy dinh 1a nguyén tic “dinh danh
kép” kém theo yéu cau vé thoi han ti giam. Chang han, theo quy dinh tai
Cong wéc Budapest, viéc din do giita cac qudc gia thanh vién Cong wdc duoc
thyc hién voi diéu kién 1a t6i pham do bi trimg phat vé hinh sy theo phép luat
ctia ca hai qudc gia lién quan véi hinh phat tudc doat tu do tdi thiéu 1 nam tro
1én hoac hinh phat ning hon (Biéu 24).

Lién quan dén cac truong hop khong dan d9, cac cin cwr tir chdi dan do
toi pham cong nghé cao ndi riéng cling nhu t6i pham ndi chung thuong duoc
quy dinh pho bién nhur:

- Khong dan do toi pham chinh tri hoic khong din do cong dan nudc
minh.

- Hanh vi 1am cidn cir yéu cau dan d6 da duoc xét xir tai qudc gia duge
yéu cau (Nguyén tac Non bis in idem — Khong ai bi xét xir vé ciing mét hanh vi
pham toi)

- Viéc dan d6 khong phu hop voi phap ludt cua qudc gia duge yéu
ciu, xAm pham chu quyén quéc gia hodc trat ty an ninh xa hoi;

3.4. Chuyén giao nguoi bi két 4n

Diéu kién pho bién dé chuyén giao ngudi bi két an duoc quy dinh trong
cac diéu udc bao gdm: (1) Nguoi bi két an 1a cong dan ciia nude thi hanh an;
(2) Ban 4n da tuyén 1 ban an cudi clng, chwa con thi tuc nao chua giai quyét

lién quan dén ngudi bi két an; (3) Co su ddng y ciia nguoi bi két an; (4) Vao
thoi diém nhan dugc yéu cau chuyén giao, thoi gian chip hanh hinh phat con
lai theo ban an da tuyén phai khong it hon thoi gian dugc quy dinh trong diéu
udc qudc té hodc phap luat qudc gia; (5) Dap tmg diéu kién “dinh danh kép”
theo luat hinh su cua cidc nudc tuyén a4n va nude thi hanh an; (6) Nude tuyén
an va nudc thi hanh 4n dong y chuyén giao.

3.5. X4c dinh thim quyén tai phan

C6 thé nhan thiy mot s nguyén tic ciia Luat hinh sy qudc té trong xéac
dinh tham quyén tai phan hoan toan ap dung ddi véi toi pham cong nghé cao,
bao gdm:

= Nguyén tic lanh thé

Nguyén tic lanh thé dugc ghi nhan trong Cong udc Budapest véi noi
dung, QGTV ban hanh luat va cac bién phap can thiét khac dé thuc hién tham
quyén tai phan ddi véi cdc hanh vi t6i pham dwoc thiee hién trén lanh tho
nuwoc minh.

Trén thyc té, nguyén tic lanh thd dugc cac qudc gia quy dinh thanh
nhitng cin cr khic nhau dé xac dinh tham quyén tai phan, bao gom:

Mt la, noi thyc hién hanh vi.

Hai la, noi dat may tinh.

Ba la, noi bi tdc dong cua hanh vi pham t6i.

= Nguyén tic quoc tich

Theo quy dinh ciia Cong wdc Budapest, qudc gia co thim quyén tai
phan d6i véi nguoi pham t6i mang qudc tich ctia qudc gia néu hanh vi d6 bi
trimg phat theo luat hinh sy ctia qudc gia noi hanh vi d6 duoc thyc hién hoic
hanh vi dugc thuc hién ngoai lanh thd cua bat ki qudc gia nao (Piém (d)
Khoan 1 Piéu 22). Luat hinh sy cta nhidu qudc gia da ghi nhan nguyén tic
nay dé xac dinh thAm quyén tai phan qudc gia.

Ngoai qudc tich ctia ngudi pham t6i nhu quy dinh cia Coéng udc
Budapest, mot s6 qudc gia ciing quy dinh qudc tich ciia nan nhan nhu mot cin
ctr dé x4c dinh tham quyén tai phan.

= Nguyén tic quoc tich ciia tau thuyén, phwong ti¢n bay



Theo quy dinh cta Céng udc Budapest, qudc gia s& c6 thim quyén tai
phan d6i voi toi pham cong nghé cao néu hanh vi dugc thuc hién trén tau
thuyén treo ¢ ctia qudc gia hodc phuong tién bay diang ky tai qudc gia (Diém
b, ¢ Khoan 1 Diéu 22).

Khong c6 thir bac wu tién giita cic nguyén tic xac dinh tham quyén tai
phan. Viéc xac dinh tham quyén tai phan thudc vé qudc gia nao, phu thudc
phan 16n vao co quan giai quyét tranh chap.

3.6. Thyec tién thwe hién phap luit qudc té trong hop tic dau tranh,
phong chong tdi pham cong nghé cao ciia mdt sé quoc gia

3.6.1. Cong hoa Lién bang Dirc

Cong hoa Lién bang Ptrc da phé chuan Cong udc Budapest vao nim
2009 va ciing da tién hanh sira d6i Bo luat Hinh sy ngay sau khi phé chuan
Coéng udce. B luat Hinh sy cia Buc bao gém tat ca cac diéu khoan tuong ddi
toan dién va tuong thich v6i quy dinh co ban ciia Cong udc vé toi pham may
tinh va t0i pham mang. Tuong ty nhu vdy, Bo luat T tung hinh sy ctia nudc
nay ciing dé cap dén hau hét cac quyén to tung co lién quan da dugc néu trong
Cong ude, tuy nhién co loai trir mot sé diéu khoan (s& duoc dé cap ¢ cac phan
tiép theo).

Tinh dén nay Cong hoa Pirc di ban hanh mét sé luong kha 16n vin ban
luat phap lién quan trong linh vyc an ninh thong tin, bao gébm vin ban dugc
ban hanh & cép d6 Luét, Pao luat. Dao luat chinh lién quan dén an ninh mang
& Puc 1a Dao luat An ninh mang, Dao luat Vién thong, Quy dinh bao vé dir
liéu chung cta EU, DPao luat Béo vé dir 1i€u lién Bang va Dao luat Van phong
lién Bang vé bao mat thong tin

Céc dao luat vé an ninh mang ctia Dirc di ¢ nhitng quy dinh cu thé cac
diéu kién vé bao dam cac tiéu chuan an ninh mang d6i véi cac san pham, dich
vu mang thiét yéu; quy dinh vé trach nhiém bao vé va cac hoat dong bao mat,
bao vé hé théng thong tin quan trong vé an ninh qudc gia; quy dinh vé quyén
va trach nhiém phap 1y cho cac doanh nghiép luu trit web va nha cung cip
truy cap cho cac vi pham ban quyén xay ra trén hé thong cta ho... Nhin chung,
luat phap vé van dé hop tic ddu tranh phong chong t6i pham trong linh vuc

cong nghé thong tin & Pirc phtt hop v6i nhimng tiéu chuan qubc té trong linh
vuc nay, dac biét 1a Cong wdc Budapest nam 2001.

3.6.2. Hoa Ky

Phap luat Hoa Ky tir 1au da dugc biét dén 1a mot trong nhirng hé théng
phap luat toan dién, lau doi va hiéu qua nhat trén thé gidi vé bao toan an ninh
mang ciling nhu hop tdc phong ngtra t6i pham cong nghé cao. Trén cd binh
dién phap 1y va thuc tién, Hoa Ky luén xac dinh mdi de doa vé an ninh mang
1a mdi de doa hang dau ddi vai an ninh qudc gia. Chinh vi vay, trong Luat An
ninh ndi dia Hoa Ky (2002) quy dinh: Nguy co an ninh mang la cdc moi de
doa va 16 hong cia thong tin hodc cdc hé thong théng tin va bat ky hdu qua
lién quan nao bi gdy ra boi hodc la két qua ciia viéc truy cdp trdi phép, sit
dung, tiét 16, lam suy gidm, gidn doan, chinh sita hodc phd hogi cdc théng tin
hodc cac hé thong théng tin nay, bao gom hdu qua lién quan boi cac hanh vi
tanc céng va/hodc khing bo mang; khéng bao gom bat ky hanh déng nao chi
lién quan dén viéc vi pham diéu khodan hodc théa thudn hop déng voi khach
hang. Dao luat cling da thanh 1ap thiét ché co tén goi “Bo An ninh ndi dia Hoa
Ky” (DHS), véi thaim quyén hoat ddng nhu mot bo phan diéu hanh t6i cao van
dé an ninh mang ciia Hoa Ky. Nhiém vu chinh ctia co quan nay 1a ngan chin
céc cudc tan cong khung bd, giam thiéu nguy co vii trang va phi vil trang ddi
v6i qudc gia, giam thiéu thiét hai tir cac cudc tin cong va tang kha ning phuc
héi quéc gia.

Bén canh d6, mot s6 vin ban phéap luat khac co lién quan nhu Luat bao
vé thong tin lién lac dién tir, Luat Luu trit Truyén thong hay Luat nghe 1én...
Ngoai céc luat chung cua Lién bang, phap luat Hoa Ky con tao diéu kién cho
timg tiéu bang théng qua nhing sic luat riéng dé phong, chdng t6i pham cong
nghé cao trén co s¢ phil hop véi tinh hinh ctia mdi bang. Pay hau hét 1a nhiing
vin ban luat c¢6 quy dinh chi tiét va cu thé hon so voi luat chung ciia Lién
bang. Vi du, New York nghiém cdm viéc sir dung cac cong cu, thiét bi cong
nghé cao v6i muc dich truy cap vao céc tai liéu trong may tinh mot cach bét
hop phap (xAm pham may tinh), v&i hanh vi vi pham trén c6 thé ap dung hinh
phat 1én dén 04 nam tu hodc cac hinh phat khac 1én dén 15 nam tu tuy theo
murc do vi pham.



3.6.3. Nhdt Bdn

Vao thang 11 nam 2001, chinh phu Nhat Ban da ky tham gia Cong udc
Budapest vé toi pham mang cua Uy hoi chau Au. Theo d6, Nhat Ban da tién
hanh stra d6i B luat Hinh sy va Bo luat TH tung hinh sy dé tang tinh tuong
thich trong viéc diéu chinh phu hop vé6i cac quy dinh ctia Cong wdc Budapest.
Cung véi do, Nhat Ban da ban hanh Luat bdo vé thong tin cd nhan nam 2003
dé bao vé dir liéu, thong tin cd nhan va cdc dang thirc danh tinh khéc. Pac
biét, Luat co ban vé An ninh mang cua Nhat Ban (2014) con m¢ rong viéc
quy dinh x4y dung céc tiéu chuin chung vé cac bién phap dam bao an toan an
ninh mang cho cic co quan hanh chinh quéc gia va cac to chirc lién quan.
Hién tai, Nhat Ban ciing c6 cac dao luat khac ciing c¢6 quy dinh lién quan dén
toi pham cong nghé cao nhu B¢ luat Hinh sy Nhét Ban Luét chéng canh tranh
khong cong bang, Luat cdm truy cip may tinh trai phép, Luat ban tra gop,
Luat bao vé bi mat dugc chi dinh dic biét va Ludt an ninh x3 hoi va ma sd
thué. Trén co s& cac vin ban phap luat cia Nhat Ban quy dinh, c6 thé xac dinh
mot s6 hanh vi pham ti cong nghé cao co ban nhu:

- Lay cip dit liéu hay truy cép trai phép (Hacking).

- Hanh vi Itra ddo (Phishing)

- Hanh vi 1ay nhiém hé théng CNTT véi phan mém doc hai

- Bén canh cac hanh vi néu trén, con mot sd hanh vi khac nhu: sé hitu
hoic sir dung phan ctig, phan mém hoic cac cong cu khic duge sir dung dé
thuc hién t0i pham mang; danh cép danh tinh hodc gian 14n danh tinh; an ce”ip
dién tr; hay bét ky hoat dong nao khac anh hudng x4u hodc de doa dén an
ninh, bdo mat, tinh toan ven hodc tinh kha dung cua bat ky hé théng CNTT, co
so ha tang, mang truyén thong, thiét bi hodc dir liéu nao. ..

Niam 2018, Quédc hoi Nhat Ban tiép tuc thong qua du luat sira doi Luat
co ban vé An ninh mang nam 2014 (Basic Act on Cybersecurity). Theo dé, an
ninh mang dé cap trong Luét stra d6i dugc gin lién véi cac bién phap dé quan
ly dir liéu mot cach an toan, va cling da lam rd trach nhiém ctia Chinh phu
qudc gia Nhat Ban, chinh quyén dia phuong va cac t6 chirc lién quan khéc.

3.6.4. Mt s6 bai hoc kinh nghiém déi véi Viét Nam

Qua mot s khia canh phap 1y va thuc tién thuc hién phap luat qudc té
trong hop tac du tranh, phong chdng téi pham cong nghé cao ciia & cac qudc
gia nay, cé thé dua ra mot sb nhan dinh:

Thir nhat, céac quéc gia trén déu nhan thtc 16 duoc tinh chit, mic do
nguy hiém cua toi pham cong nghé cao nén di ban hanh nhiéu dao luat, cac
vin ban c6 lién quan diéu chinh vé toi pham cong nghé cao cin cir trén nhiing
co s& phap 1y 1a cac cong ude qudc té ma nhimng qudc gia nay da tham gia 1a
thanh vién nhu Céng wdc Budapest, Cong wdc Palermo va mot sd cong udc
khac c6 lién quan dén toi pham cong nghé cao

Thir hai, ca ba qubc gia déu xac dinh rd trong tim va danh nhing sy
quan tim dic biét dén cac noi dung hop tic qudc té trong déu tranh, phong
chéng toi pham cong nghé cao nhu viéc dap g nghia vu thanh vién trong hai
hoa héa va hoan thién phap luat,van dé tuong trg tu phap hinh sy, dan d¢ toi
pham va chuyén giao ngudi bi két an.

Thit ba, nguyén tac “lanh thd” hay “noi thyc hién hanh vi pham t6i” 1a
nhitng nguyén tic xac dinh thim quyén tai phan pho bién ciia cac qubc gia ddi
v6i toi pham cong nghé cao.

Ttr nhitng nhan dinh, phép luat ciia Viét Nam hoan toan c6 thé duc rat
ra mot s6 kinh nghiém gia tri mang ca tinh tham khao ciing nhu tinh mg dung
trong qué trinh hop tac qudc té dau tranh, phong chdng t6i pham cong nghé
cao nhu sau:

Thir nhat, viéc xay dung, ban hanh cic quy dinh cta phap luat trong
hop tac qudc té dau tranh, phong chong toi pham cong nghé cao va van dé an
ninh mang ciia nudc ta trong giai doan hién nay la diéu vo ciing cip bach va
khén thiét.

Thir hai, Viét Nam can som hoan chinh khung phap 1y can thiét lién
quan dén cac hoat dong trén khong gian mang, trong d6 dic biét luu tim téi
vén dé ban hanh cac van ban hudng dan lién quan trong van dé nay.

Thir ba, can ting tinh phan hdi nhanh chéng ctia cac van ban phap luat
riéng biét dé diéu chinh kip thoi va c6 hiéu qua khi tién hanh cac hoat dong



hop tac qudc té ddu tranh, phong chdng tdi pham cong nghé cao & Viét Nam
hién nay.

Thir tu, chii dong thyc hién phong, chong toi pham cong nghé cao ngay
tir trong an ninh ndi dia va ting cudng chit lugng ctia cac hoat dong hop tac
qudc té phong, chdng toi pham céng nghé cao.

CHUONG 4
PHAP LUAT VA THUC TIEN HQP TAC QUOC TE PAU TRANH
PHONG CHONG TQI PHAM CONG NGHE CAO CUA VIET NAM

4.1. Thyc trang phap luit trong hop tic quoc té ddu tranh, phong
chdng tdi pham céng nghé cao & Viét Nam

4.1.1. Khdi qudt vé tpi pham cong nghé cao ¢ Viét Nam

4.1.1.1. Tinh hinh toi pham cong nghé cao ¢ Viét Nam

Céc hanh vi do t6i pham coéng nghé cao thuc hién trén thé gidi hién nay
dién bién rat phirc tap. Vi ddc thu cua loai toi pham nay 14 tinh qudc té va hoi
nhap nhanh, do d6, diéu nay di tic dong manh dén tinh hinh t6i pham cong
nghé cao thyc hién tai Viét Nam. Toi pham cong nghé cao ¢ cac nudc xam
nhap vao Viét Nam rit nhanh, tham chi nhiéu d6i twong ngudi nude ngoai
nhdp canh vao Viét Nam dé t6 chirc hoat dong toi pham. Viét Nam da dugc
dy bao co thé 1a mot trong nhimg khu vuc noéng vé toi pham cong nghé cao.
S liéu cua hiang bao mat Symantec cho thiy, Viét Nam hién dang dung thir
11 trén toan cau vé cic hoat dong de doa tin cong mang (niam 2018). Nhiing
hoat dong de doa nhim vao co quan, doanh nghiép, td chuc tai Viét Nam bao
gbm, tin cong c6 chu dich, cac mdi de doa trén thiét bi di dong, phat tan ma
doc, virus va danh cap dir liéu. Céc toi pham cong nghé cao thuong tap trung
tai mot sb tinh, thanh phé l6n, noi c6 sy giao luu hoi tu cua nhiéu linh vuc
khoa hoc cong nghé, tai chinh ngan hang hodc noi c6 nhiéu ngudi nudc ngoai
sinh sbng...

4.1.1.2. Dy bdo vé tinh hinh t0i pham cong nghé cao tai Viét Nam va xu
hiedng hop tac quoc té trong dau tranh, phong chong téi pham cong nghé cao
tai Viét Nam

To6i pham st dung cong nghé cao & Viét Nam trong nhiing nam téi
duoc du bao sé dién ra phuc tap voi nhiéu phuong thuc, thu doan pham t6i
moi, hoat dong c6 tinh chat xuyén qudc gia va xay ra trén nhiéu linh vuc.

Néu van dé an ninh mang khong dugc giai quyét kip thoi, linh vuc
thuong mai dién tir cua Vit Nam s€ roi vao tinh trang tri trug, tré thanh mét
rao can ddi voi phat trién kinh té, x3 hoi. Hién nay da xuat hién mot sb mang
may tinh ma (botnet) do cac hacker Viét Nam phat trién va mo rong da gay
tac hai 16n d6i v6i an ninh mang néi chung va thuong mai dién tir noi riéng.
Ngoai ra, xu huéng gui thu rdc quy md 16n, lra ddo qua phishing, cai
keylogger, liy cip thong tin, rira tién bang tién ao... dang ngdy cang phat
trién.

Trong thoi gian téi, hoat dong d4u tranh véi loai t6i pham cong nghé
cao s€ la ngi dung hop tac trong tam dugc dua vao chuong trinh hgp tac gitra
cac qudc gia va nhiéu to chirc da phuong va song phuwong. Pap tmg nhu cau
nay, thoi gian téi s& c6 thém nhiéu Hiép dinh TTTP va dan d6 dugc ky két
giita Viét Nam va nhiéu qudc gia trong d6 c6 cac ndi dung tugng tro tu phap
hinh sy va dan d6 trong ddu tranh phong, chéng toi pham cong nghé cao.

4.1.2. Nji dung phdp Iy cho hoat djng hop tic quéc té diu tranh,
phong chéng tgi pham céng nghé cao ciia Vigt Nam

Co s& phap 1y cho hop tac qudc té dau tranh phong chdng téi pham
cong nghé cao gébm cac quy dinh do Viét Nam ban hanh, tir Hién phap cho
dén cac van ban phap luat chuyén nganh nhu: Ludt Cong nghé thong tin 2006;
Luat an toan thong tin mang 2015; Luat an ninh mang 2018; B¢ ludt hinh su
2015; Bo luat T6 tung hinh sy 2015; Nghi dinh s6 25/2014/ND-CP quy dinh
vé phong, chdng toi pham va VPPL khéc c6 sir dung cong nghé cao; Thong tu
lién tich s6 10/2012/TTLT-BCA-BQP-BTP-BTT&TT-VKSNDTC-TANDTC
ngay 10/9/2012 cua lién nganh By Cong an, B6 Qudc phong, Bo Tu phap, Bo
Thong tin va Truyén thong, VKSNDTC, TANDTC, huéng dan ap dung mot
sb quy dinh cia BLHS vé mot s6 toi pham trong linh vec CNTT, vién thong.

bac biét, gén day nhét, trong Van kién Pai hoi XIII, Pang ta néu rd:
“Tich cuc, chu dong...giit viing chii quyén sé qudc gia trén khong gian mang
trong moi tinh huéng”. Pay 1a mot ndi dung lan dau tién dugc ghi trong mot



Van kién Pai hoéi, phan dnh sy nhén thuc sau sdc cua Déng ta vé tinh chat cua
thoi dai dudi goc do khoa hoc — cong nghé, bdi cuoc Cach mang Cong nghiép
lan thir tu s& chuyén dich toan b thé gidi tir thé gidi thuc sang thé gidi sb.

Bén canh cac quy dinh do Viét Nam ban hanh, thuc hién chinh sach da
phuong hoéa, da dang hoa va tich cuc, chi dong hoi nhap quéc té, 1a thanh vién
c6 trach nhiém trong cong déng quéc té, tinh dén thang 9/2017, Viét nam la
thanh vién cua 22 diéu udc quoc té da phuong vé TTTP vé hinh sy, dan do,
chuyén giao ngudi bi két an phat tu va 27 Hiép dinh TTTP vé dan dy va hinh
su véi cac qudc gia. Trong cac Hiép dinh nay déu co cac quy dinh vé TPCNC
hodc cac tdi pham xuyén qudc gia c6 yéu td cong nghé cao. Trong sd 22 didu
udc qubc té da phuong, Viét Nam tuyén bd khong coi 10/22 didu ude qudc té
da phuong 14 co s phap 1y truc tiép vé din d¢ nhu Cong ude vé trimg tri viée
chiém giir bat hop phép tau bay nim 1970, Cong udc thdng nhét vé cac chat
ma tiy nam 1961, Coéng wdc ctia Lién hop qudc vé chdng tham nhiing nim
2003, Cong uéc cua Lién hop qudc vé chdng tra tn va cac hinh thirc d6i xur
hoac trirng phat tan bao v6 nhan dao hodc ha nhyc con nguoi...

Trén co s d6, ndi dung co ban cua phap luat vé toi pham cong nghé
cao cling nhu cong tac hop tic qudc té dau tranh phong chdng loai hinh toi
pham nay bao gdm nhiing van dé chii dao sau day:

4.1.2.1. Cdc quy dinh vé phong ngira téi pham céng nghé cao

Vi¢c phong ngtra tdi pham cong nghé cao hién nay bén canh thudc trach
nhiém ciia co quan chuyén trach phong, chdng TPCNC (la cac don vi nghiép
vu trong Cong an nhan dan — Cuc An ninh mang va phong chéng t6i pham sir
dung cong nghé cao, Quan doi nhan dan dugc giao nhi€ém vy chuyén trach
tham muu, t6 chuc, truc tiép thue hién nhiém vu dau tranh phong, chéng
TPCNC) con ¢6 su tham gia cta cac ca nhan, to chirc, doanh nghiép va co
quan thong tin dai chiing.

4.1.2.2. Cdc quy dinh vé dau tranh, triét phd téi pham céng nghé cao

Thir nhét, quy dinh vé phat hién, xir 1y toi pham céng nghé cao

Thir hai, vé cic bién phap to chirc, ddu tranh chdng TPCNC ctia Co
quan chuyén trach

Thi ba, quy dinh vé hinh sy héa ddi véi cac hanh vi st dung cong nghé
cao dé gy ton hai dén quyén loi chinh dang cta cé nhan, t6 chirc va nha nudc

Thir tw, quy dinh vé hinh phat di voi TPCNC

4.1.2.3. Cdc quy dinh vé chii thé trong hop tic quéc té trong dau tranh
phong chong ti pham cong nghé cao

Chu thé tryc tiép thuc hién cac hoat dong hop tac qudc té trong phong,
chéng TPCNC 1a Bo Cong an. Bén canh d6, theo quy dinh tai Diéu 65 cua
Luat TTTP nam 2007, B Cong an 1a co quan c6 trach nhiém tiép nhan,
chuyén giao, xem xét, giai quyét cic yéu ciu cua nudc ngoai vé dan do,
chuyén giao nguoi dang chap hanh hinh phat tii; xem xét va chuyén ho so cho
VKSND, TAND va thyc hién hoat dong TTTP theo tham quyén. Bo Cong an
dé xuit viéc ky két, gia nhap va thuc hién didu uwéc qubc té vé dan do va
chuyén giao nguoi dang chap hanh hinh phat ti; kién nghi sira d6i, bo sung va
hoan thién phap luat Viét Nam vé TTTP. Dinh ky sau thing va hang nim B
cong an phai thong bao v6i Bo Tu phap tinh hinh thyc hién yéu cau dan d6 va
chuyén giao ngudi dang chap hanh hinh phat ti.

Trong hoat dong phong chéng TPCNC cua Bo Cong an, luc luong dong
vai tro nong cbt 1a Cuc An ninh mang va phong, chdng t6i pham sir dung cong
nghé cao A0S.

Céc chu thé phdi hop tham gia thuc hién hop tic qubc té trong phong,
chéng toi pham gdém cé:

- B6 Tu phap: Vi tu cach 1a co quan quéan 1y nha nuéc vé TTTP, Bo Tu
phap c6 trach nhiém phdi hgp v6i Bo Cong an, VKSNDTC, TANDTC, Bb
Ngoai giao soan thao cac vin ban quy pham phap luat huéng dan thuc thi Luat
TTTP; tham gia dam phan, goép ¥, tham dinh cic hiép dinh TTTP vé hinh su,
dan d6 va chuyén giao nguoi chip hanh an phat ti. Bén canh d6, Bo Tu phép
ciing phdi hop v6i Bo Cong an va VKSNDTC xir 1y nhitng yéu cau uy thac
phuc tap va nhay cam.

- BO Ngoai giao: B Ngoai giao c6 trach nhiém phéi hop v6i B Tu
phap, TANDTC, B6 Céng an, VKSNDTC trong cong tac xay dung phap luat
vé TTTP, phdi hop thuc hién cac hoat dong trong hop tac qubc té trong déu
tranh phong chdng tdi pham trén nguyén tac co di c6 lai.



4.1.2.4. Cdc quy dinh vé dan d¢ t6i pham cong nghé cao

Thit nhdt, Quy dinh vé tham quyén thuce hién dan dg.

Céc co quan c6 tham quyén vé dan d6 TPCNC gém c6 Bo Cong an,
Toa an, Vién Kiém sat, Bo Ngoai giao.

Thit hai, Quy dinh vé cdc truong hop bi dan dg, tir choi dan dé va dan
do kém theo mot so diéu kién

4.1.2.5. Twong tro ti phép vé hinh su

Cén ctr vao quy dinh cta Luat TTTP 2007, B luat TTHS nam 2015 va
thyc tién 4p dung hoat dong TTTP vé hinh sy giira Viét Nam véi cac quc gia,
pham vi TTTP vé hinh sy bao gom: tong dat gidy to, hd so, tai lidu lién quan
dén TTTP vé hinh sy; triéu tap nguoi lam chimg, nguoi giam dinh; thu thap,
cung cép chimg ct; truy ciru trach nhiém hinh sy; trao doi thong tin; cac yéu
cau tuong tr¢ tu phap khéc vé hinh su. Ngoai ra, B luadt TTHS quy dinh
TTTP vé hinh sy 1a mot trong cac hoat dong hop tac qudc té trong tb tung
hinh sy (Biéu 491), theo do, cac hoat dong TTTP vé hinh su cu thé nhu: Xac
dinh gia tri phap 1y cua tai liéu, d6 vat thu thap dugc (Piéu 494); Quy dinh vé
viéc tién hanh t6 tung clia nguoi c6 tham quyén ciia Viét Nam & nudc ngoai
va ngudi c6 tham quyén ctia nude ngoai & Viét Nam dugc thuc hién theo diéu
udc qudc té ma Viét Nam 1a thanh vién hodc theo nguyén tic co di c6 lai
(Diéu 495); cho ngudi lam ching, ngudi giam dinh, ngudi dang chap hanh an
phat tu tai nuéc dugce dé nghi c6 mat ¢ Viét Nam dé phuc vu viéc giai quyét
vu 4n hinh sy hodc c6 thé cho phép nguoi lam ching, nguoi giam dinh, nguoi
dang chip hanh an phat ti tai Viét Nam c6 mat & nudc ngoai dé phuc vu viéc
giai quyét vu 4n hinh sy (Diéu 469); truy tim, tam giit, ké bién, phong toa, tich
thu, xir 1y tai san do pham t6i ma c6 dé phuc vu yéu cau diéu tra, truy t6, xét
xr va thi hanh an hinh sy (Diéu 507); phong toa tai khoan cé thé duoc ap
dung néu c6 cin ctr cho rang s tién trong tai khoan d6 lién quan dén hanh vi
pham tdi ciia ngudi bi budc toi (Diéu 129); phéi hop diéu tra hoic ap dung cac
bién phap diéu tra to tung dic biét (Diéu 508);

4.1.2.6. Cac quy dinh vé chuyén giao ngwoi dang chdp hanh hinh phat
tu

Thik nhat, can cir tiép nhdn, chuyén giao nguwoi dang chdp hanh dn phat

fi: duge thuc hién theo quy dinh tai khoan 2 Piéu 49, Piéu 50 Luat TTTP
nam 2007 va Diéu 6 Thong tu lién tich s6 01/2013/TTLT-BCA-BTP-BNG-
VKSNDTC-TANDTC.

Thit hai, cdc truong hop tie chéi chuyén giao ngwoi dang chap hanh dn
phat tu.

Viéc tir chdi chuyén giao ngudi dang chap hanh hinh phat tu tai Viét
Nam cho nuéc ngoai khi: c6 can ctr cho rang ngudi duoc chuyén giao co thé
bi tra tan, tra thu hodc truy birc tai nude tiép nhan chuyén giao; viéc chuyén
giao co thé phuong hai dén chil quyén, an ninh qudc gia ctia Viét Nam.

Thit ba, leu ¥ vé viéc tiép nhdn, chuyén giao ngwoi dang chdp hanh
hinh phat tu

Trinh ty, thi tuc nhan yéu cau chuyén giao va xem xét, quyét dinh viéc
tiép nhan dugc quy dinh tai Diéu 9 Thong tu lién tich s6 01/2013/TTLT-BCA-
BTP-BNG-VKSNDTC-TANDTC.

Thong bao quyén dugc yéu cau chuyén giao cho ngudi dang chap hanh
an phat t0.Theo quy dinh ctia phap luat TTTP 2007 va Diéu 12 Thong tu lién
tich s6 01/2013/TTLT-BCA-BTP-BNG-VKSNDTC-TANDTC.

B6 Cong an c6 trach nhiém 1dp hd so dé nghi tiép nhan va chuyén giao
cho Bo Ngoai giao xem xét, quyét dinh ap dung nguyén tic co di co lai. Tai
cac qudc gia co didu udc qudc té ma Viét Nam 1a thanh vién thi khi c6 don xin
chuyén giao, ban tuyén bd cua ngudi nay vé viéc ho hiéu biét dﬁy du vé hé
qua ctia viéc chuyén giao va cac quyén, nghia vu ctia viéc chuyén giao. Khi d6
B truong Bo Cong an quyét dinh cho phép nuée tiép nhan cir dai dién sang
Viét Nam dé xac minh sy dong ¥ chuyén giao ctia nguoi dang chap hanh an
phat tu.

4.1.2.7. Mét 56 ngi dung khdc trong hop tic quoc té vé phong chong tgi
pham cong nghé cao

Thit nhdt, hoat ddng thu thdp, trao déi théng tin va truy nd téi pham
thong qua vai tro cua Co quan INTERPOL Viét Nam.

Thur hai, hoat dong dcfy trd, truc xudt

Truc xuat 1 hanh vi dua nguoi nude ngoai ra khéi lanh thd nude minh
bang hanh dong don phuong ciia co quan chirc ning cia nudc ma ngudi d6



dang cu tru.

Day tra 1a bién phap thudong duogc ap dung d6i voi nhimng dbi tuong
pham t6i & nudc ngoai, sau d6 lan trén & lai nude do.

Thit ba, hoat ddng phoi hop céng an cdc tinh bién gidi tai cdc quoc gia
trong ddu tranh, phong chong TPCNC

Cong an céc tinh bién giéi (Cong an cip tinh cta Viét Nam: véi Co
quan tuong tmg cip tinh ctia nudc lang giéng) hop tac qudc té trong phong,
chéng toi pham gém céc hoat dong:

+ Hop tac qudc té trong diéu tra kham pha cac vy an hinh sy ma hai bén
c6 trach nhiém cung nhau giai quyét.

+ Hop tac qudc té trong truy bat, din giai va chuyén giao d6i tuong
pham tdi hinh suy.

+ Hop tac quéc té trong tiép nhan, gidi ctru nan nhan cua tdi pham hinh
su.

Thit tw, hop tdc quéc té trong viéc trao doi, cung cdp thong tin vé tgi
pham véi cdc té chive canh sat trong khu viee va toan cdau

Thit nam, trao doi kinh nghiém dao tao va chuyén giao cong nghé

Trong khudn khd, pham vi da ky két tai diéu udc qubc té song phuong
hodc da phuong, B6 Cong an, VKSNDTC, TANDTC c¢6 thé t6 chirc cac hoi
nghi, qubc té dé trao do6i kinh nghiém, tong két cong tac hop tac déu tranh
phong, chong t6i pham giita cac bén.

Thit sau, hop tic quoc té ddu tranh phong, chong téi pham giita liwc
lwong Canh sat nhan dan Viét Nam véi lyc lwong Canh sat cac nuoc

Co ché hop tac qudc té trong phong, chdng toi pham lién quan dén Viét
Nam, luc luong canh sat nhan dan Viét Nam thuong chu yéu thuc hién theo
nhitng khuén khé hop tac d6 1a: Thong qua khudn khé hop tac INTERPOL;
thong qua khuon kho hop tic ASEAN/ASEANAPOL; qua kénh hop tac véi
Vian phong S§ quan lién lac Canh sat cac nudc tai Viét Nam va trong khu vuc
DPong Nam A; qua kénh hop tac truc tiép voi mot s6 co quan thi hanh phap
luat khiac nhu Cuyc diéu tra Lién hang Hoa Ky; Co quan Bai trir ma tuy Lién
bang Hoa Ky; cac Trung tim chdng tdi pham xuyén qudc gia trong mang ludi
Trung tdm chdng tdi pham xuyén qudc gia Chau A - Thai Binh Duong,...

Hoic co ché hop tac song phuong phong, chdng t6i pham noi chung va
v6i mot sb loai toi pham noi riéng giita Cong an céc tinh bién gidi cua Viét
Nam véi cac ddi tac twong tng ciia nude ngoai dudi hinh thirc hop tac giira
cac tinh bién gi6i, hodc bang hinh thirc két nghia ddi v6i nhimg tinh chua ky
két thoa thuan quéc té phong, chong toi pham cip tinh.

4.2. Thye tién thwe thi phap luit trong hop tic quoc té diu tranh
phong chong tdi pham cong nghé cao ciia Viét Nam

4.2.1. Két qua hop tic quéc té trong diu tranh phong chéng tdi pham
cong nghé cao trong thoi gian vira qua

4.2.1.1. Vé dam phan, ky két, gia nhdp diéu wéc quoc té trong phong
chong téi pham cong nghé cao:

- Cdc diéu woe quoc té da phwong vé phong, chong t6i pham:

Theo théng ké cua B§ Cong an, tinh dén thang 9/2019, Viét Nam la
thanh vién cua 22 diéu udc qudc té da phuong quy dinh vé TTTP vé hinh sy,
dan d6 va chuyén giao ngudi bi két an phat ti. Trong sb nay c6 01 Hiép dinh
chuyén biét TTTP vé hinh sy 1a Hiép dinh tuong trg tw phap vé hinh sy giita
cac quéc gia ASEAN nam 2004 (c6 hiéu luc tai Viét Nam ngay 20/9/2005).
C6 03 diéu wéc qudc té da phuong c6 quy dinh vé chuyén giao ngudi bi két an
phat ti va cac diéu udc qudc té da phwong con lai déu quy dinh vé din do

Trong s6 cac didu udc qudc té da phuong ma Viét Nam 14 thanh vién
quy dinh vé HTQT trong d4u tranh, phong chdng tdi pham thi c¢6 didu udc
qudc té diéu chinh HTQT trong linh vyc phong chéng TPCNC nhu.

+ Cong udc cua Lién Hop qudc vé chdng toi pham co to chirc xuyén
quéc gia;

+ Hiép dinh TTTP vé hinh sy giita cac nudc ASEAN.

- Cdc diéu wéc quoc té song phwong (Hiép dinh) vé hop tic quoc té
trong ddu tranh, phong chong téi pham néi chung va TPCNC néi riéng

Trong linh vuc hop tic qudc té phong, chéng toi pham noéi chung va
TPCNC noi riéng, Viét Nam di ky két nhidu diéu uwéc qudc té song phuong
v6i timg qubc gia khac nhau trén co sé muc do quan hé ngoai giao va tiiy
thuc vao nhu ciu vé pham vi, ndi dung hop tic qudc té trong phong, chong
t6i pham cua ctia mdi nudc.



Hién nay, Viét Nam di ki 45 Hiép dinh song phuong véi cac qubc gia.
Ngoai ra, trong linh vuc hop tic qudc té phong, chéng TPCNC con c6 nhimng
Hiép dinh song phuong giita Chinh pha Viét Nam va Chinh phu cac qubc gia
hitu quan diéu chinh tryc tiép dau tranh phong, chong cac loai t6i pham ma
Viét Nam ciing da ky két, gia nhap.

4.2.1.2. Vé phoi hop phat hién, ngan chdn va diéu tra, xir Iy toi pham sir
dung céng nghé cao theo quy dinh ciia phdp ludt va cdc diéu wéc quoc té ma
nwoc Cong hoa xd hoi chu nghia Viét Nam la thanh vién.

Phéi hop trong viéc thu thdp, xdac minh thong tin tai liéu phuc vu
céng tac phat hién, diéu tra TPSDCNC 1a mot trong nhirng yéu ciu
hogp tdc thong thuong gitia luc luong Coéng an nhan dan Viét Nam véi
Cong an cac nudc. Do co thé 1a xac minh cac dia chi IP ma dbi tuong
pham tdi st dung vao hoat dong pham.

Phéi hop trong viéc phat hién va diéu tra cdc vu dn lira dao nham
chiém doat tai san, danh bac bcfng cong nghé cao trén lanh thé Viét Nam:
T nam 2010 dén nam 2017, lyc luong Coéng an Viét Nam da phat hién va
diéu tra lam ré gan 200 vu 4n lra dao nham chiém doat tai san bang cach
st dung cong nghé cao, cac ddi tuong chu yéu la nguoi Trung Qudc thuc
hién trén lanh thd Viét Nam.

4.2.1.3. Két qua céng tac dan do, twong tro tw phdp vé hinh sw vé tgi
pham sw dung cong nghé cao trong twong quan voi cac loai hinh tdi pham
khac

- Két qua céng tac dan dé trong viéc diéu tra, truy 10, xét xir va thi hanh
an:

Trong Béo céo tong két cong tac thi hanh phap luat vé dan do ddi véi
toi pham néi chung cua B§ Cong an nam 2019, s6 dbi tuong c6 1énh truy na
d6 cua Interpol c6 thong tin 1an tron vao Viét Nam 1a 317 d6i tugng, nhung rat
it trudng hop nudc ngoai yéu cau dan d6 vé TPCNC. Pén nam 2017, B6 Cong
an da tiép nhan va xtr Iy 23 yéu cau dan d6 cua nude ngoai (12 yéu cau dan do
theo cac hiép dinh song phuong vé din d9, 11 yéu cau dan d¢ theo nguyén tic
c6 di c6 lai) va tir chdi 03 yéu cau din d6 khong hop 18. Co khoang 1.200 ddi
tuong pham tdi tai Viét Nam bo tron ra nudc ngoai, trong d6 c6 235 ddi tuong

dd bi INTERPOL ra Iénh truy nd do, nhiéu ddi twong pham toi dic biét
nghiém trong, trong d6 c6 TPCNC. Bo Cong an da lap va chuyén 35 hod so
yéu cau dan d6 dén co quan c6 thim quyén cta nudc ngoai (dén nam 2017),
gdm 21 yéu cau dan do theo cac hiép dinh song phuong va 14 yéu cau dan do
theo nguyén tic co di co lai.

- Két qua twong tro tw phdp vé hinh su trong viéc diéu tra, truy 16, xét
Xu:

Trong giai doan tir 1/7/2008 dén hét 31/5/2017 thi VKSNDTC di tiép
nhan 627 yéu cdu TTTPHS cua nudc ngoai, trong d6 Vian phong Co quan
CSPT Bo Cong an thyc hién 512 yéu ciu (chiém 81,7%), chuyén cic co quan
khac (B ngoai giao, Toa an, Cuc lanh sy BNG, VKSND...) thyc hi¢n 115
yéu cau (chiém 18,3%). Céc nodi dung yéu cau TTTP vé hinh sy ma nudc
ngoai dé nghi Viét Nam thyc hién chu yéu la tong dat gidy to, hd so, tai liéu
cé lién quan.

Ciing trong thoi gian trén, cac co quan c6 thim quyén cua Viét Nam
(Co quan diéu tra trong CAND, TAND, VKSND...) di yéu cau phia nudc
ngoai thyc hién tong s6 660 yéu cau TTTPHS, trong d6 phia Co quan diéu tra
trong CAND ¢6 554 yéu cau (chiém 83,9%) va cac co quan khac c6 tham
quyén dé nghi 116 yéu cau (chiém 16,1%). Trong d6 c6 khoang 78% yéu cau
lién quan dén cac nudc da ky Hiép dinh voéi Viét Nam. Trong d6, ndi dung
yéu cau do co quan diéu tra trong Cong an nhan dan dé nghi nuéc ngoai thuc
hién thi thu thap ching ctr chiém 68% va xac minh 1y lich tu phap chiém 32%,
viéc 1ay 101 khai chiém 17% trong tong s6 noi dung thu thap chimg cir.

4.2.1.4. Céng tic t6 chirc hdi nghi, héi thao trao doi théng tin, kinh
nghiém va phéi hop dao tao, boi dwdng, hudn luyén nghiép vu:

B0 Cong an Viét Nam véi vai tro nong cdt trong phong chng t6i pham
st dung cong nghé cao da phdi hop véi cac t chirc qudc té, canh sat cac qubc
gia thuong xuyén tién hanh cac hoi nghi, hoi thio vé an ninh, an toan thong
tin cling nhu phong chéng t6i pham st dung cong nghé cao.

Dong thoi, B Cong an ciing thuong xuyén cir lyc lugng tham gia cac
hoi nghi, hoi thao do luc lugng INTERPOL quéc té va cac iy ban cua Lién



Hop Qudc to chirc trong phong chong tdi pham néi chung va phong chong toi
pham st dung cong nghé cao noi riéng.

Ngoai ra, voi dau mbi trao do6i thong tin vé t6i pham qudc té, Vin
phong INTERPOL Viét Nam déng vai tro cung cép canh bao ciia céc to chirc
canh sat, an ninh qudc gia cling nhu qudc té trong phong chéng TPCNC.

4.2.2. Han ché trong hoat dong hop tic quéc té diu tranh, phong
chong tdi pham cong nghé cao

4.2.2.1. Viebng mac, han ché tir quy dinh cia Ludt Twong tro t phdp
lien quan dén hop tac quéc té phong chong téi pham sir dung cong nghé cao

Sau gén 15 ndm ap dung Luat TTTP, mot s6 quy dinh trong Luat TTTP
chua tuong thich hodc chua cé quy dinh, trong d6 c¢6 nhiéu noi dung phtc tap,
nhay cam, dan dén kho khan trong vi¢c trién khai to chirc thuc hién cac hoat
dong HTQT phong chdng toi pham néi chung va TPCNC noi riéng, cu thé:

Quy dinh lién quan dén dan do

Theo 11 Hiép dinh TTTP c6 quy dinh vé dan do ma Viét Nam ky véi
cac qudc gia trude day, VKSNDTC la co quan dau méi vé dan do cua Viét
Nam. Nhung Luat TTTP lai quy dinh Bo Cong an 1a co quan dau mbi vé dan
d6, chuyén giao ngudi dang chap hanh hinh phat tii. Sy khong théng nhat nay
da gy kho khin cho qua trinh thyuc hién chirc ning ctia B Cong an trong dan
do.

V& van dé cam két khong ap dung an tur hinh. Mot s6 Hi¢p dinh vé dan
do gitra Viét Nam va cac nude cé quy dinh vé cam két khong ap dung an tir
hinh (nhu Hiép dinh v6i Cong hoa Bé-la-rut (Diéu 70), véi Nga va Austraylia.
Phap Luat Viét Nam van con quy dinh nhiéu loai t6i pham c6 quy dinh hinh
phat tir hinh va khong han ché viéc dan do d6i v6i nguoi co thé bi két an tir
hinh. Diéu nay giy khé khin cho Viét Nam khi dam phan cac Hiép dinh vé
dan d6 véi cac qudc gia chau Au (noi ma phap luat tai nhidu qudc gia khong
c6 an tir hinh).

Quy dinh cua Luat TTTP da bo lot truong hop tir chdi dan d6 pham nhan
(hodc ngudi da bi két an bang ban an hinh su c6 hiéu luc phap luat) bo trén dé
tiép tuc thi hanh an hinh sy.

Quy dinh lién quan dén thuc hién céng tac chuyén giao nguwoi da bi két
an phat tu

Vé thoi han con lai phai chdp hanh dn cia ngudi dugce chuyén giao.
Luat TTTP quy dinh nguoi bi két an phat ti con phai chdp hanh it nhét 01
nam, trong truong hop dic biét con it nhat 06 thang. Tuy nhién, trong hau hét
cac Hiép dinh song phuong vé chuyén giao nguoi bi két an phat ti ma Viét
Nam di ky két déu quy dinh ngudi bi két 4n phat tii con phai chip hanh it nhat
01 ndm hoic do cac bén thong nhat.

Can c6 sw dong y cia nguoi bi két dan phat tir con nhiéu vudng mic.
Hién nay Luat TTTP quy dinh ngudi dang chdp hanh hinh phat to ¢ nudc
ngoai co thé duoc tiép nhan vé Viét Nam dé thi hanh hinh phat ti thi cdn phai
¢ su dong y cua ngudi duge chuyén giao. Nhu vay, trong trudng hop nhiéu
ngudi Viét Nam pham tdi ¢ nudce ngoai (ddc biét 1a pham t6i lién quan dén ma
tuy) s€ khong mubn vé Viét Nam dé thi hanh hinh phat ti. Bén canh do, trong
mot sd truong hop phia nuée ngoai dé nghi Vit Nam cam két khong tuyén
hinh phat tir hinh hodc ¢6 tuyén nhung khong thi hanh hinh phat tir hinh d6i
v6i nguoi dang chap hanh an phat ti dong thoi 1a ddi tugng truy na cta Viét
Nam sau khi dugc chuyén giao vé Viét Nam. Tuy nhién, phap luat Viét Nam
chua cé quy dinh nay.

Vé chi phi, Luat TTTP quy dinh chi phi vé chuyén giao nguoi dang
chap hanh hinh phat ti do Bén yéu ciu chi tra. Nhung cac Hiép dinh TTTP
Viét Nam da ki lai quy dinh la chi phi do Bén nhan chi trd trir chi phi phat
sinh hoan toan trong lanh thd Bén chuyén giao.

Quy dinh thyc hién cong tac TTTP vé hinh sy

Dé thyc hién yéu cau TTTP, cic nudc yéu cau khong ap dung an tir
hinh. Tuy nhién, Luit TTTP chua c6 quy dinh vé trinh ty, tha tuc cam két
khong ap dung hinh phat tir hinh trong hoat dong TTTP vé hinh su.

Pham vi TTTP vé hinh sy quy dinh tai Diéu 17 Luat TTTP con han ché,
chua phul hop véi cac cam két qudc té ciia Viét Nam.

Chua c6 quy dinh cu thé vé trinh tu, tha tuc thyc hién mot sb yéu cau
tuong try nhu triéu tip nguoi lam ching, nguoi gidm dinh, dan giai nguoi
chap hanh hinh phat tii ra nuéc ngoai dé hd trg diéu tra hodc cung cap ching



ctr; chuyén giao truy ctru trach nhiém hinh sy cong dan Viét Nam tai Viét
Nam....

4.2.2.2. Khé khan tir thuc tién dp dung phdp ludt trong dau tranh,
phong chong ti pham sir dung cong nghé cao

Mot 14, viéc hop tac quéc té trong trao ddi thong tin vé TPCNC con
chua day du.

Hai 1a, viéc hop tadc v6i cac co quan thuc thi phap ludt nudc ngoai
thuong bi kéo dai.

Ba 1a, cac quy dinh cua luat chua dy bao diéu chinh hét cac truong hop
s€ phat sinh va chua phu hop véi diéu kién tai Viét Nam.

Bén 13, van con hién tuong né tranh, dun déy trach nhiém cua cac luc
lugng thyuc thi phap luat tai Viét Nam.

Niam 1a, cac ché tai va hinh phat xir 1y toi pham sir dung cong nghé cao
con nhe, chwa du sirc ran de phuc vu cong tic dau tranh, phong ngira toi pham.

Sau 14, cong tac tuyén truyén, phé bién gido duc, phap luat chua dugc
quan tam ding mirc.

4.3. Giai phap hoan thién phap luit va ning cao hiéu qua hgp tac
qudc té trong diu tranh phong, chdng tdi pham cong nghé cao ciia Viét
Nam

4.3.1. Gidi phap hoan thi¢n phdp Iudt Viét Nam vé diu tranh phong
chong tdi pham cong nghé cao

Thir nhat, vé mit vin ban phap luat can thiét phai c6 nhitng quy dinh 1
rang, cu thé vé viéc thu thap, kiém tra, danh gia chung dién tir ciing nhu ban
hanh vin ban huéng dan vé duong 16i xtr 1y ddi voi cac TPCNC trong Bo luat
hinh sy ndm 2015, stra d6i, bo sung ndm 2017. Ngoai ra, can c6 quy dinh chat
ché& vé trach nhiém tham chi 1a ché tai xur Iy ddi v6i ca nhan, t6 chirc (co quan
thir 3) trong viéc cham tré cung c:flp dir liéu dién ta, gidm dinh dir licu dién tor
lam anh huong t6i tién trinh giai quyét vu an.

Lam 13 cac khai niém nhu “thu thdp phuong tién dién t&” va “thu gitt
phuong tién dién tir”.

B6 sung thém tdi danh vé lam dung tré em trong nhom cac TPCNC cua
B0 luét hinh su.

Thit hai, nhitng ngudi tién hanh t6 tung cin nang cao kién thirc co ban
vé dir liéu dién tir, vé CNTT (am hiéu nhat dinh vé ddi tuong dang dugc khai
thac)...

Thir ba, can thiét phai c6 nhitng tong két khoa hoc va thyc tién vé thu
thap, danh gia, st dung chiing ctr dién tur trong cac vu an hinh sy. Mat khac,
dir lidu dién tir 1a ngudn ching ctr phi truyén thng, ton tai trén khong gian
mang, su ton tai d6 c6 thé vuot ra khoi pham vi cua mot quéc gia va loai toi
pham dé lai ddu vét nay ciling thuong mang tinh chit xuyén qudc gia. Do vay,
co quan c6 thdm quyén can ting cudng hop tic qudc té trong dau tranh véi
loai tdi pham nay.

4.3.2. Hoan thién phdp ludt Viét Nam trong hop tic quéc té trong diu
tranh phong, chéng tji pham céng nghé cao

Xay dyng céc dao luat mang tinh chuyén biét nhu Luat TTTP vé hinh
sur, Luat dan do.

- Vé céng tac dan dé: Qudc hoi som ban hanh dao luat chuyén biét vé
dan d trén co s tach quy dinh vé dan d6 trong Luat TTTP nim 2007. Ddng
thoi, Nha nudc can tiép tuc dam phan, ky két va trién khai thuc hién c6 hiéu
qua cac hiép dinh hop tac song phuong vé din d6. Ngoai ra, cic co quan co
thAm quyén can ting cudong ap dung nguyén tic c6 di c6 lai trong giai quyét
vu viéc dan d¢ khi Viét Nam chua ky Kkét hi€p dinh hop tac song phuong vé
dan do v6i nudc ngoai, tranh viéc nguoi pham tdi loi dung “k& ho™ clia phap
ludt va trong hop tac qudc té dé tron tranh sy trimg phat ctia phap luat dan dén
bo lot toi pham...

- Vé twong tro tw phdp vé hinh si: bd sung cac ndi dung nhu: xac minh,
giai quyét tin bao, t giac t6i pham; lién két diéu tra, phdi hop diéu tra; quy
dinh cho phép st dung cac phuong tién k¥ thuat ap dung cong ngh¢ cao (thu
dién tir, fax...) trong viéc gui, tiép nhan ho so uy thac tu phap va thyuc hién
mot s6 hoat dong TTTP. Ngoai ra, can xem xét stra d6i, bd sung cin ctr tir
chbi TTTP theo huéng phan biét giita nhirng truong hop “bit budc” phai tir
chdi va “c6 thé” tir chéi.

Xay dung Luat Twong tro tu phap vé hinh su tach khoéi Luat TTTP
2007 vira 1a xu thé vira 1a nhu cau thyc tién.



- Vé hoat déng chuyén giao nguoi dang chdp hanh dn phat t, trong thoi
gian téi, cac co quan c6 thAm quyén can can som ban hanh 01 dao luat riéng
biét vé chuyén giao nguoi dang chip hanh an phat tu trén co so tach tir Luat
TTTP nam 2007 dé phan biét 1 giita cic hoat dong mang ban chat nhan dao
v6i cac hoat dong mang tinh cudng ché cao nhu dan do, TTTP vé hinh Su cua
Luat TTTP hién hanh. Dong thoi, can ting cudng dam phan, ky két PUQT vé
chuyén giao ngudi dang chip hanh an phat ti v6i cac qudc gia va ving lanh tho
noi c6 nhidu cong dan Viét Nam dang lam viéc, sinh séng, lao dong, hoc tap

4.3.3. Nhém gidi phdp ning cao hiéu qud hop tic quéc té phong
chong tdi pham sir dung cong nghé cao

4.3.3.1. Giai phap chung

Céc co quan c6 thim quyén ciia Viét Nam can tiép tuc mo rong quan hé
d6i ngoai va ting cudng hop tac quoc té vé phong, chong t6i pham sir dung
cong ngh¢ cao trén co sé ton trong ddc lap, chu quyén, binh déng, cung co loi,
pht hop vé6i phéap luat Viét Nam va didu udc qudc té ma Viét Nam tham gia
ky két;

Nha nuée can huy dong strc manh ctia ca hé thong chinh tri, ting cuong
su linh dao cta cip uy dang, hidu qua quan ly, diéu hanh cia chinh quyén,
phat huy vai tro ciia Mat tran T6 quc, cac doan thé quan ching céc cip trong
cong tac phong, chong TPCNC.

Nha nuée timg budc nang cao ning luc phong, chong tdi pham sir dung
cong nghé cao cia cac co quan bao v€ phap ludt va cac luc lugng chuyén
trach. Uu tién dau tu ngan sach, mua sim, cung tng vat tu, phuong tién mot
cach hop ly cho hoat ddng cua céc co quan tu phép va luc luong chuyén trach
trong dau tranh véi loai toi pham nay;

Tép trung lanh dao, chi dao cong tac ra soat, xay dung, hoan thién hé
thong phap luat vé phong, chdng TPCNC, trong d6 chu trong can nghién ciru
stra d6i, b6 sung Bo luat hinh sw, Bo luat T6 tung hinh sy, phap luat vé cac
bién phap phong, chdng toi pham sir dung cong nghé cao va mot sé dao luat
cé lién quan khéac.

Viét Nam can mé rong khong gian phong thu cta qudc gia, tranh thu
ngudn lyc, tai trg va tan dung kinh nghiém ctia cac nudc tién tién nhim nang
cao hiéu qua dau tranh phong, chdng toi pham sir dung céng nghé cao.

4.3.3.2. Gidi phép cu thé

Thir nhat, ddy manh hop tac qudc té nham phong ngira tir xa ddi véi toi
pham st dung cong nghé cao.

Thir hai, tranh tht ngudn nhan lyc va hoc hoi kinh nghiém cac qudc gia

Thir ba, ndng cao ning lyc cho lyc lugng chuyén trach d4u tranh, phong
ngua TPCNC

Thir tu, xay dyung trang thiét bi, cong nghé tién tién trong cong tac dau
tranh, phong ngtra TPCNC.

Thir nam, thiét 1ap va duy tri cac kénh thong tin trao d6i

Thir sau, hop tac qudc té dau tranh phong chong toi pham sir dung cong
nghé cao can c6 trong tam, trong diém.

Thir bay, dé cao vai trd cia ASEANPOL va INTERPOL trong hop tac
qudc té d4u tranh phong chong TPCNC.

KET LUAN CHUNG
% %k %k

Cudc cach mang cong nghiép 1an thir 4.0 khong chi don thuan 1a mét xu
thé tit yéu ma né da tré thanh thyc tién s6i dong dién ra tai hau khip cac qudc
gia trén thé gidi ciing nhu trén pham vi toan cau. Bén canh nhiing loi ich to
16n dua lai, chinh n6 ciing dem dén nhing thach thirc an ninh phi truyén thong
khong hé nhé ddi véi mdi qubc gia, khu vire. Khong giéng véi cac cude cach
mang truéc do, cudc cach mang cong nghiép lan thir 4.0 bit budc mdi ca
nhan, mdi qubc gia hay mdi thé ché phai thay d6i néu nhu khong mudn bi tut
lai phia sau.

To6i pham cong nghé cao, hay con c6 thé duge tiép can dudi nhidu tén
goi khéc nhau nhu tdi pham mang, td6i pham may tinh, tdi pham internet... 1a
nhitng thuét ngit c¢6 thé sir dung hoan ddi cho nhau nham dé chi mét loai hinh
t6i pham mai hinh thanh trong qué trinh phat trién ctia cudc cach mang cong
nghé thong tin 4.0 vao cudi thé ky 20 va duoc du bao 14 s& phat trién rat nhanh
trong thoi gian sdp toi. C6 thé nhan dinh, toi pham cong nghé cao chinh 1a



"san pham" ciia thoi dai ma cac ca nhan, to chuc, cac qubc gia va cong dong
qudc té phai chap nhan dé ddi 1y su thinh vuong va phat trién. O pham vi
toan cau, dén nay moéi chi c6 mot didu wdc qudc té diéu chinh loai t6i pham
nay la Cong wdc vé toi pham mang cua Uy hoi chau Au nam 2001 (Cong udc
Budapest).
bung trude su tinh vi phtre tap va nhiing hau qua nghiém trong cua tdi
pham céng nghé cao, viéc hop tac dé dau tranh, phong chong t6i pham cong
nghé cao giira cac qudc gia ngay cang tré nén cép thiét hon bao gio hét. Phap
ludt quéc té chinh 14 co s¢ dé cac qudc gia tién hanh nhiing hoat dong hop tac
nay. Thong qua cac ndi dung hop tic nhu hinh thanh cic co quan, thiét ché
qudc té trong phong chdng tdi pham cong nghé cao; hai hoa hoa phap luat;
tuong trg tu phap hinh sy; din d¢; tién hanh phdi hop diéu tra... phap luat
qudc té da hinh thanh nén mot co ché phép 1y chung & cac cip do khac nhau,
tir song phuong, khu vuc dén toan cau dé két ndi hoat dong giira cac qudc gia,
tir 46, mg ph6 hiéu qua véi t6i pham cong nghé cao, gop phan han ché, loai
b6 t6i pham cong nghé cao ra khoi doi sdng qudc té./.
DANH MUC CONG TRINH NGHIEN CUU KHOA HQC
PA CONG BO CUA NGHIEN CU'U SINH CO LIEN QUAN
PEN DPE TAI LUAN AN TIEN Si
* %%

* Cac cong trinh khoa hoc di dwgc cong bo trén cac Tap chi chuyén

nganh trong thoi gian Nghién ciru sinh thye hién Luén 4n tién si:
1. “Hai hoa héa phdp ludt trong phong chong téi pham cong nghé cao”, Tap

chi Luét hoc, s6 8 nam 2020.
2. “Khung phdp Iy vé co ché hop tic phong chong téi pham mang trong khu

viee ASEAN”, Tap chi Luat hoc, s6 12 nam 2020.
3. “Nhdn dién t6i pham céng nghé cao trong phdp ludt quéc té va mot sé kinh
nghiém doi véi Viét Nam trong tinh hinh moi”, Tap chi Gido duc va xa hoi, sb
ddc biét nam 2020.
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PREAMBLE
1. The urgency of the topic

In the 21st century, with the development of science and technology,
the explosion of high technology and new technology-applied products have
made our life a lot more convenient, and at the same time quickly narrowed
the gap between countries. However, the surge of science and technology,
although boosts up the process of international exchange and cooperation, but
also creates means for the development of crimes. The development of crimes
expands not only in scope and level of damage, but also becomes more
sophisticated when criminals apply new technologies in their crimes. This
causes concerns for, and greatly effects, not only one single country but also
the whole international community.

In addition to the known carefully organized nature of criminals, now,
with the surge of science and technology, their methods and tricks are even
more variable, sophisticated, and discret. Not stopping there, high-tech crimes
exist in almost every field of cooperation, causing enormous damage,
seriously effecting the security of each country as well as the entire network
security.

In practice, international law does not have a comprehensive and
uniform legal basis in preventing and fighting against high-tech crimes.
However, the international community has also realized the need for an
international legal document to create a common and effective framework for
cooperation in preventing and fighting against this form of dangerous crime.

In Vietnam, high-tech crime is a new type of crime that just occured in
the recent years, but has escalated rapidly in both quantity, how threatening it
is, and level of damage. In national security, international hostility and
reactionary forces constantly take advantage of communication channels
through social networks and the Internet to: distort, falsify, bombard the
policies and laws of the Party and State; call for gathering forces to create
chao, especially before and during important political events of the country. In
addition, criminals use high technology through computer networks,
telecommunications networks, the Internet or digital devices to illegally seize

properties; buy and sell all kinds of equipment and software to eavesdrop
voice calls, steal personal information in mobile phones; gamble online and
put down bets for football on the Internet, etc. The situation is complicated
and unpredictable.

From the actual facts and consequences caused by high-tech criminals,
it is clear that high-tech crimes have some particular specification, make them
different from other types of international crimes, such as: acts of crime on the
use of electronic devices with network connections (mainly computers, digital
devices...); The subjects to carry out crime are those who have knowledge,
ability to update, access quickly and have proficient skills in information
technology and especially, high-tech crimes often cause serious consequences
economically, and is hard to estimate the aftermath. Therefore, cooperation in
the security system requires to be implemented at a high level; Along with
that, requirements in information connection and sharing to identify criminals
also need to be set out. It is impossible to punish this type of crime without
cooperation at a comprehensive level. In fact, most cases of national security
data breaches are carried out by individuals who have previously served in
government agencies (the Edward Snowden case or the Wikileaks case).
Along with that, in cooperation mechanism, the professional qualifications in
information technology of this crime prevention team also need to be
upgraded and updated regularly; ensure the capacity to prevent and fight high-
tech crimes in the future.

For the above mentioned reasons, the study and clarification of
international law provisions related to high-tech crimes as well as cooperation
activities to fight against this type of crime are necessary, especially in context
of the current industrial revolution 4.0. From there, to draw reference values
for Vietnam in the process of cooperation in the fight against high-tech crime.

2. Object and scope of the thesis's research

The object and scope of research of the thesis focus on international
legal issues on high-tech crime as well as cooperation activities to fight
against this type of crime. Whereby:

Research subjects of the thesis topic include:



- Theoretical issues on high-tech crime and cooperation activities in the
fight and prevention against hi-tech crimes; distinguish and identify high-tech
criminals with other related crimes.

- The provisions of international law and the laws of some particular
countries on high-tech crimes as well as activities in the fight against and
prevention of hi-tech crimes in current context.

- Current situation of high-tech crime in the world as well as
cooperation activities in the fight against high-tech crime. Thereby, the thesis
topic will also draw some experiences and reference values for Vietnam.

- Legal basis and actual facts of cooperation in fighting against high-
tech crimes in Vietnam. Some projections, solutions and directions in
preventing this type of crime in the new condition.

On the basis of analyzing content of the above research objects, the
scope of research of the thesis includes:

- Identify and distinguish several terms related to high-tech crime,
present and analyze approaches to high-tech crime, thereby building a
common definition of high-tech crime, its characteristics and classification.

- Contents of regulations of international law and laws of some
countries on high-tech crime; regulations governing cooperation activities in
the fight against high-tech crime.

- The current situation and Vietnamese law on high-tech crime and
cooperation in the fight against high-tech crime in the current context. On that
basis, give directions and solutions for Vietnam in the upcoming period.

3. Purpose and research tasks of the thesis

The purpose of this thesis is to clarify the theoretical-legal issues of
high-tech crime as well as the provisions of international law in cooperation to
fight against this type of crime; At the same time, clarify Vietnam's
regulations and enforcement practice, on that basis, present projections and
propose solutions to improve the law and enhance the efficiency of law
enforcement activities in Vietnam regarding high-tech crime.

To achieve the above objectives, the thesis will focus on solving the
following tasks:

- Analyze and research theoretical issues on high-tech crime and the
contents, principles, roles and sources of international law in cooperation to
fight against high-tech crime;

- Analyze and evaluate the provisions of international law, the
implementation of international law on high-tech crime in some countries.
Thereby, draw some experiences and reference values for Vietnam;

- Comment and evaluate the regulations and practice of Vietnam's law
enforcement process regarding high-tech crime, thereby, proposing solutions
and directions to improve the law in order to enhance the effectiveness of law
enforcement activities in field of cooperating to fight and prevent high-tech
crime.

4. Methodology and research methods

The thesis topic is made on the basis of the scientific methodology of
Marxism - Leninism, applying a combination of the views of dialectical
materialism and historical materialism. In addition, specific research methods
are also used in the thesis, for example: deductive-inductive (chapters 2 and
3), analysis (chapters 2, 3 and 4), synthesis. (chapters 3 and 4), comparison
(chapter 2, chapter 3 and chapter 4), systematization-generalization (chapter 2,
chapter 3 and chapter 4), etc.

In addition, the thesis is also conducted on the basis of deeply grasping
the viewpoints on the leadership of the Communist Party and the State of the
Socialist Republic of Vietnam, especially the views and orientations of the
Communist Party of Vietnam. The Party on crime prevention and control in
the new situation and the National Strategy for Crime Prevention and Control
up to 2020.

5. Scientific significance and novelty of the thesis

The thesis is a scientific work that comprehensively studies theoretical
and legal issues about the formation and development of high-tech crimes as
well as the provisions of international law in combating cooperation. prevent
this type of crime; At the same time, clarify Vietnam's regulations and
enforcement practices, on that basis, propose solutions to improve the law and



improve the efficiency of law enforcement activities in Vietnam regarding
high-tech crime. The thesis has some new scientific contributions as follows:

- First, the thesis analyzes and synthesizes theoretical issues on high-
tech crime and the provisions of international law in cooperating to fight
against high-tech crime. Thereby, the concept of high-tech crime was
developed as well as clarified the characteristics of this type of crime on the
basis of comparison with other relating terminologies.

- Second, the thesis evaluates the provisions of international law, the
practice of implementing international law on high-tech crimes of some
specific countries. Thereby, draws out some experiences and reference values
for Vietnam.

- Third, the thesis gives comments and evaluates the regulations and
practice of law enforcement in international cooperating to fight against and
prevent high-tech crimes in Vietnam, thereby, proposes solutions, methods
and directions to improve the law in order to enhance the effectiveness of law
enforcement activities in field of international cooperation to fight against
high-tech crime.

6. Research question and research hypothesis

Before conducting research on the doctoral thesis, the PhD student
asked himself a number of research questions, including:

- Descriptive question: What is high-tech crime? The crime is regulated
at what level and to what extend? Regarding high-tech crime, what are the
approaches and how to use the terminology? What is the actual situation of
these crimes in reality? What is the correlation rate between the types of
crimes? The frequency of the most common crime in reality? What are the
activities to fight and cooperate to prevent this type of crime? How effective
are they actually? Etc.

- Comparative and cause-and-effect questions: compare to show the
similarities and differences between high-tech crime and other types of crime;
After comparison, how is high-tech crime related to other types of crime? Is
this a new type of crime or just a variation of traditional crime types?
Compare the experience and legal practice of some developed countries in the

area of high-tech crime prevention? Draw some lessons from experience and
relate to Vietnam? Etc.

Starting from the research questions, the PhD student made an initial
preliminary statement of research hypothesis, which is:

High-tech crime is a type of crime arising in the information technology
era, with many characteristics similar to crimes of international nature or
transnational organized crime, much more dangerous and cause more
unpredictable consequences than traditional crimes. Therefore, it is necessary
to study, adjust and jointly solve through international cooperation
(hypothesis 1).

- High-tech crime is just a variation of traditional crimes, so it is only
necessary to improve the provisions of national laws to prevent this type of
crime (Hypothesis 2)

- The method of international cooperation plays a decisive role in the
process of fighting against high-tech crime (hypothesis 3)

Through the research process, the PhD student rejects Hypothesis 2 and
focuses on developing and proving Hypothesis 1 and 3. At the same time, the
PhD student presents the Main Thesis for his research work as follows: "In the
current context, high technology crime is both a challenge and a new product
of the era along with the negative impact to individuals, legal persons,
national or even the will of the whole community; Therefore, the legal basis,
content and methods of international cooperation in the fight against this type
of crime also have many specific features and need the dedication and
goodwill of the actual factors".

Around the main thesis, the PhD student has designed an argument
system to prove his main thesis. The system of accompanying arguments
includes all three dimensions: supporting arguments, opposing arguments and
opposing arguments. In addition to the three-dimensional arguments above,
the PhD student also uses another type of argument, which we will call "data
argument” here; these are figures, tables, factual evidence or factual
references and are cited by authentic, reliable sources. Combine all of these



arguments to support the main thesis. of his doctoral thesis (see details in the
following sections of the thesis).

7. Structure of the thesis

In addition to the introduction and conclusion, the structure of the thesis
includes 4 chapters:

- Chapter 1: Overview of research on issues related to the thesis topic;

- Chapter 2: Some theoretical issues on high-tech crime and
international law in cooperation in the fight against high-tech crime.

- Chapter 3: Contents of international law in cooperation in the fight
against high-tech crime and the practice of some countries.

- Chapter 4: Law and practice of international cooperation in the fight
against high-tech crime in Vietnam..

CHAPTER 1
OVERVIEW OF RESEARCH ISSUES
RELATED TO THESIS THEME

The 4th industrial revolution is not merely an inevitable trend, but it has
become an active practice taking place in most countries around the world as
well as on a global scale. Besides the great benefits, it also brings non-trivial,
non-traditional security challenges for each country and region. Since the late
90s, early 2000s until now, the term " high-tech crime " has been mentioned
with increasing frequency in both legal and practical aspects, on many levels
from from international, regional to national and has become the object of
research in many scientific research works of different authors in foreign
countries as well as in Vietnam and mentioned through a number of format, as
cybercriminals; computer crime; computer-related crimes; technology
criminal offenses; virtual crime; electronic crime. Regarding the form of
expression, the category of "high-tech crime" is studied through categories
such as monographs, thesises, articles published in specialized journals,
scientific research topics. Studies or articles in scientific conferences... The
research works related to the thesis topic initially provide an overview from
which readers can have an overall idea about what high-tech crime is; the
characteristics and common patterns of high-tech crimes compared to other

types of crimes; the impacts of high-tech crime on the rights and interests of
each individual, legal entity as well as each country and region in many fields;
from there, the works evaluate and point out the "gaps" of the law (including
international law and national law) in regulating the current high-tech crime.
However, the research works mainly focus on the type of cybercrime or have
not approached and researched systematically, comprehensively and fully on
high-tech crime in all theoretical, legal and practical aspects. Or the works
approaching from an international legal perspective that have not received
much attention; The works are mainly approached through the perspective of
national criminal law and presented in form of short articles published in
specialized journals, so they only mention a few aspects of high-tech crime.
On the basis of comparison with the purpose, research tasks of the thesis, and
limitations of the previously finished works, the thesis will clarify the
following issues, to shed light on the cooperation to fight against high-tech
crime in the international as well as Vietnamese law fom theoretical, legal and
practical perspective, including:

* In theory: the thesis will delineate and clarify the connotations of
terms being used inconsistently but directly relate to high-tech crimes, from
there construct a comprehensive definition of high-tech crime, especially in
the current context and practical situation and theoretical issues in
international cooperation in crime prevention and control in general and
especially in crime prevention and control. high-tech crime in particular (law
sources, content, roles and cooperation methods).

* Legal: the thesis will focus on researching, in a comprehensive and
systematic way, legal issues relate to high-tech crime and international
cooperation to prevent this type of crime, especially the provisions in a
number of current documents, typically the Budapest Convention on
Cybercrime of the Commission of Europe and other relevant international
treaties and documents. The thesis will also expand the scope of research to
the implementation of international law in cooperation in the fight against
high-tech crime of some typical countries; Thereby, drawing some values of
experience and reference lessons for Vietnam related to this issue.



* In practice: the thesis will assess current situation and updated
developments on high-tech crimes both internationally and in Vietnam;
Thereby, making projections and solutions that are applicable in the process
of cooperation to fight and prevent high-tech crimes today. In addition, the
thesis will focus on evaluating the construction and enforcement of
international and Vietnamese laws in the field of cooperation in the fight
against high-tech crime according to the criteria of the Pacta sunt servanda
principle. On that basis, the thesis will continue to comment on issues of the
current legal regulations in order to offer comprehensive directions and
solutions from many angles to improve the law and enhance the efficiency in
law enforcement in cooperation to fight against high-tech crime, especially in
Vietnam, especially in the context of the current 4.0 industrial revolution.

CHAPTER 2
SOME THEORY ISSUES ABOUT HIGH-TECH CRIME AND
INTERNATIONAL LAW IN COOPERATION TO FIGHT AGAINST
HIGH-TECH CRIME
oKk

2.1. High-tech crime concept and cooperation to fight and prevent high-
tech crime

Before studying international law of cooperation to fight against high-
tech crime, it is necessary to clarify the connotations of some concepts such as
"high-tech crime", "cooperation to fight" in order to prevent and fight high-
tech crime. It is possible to unify the concept of legal relations and legal
regulations governing this issue, thereby define the basis, content, principles,
subjects, forms and institutions in cooperation to fight against high-tech
crime.

2.1.1. High-tech crime concept

2.1.1.1. Definition of high-tech crime

As for terminology, the term "high-tech crime" in the laws of many
countries around the world such as Australia, USA, UK, etc. has defined
related crimes such as high-tech crime ( high- tech crime ); cybercrime (

cybercrime ); virtual crime ( Virtual Crime ); computer crime / computer
crime ( computer crime ); computer-related crime ( computer-related crime );
crime is enabled / supported by technology ( Technologically Enabled /
Supported Crime )...

Through studying the above definitions and approaches, it is possible to
see the similarities in the content of these concepts; All are directed towards
acts related to the illegal use of computers and digital devices, illegal
exploitation of computer networks and telecommunications networks to harm
the interests of organizations, individuals and organizations, the whole
society. Therefore, a general definition of high-tech crime can be drawn as
follows: high-tech crime is a form of crime carried out through the use of
knowledge, skills, tools, and achievements of high-level information
technology, violate digital information and stored electronic data, processed
and transmitted in computer systems and high technology devices, seriously
harm the legitimate rights and interests of individuals, organizations as well as
countries and the international community.

2.1.1.2. Characteristics of high-tech crime

Foremost, high-tech crimes are dangerous acts to society, the similarity
in the basic components of a crime. However, the core difference between
them and other crimes is "information technology, computers and the internet"
plays a decisive role in the implementation, concealment and incalculable
consequences for society of criminal acts.

Second, about the subject of the crime, high-tech crimes are carried out
by subjects with up-to-date knowledge and deep understanding of computers.
However, there are also cases where the subject is the person who does not
fully understand the regulations related to the operation, exploitation and use
of computer networks or electronic tools, leading to unintended damages.

Third, about the nature of the crime and the acts related to high-tech
crimes are often very sophisticated.

In addition to the above-mentioned basic differences, there are also
some other specific signs compared to common criminal groups such as the
international and cross-border nature of this type of crime; the increasing



nature of the number and consequences, the sophistication of how to proceed
with the development of the scientific and technology revolution.

2.1.1.3. Classification of high-tech crimes

A common classification in the world today is to classify crimes using
high technology according to the method and purpose of committing the
crime; Accordingly, high-tech crimes include two groups:

- Group 1: Criminals whose main target is computer networks and
devices

- Group 2: Criminals use computer networks or devices to support
criminal activities

Based on the role of computers in criminal acts, high-tech crimes
include crimes involving computers and crimes with the following three roles:

- Computer is the purpose of criminals

- Computers are tools of crime

- The computer is a medium to hide and store the things that have been
appropriated

Based on the nature of the criminal activity, high-tech crimes can be
divided into many forms such as:

- First, Hacking: This is a type of criminal act capable of understanding
online programs in a sophisticated way and using their abilities to infiltrate
computer systems and data systems and access to users' personal information

- Second, Identity Theft: This type steals people's personal identity
information and use that information for themselves or put it up for sale in
underground forums online.

- Third, Fraud: This type of crime does not need to break into the server
to get personal information, Hacker and Identity Theft can build fake
programs to trick users into automatically providing personal information for
them.

- Fourth, Predators: This is a type of cybercriminal who specializes in
using social networks to find victims and collect information.

In Vietnam, Instruction 16/HD-BCA-C41 dated December 31, 2013 of
the Ministry of Public Security guiding the implementation of a number of

provisions in Circulars 18, 19, 20, 21, 22 dated April 1, 2013, The Minister of
Public Security's regulation on basic professional work of the People's Police
force instructs how to classify groups of criminals using high technology into
two systems: the system of violating the activities of computer and
telecommunication networks, and the system that takes advantages of
computer and telecommunications networks to conduct illegal activities.
Accordingly, crimes using high technology are classified as follows: (i)
Crimes of using computers, digital devices, computer networks, and
telecommunications networks to damage confidentiality, integrity and
availability use of computer systems; and (ii) Criminals use computers, digital
devices, computer networks, and telecommunications networks as tools and
means to commit crimes.

2.1.2. The concept of cooperation to fight high-tech crime

Cooperation in the fight against high-tech crime is the practice of states
as well as other subjects of international law on the basis of national laws,
international treaties or international practices, as well as principles of
international law. To coordinate and assist each other in building a legal basis
and providing mutual legal assistance in criminal matters, extradition, receipt
and transfer of convicts and other cooperative activities in service of the
investigation, prosecution, trial, judgment enforcement and punishment of
high-tech criminals.

2.1.2.2. Features of cooperation in the fight against high-tech crime

On the basis of the concept of cooperation in the fight against high-tech
crime, some basic characteristics can be drawn as follows:

First, subject of cooperation: the subject of international law

Second, object of cooperation: The object of cooperation in the fight
against high-tech crimes is real life high-tech crimes.

Third, cooperation objectives: cooperation in the fight against high-tech
crime towards the following main objectives: (1) Cooperation in the fight
against high-tech crime for the purpose of solving the case about TPCNC
quickly, objectively, fairly and effectively not only within a country but also
globally; (2) Cooperation in the fight against high-tech crime towards



protecting the sovereignty of countries, protecting the country from negative
impacts from the infringement and attack of criminals nationally and globally;
(3) Cooperation in the fight against high-tech crime, strengthening the
friendship and cooperation among countries requires efforts, especially the
goodwill of countries towards lawful internation activities in cooperation to
prevent crimes.

Fourth, form of cooperation: in fact, international cooperation activities
are carried out by way of mutual legal assistance in tracking down criminals
hiding in the territory of other countries, extraditing criminals. to the relevant
countries or to transfer the convicted person or to receive the necessary
information and documents on the criminal case.

2.2. Theory of international law in international cooperation in the fight
against high-tech crime

2.2.1. Definitions and characteristics of international law in cooperation
in the fight and prevention of high-tech crimes

International law in cooperation to fight and prevent high-tech crimes
includes a set of principles and legal norms that mornitor the relations
between subjects of international law in conducting all the necessary activities
between the parties, in order to prevent, punish and eliminate high-tech crimes
from international as well as national environments.

2.2.2. Sources of international law in cooperation in the fight against
high-tech crime

On a global scale, to date, there is only one international treaty to
regulate this type of crime, the 2001 Commission on Cybercrime Convention
(Budapest Convention). In addition to the Budapest Convention, some
contents of the Palermo Convention against Interstate Organized Crime of
2000, although not directly referring specifically to types of high-tech crime,
but the Palermo Convention with 41 articles, is always considered as a
necessary reference in the process of international cooperation in the fight
against crime.

On regional level, a number of legal frameworks have been formed as a
legal basis for cooperation activities among members of a number of regions

in the prevention and control of high-tech crimes, including mainly two types:
regional international treaties, and documents by relevant authorities of
international organizations provide, that bind the member states together in
preventing and controlling high-tech crimes.

On bilateral level, the most common are still international treaties
signed between countries on mutual assistance of criminal justice, extradition
and transfer of convicted criminals.

In addition, international practices also play a certain role in
international cooperation in the fight against high-tech crime.

Along with the types of legally binding sources above, a number of
sources have no binding legal value, especially the Resolutions recommended
by international intergovernmental organizations and the rulings. International
jurisdictions also play an important role in regulating high-tech crime
prevention activities.

2.2.3. Principles of international law in cooperation in the fight against
high-tech crime

2.2.3.1. General principles of international law

International cooperation to fight against crime in general and prevent
high-tech crime is one of the activities subject to international law. Therefore,
the principles of international law in the fight against high-tech crime also
include the basic principles of international law in general, especially the
principle of equality and respect for the independence, sovereignty, and do not
interfere in each other's internal affairs; principle that all the countries have
the obligation to cooperate, and especially the principle of Pacta sunt
Servanda.

2.2.3.2. Special principles

In addition to the general principles, international law in the prevention
of high-tech crimes is also regulated by a number of separate principles as
follows:

First, the principle of reciprocity



The principle of reciprocity is essentially derived from the principle of
sovereign equality between states. Accordingly, on the basis of sovereign
equality, a state has the right to "treat" another state the same way that that
country has been, is doing or will "treat" itself.

In international criminal law, cooperation activities to fight against
crime are carried out on the basis of: 1. international treaties, 2. international
practices, and 3. national law. With international treaties, legal issues
regarding specific cooperative activities will be regulated by the provisions of
the treaties themselves, for example legal issues of extradition cases, cases of
mandatory refusal of extradition, considerations to refuse extradition or
required documents, costs, handling of extradition requests when there are
many countries making the same request... will be specifically recognized in
extradition treaties such as bilateral and multilateral extradition agreements,
mutual criminal justice agreements, which also cover extradition issues. If
there is no international treaty applicable, cooperative activities will be carried
out on the basis of international customs or national law. In this case, the
principle of reciprocity will become a very important basis for the countries to
consider whether or not to conduct cooperative activities at the request of the
related country, especially for criminal extradition and criminal justice
assistance requirements.

Second, the principle that the scope of cooperation must be as wide as
possible

The principle that the scope of cooperation to as wide as possible is
enshrined in the Bundapest Convention, which states: State Parties shall
cooperate with each other, in accordance with the provisions of this chapter,
and through the application of these principles, international documents on
international cooperation in field of criminal justice, and the laws of their
respective countries, to the greatest extent possible for the purposes of the
investigation and conduct of proceedings in relation to criminal offences
regarding computer systems and computer data, or to collect evidence in
electronic form (Article 23).

2.2.4. Contents of international law in cooperation in the fight against
high-tech crime

The content of international law in international cooperation in the fight
against high-tech crime is very diverse, including: First, international law sets
out and clearly defines obligations for countries to comply with. harmonize
the law as well as build and perfect the national legal basis for activities in the
fight and prevention of high-tech crimes. Build a national legal basis for high-
tech crime response activities is also a traditional obligation on the basis of
the Pacta sunt Servanda principle. Second, mutual criminal justice assistance.
From national sovereignty, the procedural authority of any country may only
conduct procedural activities in the territory of that country. However, in
many cases, the resolution of cases goes beyond national borders. Third,
extradite criminals. It is through the transfer of criminals who are on the run
from the national territory to the requested State that the State can initiate
legal proceedings to ensure that any offenses are punished before law. Fourth,
transfer the person who has been sentenced abroad to the country of which he
is a citizen to serve the prison sentence according to the sentence pronounced
by the court. Fifth, the delimitation of criminal jurisdiction on the basis of a
number of principles is the act of determining which country has jurisdiction
over high-tech crimes in cases where the offenses involve more than one
nation.

2.2.5. The role of international law in cooperation in the fight against
high-tech crime

International law is the basis for states to conduct these cooperative
activities. Through cooperation contents such as the formation of international
agencies and institutions in the prevention of high-tech crime; harmonization
of laws; mutual criminal justice assistance; extradition; conducting
investigation coordination... international law has formed a common legal
mechanism at different levels, from bilateral, regional to global to connect
activities between countries, from there, effectively respond to high-tech
crimes, contributing to limiting and eliminating high-tech crimes from
international life.



CHAPTER 3
CONTENT OF INTERNATIONAL LAW IN COOPERATION FIGHT,
HIGH-TECH CRIME AND PRACTICE IMPLEMENTATION OF
SOME COUNTRIES
3.1. International law stipulates obligations for countries to harmonize

laws and perfect the national legal basis for high-tech crime prevention and
combat activities.

3.1.1. Harmonizing the laws of countries in the prevention of high- tech
crime

Legal harmonization is recognized as one of the basic contents in order
to create similarities between the legal systems of countries, thereby,
contributing to reducing barriers in the implementation of cooperative
activities. specifically in the process of investigating and adjudicating crimes
or avoiding creating loopholes so that offenders can avoid being punished by
the law. The degree of harmonization depends on many factors such as the
degree of association between members; the degree of difference between
countries in terms of policies and laws and the degree of "openness" in
receiving changes to the national legal system itself when implementing
commitments on harmonization. Legal harmonization can prevent offenders
from taking advantage of differences in legal regulations between countries to
evade legal punishment, and at the same time, facilitate cooperation activities.
international cooperation between countries in preventing and punishing high-
tech crimes, especially related to extradition and mutual criminal justice
requests.

3.1.1.1. Criminalizing violations related to high technology

Subject to the provisions of the Budapest Convention, each State Party
shall enact legislation and other measures as necessary for the recognition of
criminal offenses under its domestic law for acts committed intentionally,
include: First, the group of acts against the confidentiality, integrity and
availability of computer data and computer systems including illegal access,
illegal interception, data disturbance, disturbance system, misuse of

equipment; Second, computer-related acts, including computer-related
forgery, computer-related fraud; Third, acts involving child pornographic
materials; Fourth , acts of infringing copyright and related rights and fifth,
acts of attempting and supporting the performance of the above acts. In the
event that the above act is performed by an individual for the benefit of the
juridical person, and if that individual is a representative or holds a leadership
position at an agency of the juridical person on the basis of his authority to
represent the juridical person, the the right to make decisions on behalf of the
legal person or the authority to exercise internal control, or the legal person
has failed to properly control and supervise the above individuals, leading to
the implementation of the above actions for the benefit of the legal entity.
juridical persons, States must also enact laws and other measures where
necessary to recognize the liability of juridical persons, including criminal,
civil or administrative liability (Article 12).

In addition to international treaties, a number of legally binding
documents are adopted by international organizations such as European Union
Directives passed by the European Parliament, the European Complementary
Council or the European Union. The Economic Community of West African
States directive passed by Parliament also recognizes the obligation of
member states to enact domestic legislation to make the acts listed in this
document a criminal offence. . The determination of what acts will be
considered a crime in different documents, because there is no document that
defines technology crime in the direction of pointing out common
characteristics for identification, but only in accordance with the law. list of
behaviors that are considered high-tech crimes.

3.1.1.2. Harmonization of punishment

The problem of harmonizing punishments prescribed in international
documents on high-tech crimes can be divided into two levels: First ,
recognizing the general rules in determining penalties in countries; Second ,
stipulate the minimum penalty threshold for each act and the criminal law of



the country must stipulate that the penalty must not be lower than this
minimum penalty threshold.

The current common level of harmonization of penalties is the
recognition of general principles in penalty determination, while the specific
regulation will be determined by each country. Accordingly, the principles
commonly prescribed to determine punishment include: proportionality,
effectiveness, and deterrence. This principle is enshrined in most documents
such as Article 13 of the Budapest Convention, Article 31 of the African
Union Convention on Cybersecurity and Protection of Personal Data, Article
28 of the Directive on Combating Cybercrime. by the Parliament of the
Economic Community of West African States... However, the content of
these principles will be determined by each country.

Compared with the first level, the provision of a minimum penalty
threshold represents a higher level of cooperation. To achieve this, it is
required to satisfy two factors at the same time, one is the similarity between
members; the second is political determination, goodwill and the desire to
deepen the level of cooperation between the parties. These two factors are
closely related. If there is no similarity between members, there will be no
basis for upgrading the level of cooperation. On the contrary, even though
there are great similarities between the members, if there is no goodwill and
expressed desire to enhance cooperation, this cannot be achieved.

3.1.2. Building and perfecting the national legal basis for high-tech
crime response activities

According to the provisions of international law, the country is obliged
to respect and fully implement the international commitments of the country.
However, the Pacta sunt Servanda principle only imposes an obligation on a
state to fulfill its international commitments conscientiously and in good faith,
and how and in what manner is usually up to the state. decide for themselves
on the basis of their sovereignty in accordance with the provisions of national
law. Therefore, the country, on the basis of sovereignty, will decide on the
implementation of its international commitments in one of two ways, or
directly apply the provisions of the international commitments within its

territory. or transform (introduce) the provisions of international commitments
into national law through the issuance of new legal documents or amending
and supplementing existing ones to ensure compliance. compatible with those
international commitments. There are, however, a few exceptions, which are
the case where some international treaties directly prescribe the obligation of
states to enact legislation to implement the treaty's provisions, typically in the
area of human rights, many Conventions have recognized a clause that says "
States Parties must take legislative measures to ensure the rights enshrined in
the Covenant " such as the Covenant on Main Civil Rights (Article 2),
Covenant on Economic, Social and Cultural Rights (Article 2), Convention
Against Torture and Other Cruel, Inhuman or Degrading Punishment or
Treatment (Article 2) 2), Convention on the Rights of the Child (Article 4)...

3.2. Mutual criminal justice assistance

3.2.1. Contents of mutual criminal justice assistance

The principle of mutual legal assistance enshrined in the Budapest
Convention is that the QGTV must ensure the widest possible provision of
mutual legal assistance for the investigation or prosecution of computer
crimes. computer or computer data or collect evidence in electronic form
about the crime.

In addition to the above common contents, a number of international
treaties on high-tech crimes such as the Budapest Convention, the Arab
Convention on combating information technology crimes, etc. have recorded
the contents of mutual criminal justice assistance. specifically related to this
type of crime, including:

(1) Mutual legal assistance relating to provisional measures: are ad hoc
measures that one State requests another State to take for the purpose of
responding to the urgent circumstances of the case under consideration.
promptly collect evidence, protect evidence for the process of conducting
legal activities in the future.

(2) Mutual legal assistance in investigative activities: in the course of
conducting investigations, countries may require other countries to perform



certain MLA activities related to data access and collection. or block content
data.

(3) Establish a 24/7 Network: a 24/7 network is a point of contact that
operates 24 hours a day and 7 days a week to provide timely assistance in the
investigation or conduct of legal proceedings against crimes involving
computer systems or computer data, collecting evidence in electronic form.

(4) Cross-border access to stored computer data: QGTV may cross-
border access to stored computer data with the consent of another QGTV
(Article 32 of the Budapest Convention).

However, in some special cases, QGTV may carry out this activity
without the permission of the country concerned. This exception is
documented in the Budapest Convention, which includes:

First, access to stored computer data available (open source) regardless
of where the data is located;

Second, to access or receive, through a computer system in its territory,
computer data stored in the territory of another State, if the State has legally
and voluntarily consented to it. from a person who has the legal right to
disclose the data to the country concerned through that computer system.

3.2.2. Procedures and modalities for mutual legal assistance

Mutual legal assistance procedures for high-tech crimes are both
directly regulated in treaties on high-tech crimes as well as recognized in
separate treaties on mutual legal assistance, conditions and the order of
procedures for mutual assistance is conducted in the following ways:

- The requesting State shall send the request for mutual legal assistance
in writing to the agency designated as the focal point for receiving the request
for mutual legal assistance, which specifically notes the content requiring
mutual legal assistance.

- After receiving the request for criminal legal assistance in accordance
with the procedures, the requested State shall study and authorize the conduct
of the requested mutual legal assistance activities in its territory. However, the
criminal procedure laws of the requesting State may apply, if the requested
State consents.

Expenses for mutual legal assistance in the territory of the requested
State are usually paid by the requesting State, unless otherwise agreed upon
by the parties in other specific cases.

Regarding the refusal of mutual legal assistance, the cases of non-
mutual legal assistance are provided for in treaties relating to the mutual legal
assistance

3.3. Extradition

3.3.1. Conditions and modalities for extradition

In principle, extradition is a state right and derives from state
sovereignty. On the basis of the supreme power within the territory, the State
has the right to decide whether to transfer or not the individual present in its
territory to the requesting State for criminal prosecution. . Many countries
have enacted specific extradition laws, which recognize one of the important
principles of extradition, that is, extradition is conducted on the basis of the
principle of reciprocity.

Extradition of criminals is a binding international legal obligation that
arises only when there exists a corresponding international treaty between the
countries concerned that stipulates specific conditions for extradition.
However, this obligation is not absolute. Because, even in the case of a treaty,
extradition can only be carried out in accordance with the procedures and
conditions consistent with the provisions of that international treaty. Even in
Article 1 of the European Convention on Extradition, although titled
"Obligation to Extradition", it clearly shows this when it stipulates that: "The
Contracting Parties shall make arrests for each other, in accordance with under
the terms and conditions set forth in this Convention, all persons whom the
competent authority of the requesting State is investigating for an offense or is
wanted by the competent authority in order to comply with the law. sentence
or detention decisions”.

In order to be able to invoke treaties on the prevention of transnational
crimes as a basis for extradition, high-tech criminals must fully satisfy the
conditions of transnational crimes. As defined by the Palermo Convention, a
transnational crime is a crime where the offense is committed in more than



one country or is committed in one country, but the main part of the
preparation, planning, directs or directs the commission of a crime to take
place in another country, or the crime is committed in one country but
involves an organized criminal group engaged in the commission of crimes.
criminal activity in more than one country, or a crime committed in one
country that has a serious effect on another (Article 3).

3.3.2. Extradition conditions, non-extradition cases

The most common extradition condition is the principle of "double
identification" with the requirement of a prison term. For example, under the
provisions of the Budapest Convention, extradition between States Parties to
the Convention is made provided that the offense is criminally punishable
under the laws of both States concerned with the crime. penalty of deprivation
of liberty for at least 1 year or more or a heavier penalty (Article 24).

Regarding non-extradition cases, the grounds for refusing to extradite
high-tech criminals in particular as well as crimes in general are commonly
prescribed as follows:

- Do not extradite political criminals or do not extradite their own
citizens.

- The act on which the extradition request is based has been tried in
the requested country (Non bis in idem principle — No one should be tried for
the same offence)

- The extradition is inconsistent with the law of the requested
country, infringes upon national sovereignty or social security order;

3.4. Transfer of convicts

Common conditions for the transfer of convicts set forth in treaties
include: (1) The convict is a national of the country of execution; (2) The
judgment that has been pronounced is the final judgment, and there are no
pending proceedings related to the convict; (3) Consent of the convicted
person; (4) At the time of receipt of the request for transfer, the remaining
period of serving the sentence under the sentence imposed must not be less
than the time specified in an international treaty or national law; (5) Satisfy

the condition of “double identification” under the criminal laws of the
sentencing and executing countries; (6) The sending State and the executing
State agree to transfer.

3.5. Determination of jurisdiction

Some principles of International Criminal Law in determining
jurisdiction are fully applicable to high-tech crimes, including:

Territorial Principle

The territorial principle is enshrined in the Budapest Convention with
the content that the QGTV enacts laws and other measures necessary to
exercise jurisdiction over criminal acts committed in its territory .

In fact, the territorial principle has been established by different states
as a basis for determining jurisdiction, including:

One is, where the behavior is performed.

Second , where the computer is located.

Third, the place affected by the crime.

Nationality Principle

Under the provisions of the Budapest Convention, a state has
jurisdiction over an offender who is a national of that country if the act is
punishable under the criminal law of the country in which it was committed or
the act is committed. made outside the territory of any State (Point (d)
Paragraph 1 of Article 22). The criminal law of many countries has adopted
this principle in determining national jurisdiction.

In addition to the nationality of the offender as provided for by the
Budapest Convention, some countries also provide for the nationality of the
victim as a basis for determining jurisdiction.

Principles of nationality of ships and aircraft

According to the provisions of the Budapest Convention, a country will
have jurisdiction over high-tech crimes if the act is committed on board a
vessel flying the flag of the country or an aircraft registered in the country
(Point b, ¢ Clause 1 Article 22).



There is no hierarchy of precedence between the principles that define
jurisdiction. The determination of which jurisdiction belongs to which country
depends largely on the dispute settlement body.

3.6. The practice of implementing international law in cooperation in
the fight and prevention of high-tech crimes of some countries

3.6.1. Germany

The Federal Republic of Germany ratified the Budapest Convention in
2009 and also made amendments to the Penal Code immediately after
ratifying the Convention. The German Penal Code includes all the provisions
that are relatively comprehensive and compatible with the basic provisions of
the Convention on Computer Crimes and Cyber Crimes. Likewise, the
country's Criminal Procedure Code covers most of the relevant procedural
rights covered by the Convention, with the exception of a few provisions
(which will be covered in subsequent chapters). next part).

Up to now, the German Republic has issued a fairly large number of
relevant legal documents in the field of information security, including those
enacted at the level of Laws and Acts. The main legislation related to
cybersecurity in Germany are the Cybersecurity Act, the Telecommunications
Act, the EU General Data Protection Regulation, the Federal Data Protection
Act and the Federal Office for Privacy Act. confidential information

Germany's cyber security laws have specified conditions for ensuring
network security standards for essential network products and services;
regulations on responsibility for protection and activities of confidentiality,
protection of information systems important to national security; regulations
on rights and liabilities for web hosting businesses and access providers for
piracy that occurs on their systems... In general, the law on cooperation issues
struggles Crime prevention in the field of information technology in Germany
is in line with international standards in this area, especially the 2001
Budapest Convention.

3.6.2. USA

US law has long been known as one of the most comprehensive, oldest
and most effective legal systems in the world in terms of cybersecurity as well

as high-tech crime prevention cooperation. On both legal and practical levels,
the United States has always identified the threat of cyber security as the top
threat to national security. Therefore, in the US Homeland Security Act
(2002) stipulates: Cybersecurity risks are threats and vulnerabilities of
information or information systems and any related consequences that are
caused by or as a result of unauthorized access, use, disclosure, deterioration,
interruption, modification or destruction of such information or information
systems, including consequences associated with hacking and/or cyber-
terrorism; does not include any action solely related to a breach of a term or
contractual agreement with a customer. The act also established an institution
called the "DHS of the United States," with the authority to act as the ultimate
regulator of U.S. cyber security. Its primary mission is to prevent terrorist
attacks, reduce armed and unarmed threats to the nation, minimize damage
from attacks, and increase national resilience.

In addition, a number of other relevant legal documents such as the Law
on Protection of Electronic Communications, the Law on Media Archives or
the Law on Eavesdropping... In addition to the general laws of the Federation,
the laws of the United States also create conditions for each state to pass its
own laws to prevent and combat high-tech crime on a basis appropriate to the
situation of each state. These are mostly legal documents with more detailed
and specific provisions than general Federal law. For example, New York
prohibits the use of high-tech tools and equipment for the purpose of illegally
accessing documents in a computer (computer trespass), with the above
violations having penalties of up to 04 years in prison or other penalties of up
to 15 years in prison, depending on the seriousness of the violation.

3.6.3. Japan

In November 2001, the Japanese government signed the Budapest
Convention on Cybercrime by the Commission of Europe. Accordingly, Japan
has revised the Penal Code and Criminal Procedure Code to increase
compatibility in the adjustment in accordance with the provisions of the
Budapest Convention. Along with that, Japan enacted the Personal
Information Protection Law in 2003 to protect data, personal information and



other forms of identity. In particular, the Basic Law on Cybersecurity of Japan
(2014) also expands the regulation to develop common standards on measures
to ensure cybersecurity for national administrative agencies and organizations.
related office. Currently, Japan also has other laws that also have provisions
related to high-tech crimes such as the Japanese Penal Code, the Law against
Unfair Competition, the Law on Prohibition of Unauthorized Computer
Access, the Law on the Sale of Paid-Instances, contributions, the Law on
Protection of Specially Designated Secrets, and the Law on Social Security
and Tax Code. On the basis of Japanese legal documents, it is possible to
identify some basic high-tech crimes such as:

- Data theft or unauthorized access (Hacking).

- Phishing (Phishing)

- Acts of infecting IT systems with malware

- Besides the above-mentioned acts, there are some other acts such as:
possessing or using hardware, software or other tools used to commit
cybercrime; identity theft or identity fraud; electronic theft; or any other
activity that adversely affects or threatens the security, confidentiality,
integrity or availability of any IT system, infrastructure, communication
network, equipment or data...

In 2018, the National Assembly of Japan continued to pass a bill
amending the Basic Act on Cybersecurity 2014 (Basic Act on Cybersecurity).
Accordingly, the cybersecurity mentioned in the Amendment Law is tied to
measures to manage data securely, and also clarified the responsibilities of the
Japanese National Government, local governments and other agencies. other
relevant organizations.

3.6.4. Some lessons learned for Vietnam

Through some legal aspects and practical implementation of
international law in high-tech crime prevention cooperation in these countries,
some observations can be made:

Firstly , the above countries are well aware of the nature and danger of
high-tech crimes, so they have issued many laws and related documents to
regulate high-tech crimes based on the the legal basis is the international

conventions to which these countries are parties such as the Budapest
Convention, the Palermo Convention and a number of other conventions
related to high-tech crimes

Second, all three countries have clearly defined the focus and paid
special attention to the contents of international cooperation in the fight and
prevention of high-tech crime such as meeting the member obligations in the
international cooperation agreement. harmonize and perfect the law, the issue
of mutual criminal justice assistance, the extradition of criminals and the
transfer of convicts.

Third, the “territory” or “place of crime” principles are principles that
define the common jurisdiction of states over high-tech crimes.

From these observations, Vietnam's law can fully draw some valuable
experiences for both reference and applicability in the process of international
cooperation in the fight and prevention of high-tech crime. as follows:

Firstly, it is extremely urgent to develop and promulgate legal
provisions in international cooperation in the fight and prevention of high-tech
crimes and cyber security issues in our country in the current period. and
urgent.

Secondly, Vietnam needs to soon complete the necessary legal
framework related to activities in cyberspace, with special attention to the
issue of relevant guiding documents in this regard.

Third, it is necessary to increase the responsiveness of separate legal
documents to make timely and effective adjustments when conducting
international cooperation activities to fight and prevent high-tech crime in
Vietnam. Currently.

Fourth, proactively implement the prevention and combat of high-tech
crimes right from within domestic security and enhance the quality of
international cooperation activities in the prevention and combat of high-tech

crimes..
CHAPTER 4



VIETNAMESE LAW AND PRACTICE OF INTERNATIONAL
COOPERATION FIGHT HIGH-TECH CRIME
4.1. Legal status in international cooperation to fight and prevent high-

tech crime in Vietnam

4.1.1. Overview of high-tech crime in Vietnam

4.1.1.1. The situation of high-tech crime in Vietnam

The acts committed by high-tech criminals in the world today are very
complicated. Because the characteristics of this type of crime are
internationalization and rapid integration, this has strongly influenced the
situation of high-tech crimes committed in Vietnam. High-tech criminals in
other countries infiltrate into Vietnam very quickly, even many foreigners
enter Vietnam to organize criminal activities. Vietnam has been forecasted to
be one of the hot areas for high-tech crime. Data from security firm Symantec
shows that Vietnam is currently ranked 11th globally in terms of cyber threat
activities (in 2018). Threatening activities targeting agencies, businesses and
organizations in Vietnam include targeted attacks, threats on mobile devices,
distribution of malicious code, viruses, and data theft. High-tech crimes are
often concentrated in a few large provinces and cities, where there is a
convergence of many fields of science and technology, finance and banking,
or where many foreigners live...

4.1.1.2. Forecast of the situation of high-tech crime in Vietnam and the
trend of international cooperation in the fight and prevention of high-tech
crime in Vietnam

Crime using high technology in Vietnam in the coming years is
forecasted to be complicated with many new criminal methods and tricks,
transnational activities and occurring in many fields.

If the issue of cybersecurity is not resolved in time, Vietnam's e-
commerce sector will fall into a state of stagnation, becoming a barrier to
socio-economic development. Currently, there have appeared a number of
ghost computer networks (botnets) developed and expanded by Vietnamese
hackers, which have caused great harm to network security in general and e-
commerce in particular. In addition, the trend of large-scale spamming,

phishing scams, installing keyloggers, stealing information, laundering money
with virtual money... is growing.

In the coming time, the fight against high-tech crimes will be a key
cooperation content included in the cooperation program between countries
and many multilateral and bilateral organizations. To meet this demand, in the
coming time, there will be more TTTP and extradition agreements signed
between Vietnam and many countries, including the content of criminal
justice assistance and extradition in the fight against crime. High-tech crime.

4.1.2. Legal content for international cooperation in the fight and
prevention of high-tech crimes in Vietnam

The legal basis for international cooperation in the fight against high-
tech crime includes regulations promulgated by Vietnam, from the
Constitution to specialized legal documents such as: Law on Information
Technology 2006; Cyberinformation Security Law 2015; Cybersecurity Law
2018; Penal Code 2015; Criminal Procedure Code 2015; Decree No.
25/2014/ND-CP stipulating the prevention and combat of crimes and other
legal crimes using high technology; Joint Circular No. 10/2012/TTLT-BCA-
BQP-BTP-BTT&TT-VKSNDTC-TANDTC dated September 10, 2012 of the
inter-agency Ministry of Public Security, Ministry of Defense, Ministry of
Justice, Ministry of Information and Communications, People's Procuracy,
People's Court, guiding the application of a number of provisions of the Penal
Code on a number of crimes in the field of IT and telecommunications.

Especially, most recently, in the Document of the 13th National
Congress, our Party clearly stated: "Actively, proactively... uphold national
digital sovereignty in cyberspace in all situations". This is a content recorded
for the first time in a Congress document, reflecting the Party's profound
awareness of the nature of the times from the perspective of science and
technology, because of the Second Industrial Revolution. It will transform the
entire world from the real world to the digital world.

In addition to the regulations issued by Vietnam, implementing the
policy of multilateralization, diversification and active, proactive international
integration, as a responsible member in the international community, as of



September/September/ In 2017, Vietnam is a party to 22 multilateral
international treaties on criminal justice, extradition and transfer of sentenced
persons and 27 civil and criminal agreements with other countries. In these
Agreements, there are provisions on TNCs or transnational crimes with high
technology elements. Among 22 multilateral international treaties, Vietnam
declares that it does not consider 10/22 multilateral international treaties as a
direct legal basis for extradition such as the Convention on the Suppression of
the Illicit Possession of Aircraft. 1970, United Nations Convention on
Narcotic Substances 1961, United Nations Convention Against Corruption
2003, United Nations Convention Against Torture and Other Cruel Treatment
or Punishment religious or humiliating people...

On that basis, the basic contents of the law on high-tech crime as well
as international cooperation to fight against this type of crime include the
following key topics:

4.1.2.1. Regulations on prevention of high-tech crime

The prevention of high-tech crimes today is next to the responsibility of
the specialized agency in charge of preventing and combating cyber crimes
(which are professional units in the People's Public Security - Department of
Cybersecurity and crime prevention using technology. The People's Army is
assigned the task of advising, organizing, and directly performing the task of
combating and combating anti-terrorism) with the participation of individuals,
organizations, enterprises and information agencies. mass news.

4.1.2.2. Regulations on fighting and dismantling high-tech crimes

Firstly, regulations on detecting and handling high-tech crimes

Second, about the measures to organize and fight against Terrorism by
the specialized agency

Third, regulations on criminalization of acts of using high technology to
harm the legitimate interests of individuals, organizations and the State.

Fourth, regulations on penalties for TPCNC

4.1.2.3. Regulations on subjects in international cooperation in the fight
against high-tech crime

The entity directly implementing international cooperation activities in
the prevention and control of crime is the Ministry of Public Security. In
addition, according to the provisions of Article 65 of the 2007 Law on Food
Information, the Ministry of Public Security is the agency responsible for
receiving, transferring, considering and dealing with foreign requests for
extradition and transfer of persons in exile. serve prison sentences; consider
and transfer the file to the People's Procuracy, People's Court and carry out
food concentration activities according to its competence. The Ministry of
Public Security proposes the conclusion, accession and implementation of
international treaties on extradition and transfer of persons serving prison
sentences; propose to amend, supplement and perfect the Vietnamese law on
food market. Every six months and annually, the Ministry of Public Security
must notify the Ministry of Justice of the status of the implementation of
requests for extradition and transfer of persons serving prison sentences.

In the anti-TPCNC activities of the Ministry of Public Security, the
force that plays a key role is the Department of Cybersecurity and high-tech
crime prevention and control A0S .

Coordinating entities participating in international cooperation in crime
prevention and control include:

- Ministry of Justice: As the state management agency on food
information, the Ministry of Justice is responsible for coordinating with the
Ministry of Public Security, the People's Procuracy, the People's Court, the
Ministry of Foreign Affairs, and the Ministry of Foreign Affairs in drafting
legal documents guiding the implementation. Examining the Law on Food
Information; participate in the negotiation, comment and appraisal of TPT
agreements on criminal matters, extradition and transfer of persons serving
prison sentences. In addition, the Ministry of Justice also coordinates with the
Ministry of Public Security and the People's Procuracy to handle complex and
sensitive entrustment requests.

- Ministry of Foreign Affairs: The Ministry of Foreign Affairs is
responsible for coordinating with the Ministry of Justice, the People's Court,
the Ministry of Public Security, and the People's Procuracy of the People's



Republic of China in formulating legislation on food security, and
coordinating in the implementation of activities in international cooperation in
the fight. crime prevention on the principle of reciprocity.

4.1.2.4. Regulations on extradition of high-tech criminals

First, the Regulation on the competence to carry out extradition.

Competent agencies on TPCNC extradition include the Ministry of
Public Security, the Court, the Procuracy, and the Ministry of Foreign Affairs.

Second, Regulations on cases of extradition, refusal of extradition and
extradition with a number of conditions

- In case of extradition:

+ In case a competent procedure-conducting agency of Vietnam
requests the relevant foreign agency to extradite, the person to be extradited
(currently residing abroad) is the person who committed the crime. or has
been convicted of a criminal offence, the judgment has taken legal effect.

+ In case a foreign procedure-conducting competent agency requests
the corresponding competent Vietnamese agency to carry out the extradition,
the extradited subject must be a foreigner who commits a crime or is subject
to extradition. a criminal conviction that has taken legal effect and is currently
residing in the Vietnamese territory.

- Cases automatically refuse and can refuse to extradite to a foreign
country.

- Extradition cases subject to certain conditions

4.1.2.5. Mutual legal assistance in criminal matters

Pursuant to the provisions of Law TTTP 2007 Code TTHS 2015 and
practical application of operational TTTP penal between Vietnam and other
countries, the scope TTTP criminal including: serving the documents, records
and documents relating to the criminal TTTP; summon witnesses and experts;
collect and provide evidence; Criminal prosecution; information exchange;
requirements other legal assistance on criminal matters. In addition, the Code
TTHS provisions TTTP criminal is one of the activities of international
cooperation in criminal proceedings (Article 491), under which the activities
TTTP criminal such as: Valuation legal documents and objects collected

(Article 494); Regulations on the conduct of proceedings of the competent
authorities of Vietnam in foreign countries and competent persons of
foreigners in Vietnam shall comply with the international treaties to which
Vietnam is a member or the principle of travel reciprocity (Article 495); for
witnesses, experts, who are serving prison terms in the country recommended
presence in Vietnam to serve the resolution of criminal cases or may allow
witnesses, experts, people are serving prison terms in Vietnam presence
abroad to serve the resolution of criminal cases (Article 469); tracing, seizure,
distraint, freezing, confiscation and asset disposal proceeds of crime have to
serve the requirements of investigation, prosecution, adjudication and
enforcement of criminal judgments (Article 507); frozen accounts can be
applied if there are grounds to believe that the money in the account related to
the offense of the accused (Article 129); coordinate the investigation or apply
measures investigation special proceedings (Article 508);

4.1.2.6. Regulations on transfer of people serving prison sentences

First, the grounds for receiving and transferring people currently
serving prison sentences: comply with the provisions of Clause 2, Article 49,
Article 50 of the 2007 Law on Food Trafficking and Article 6 of Joint
Circular No. 01/2013/TTLT- BCA-BTP-BNG-VKSNDTC-TANDTC.

Second, cases of refusal to transfer people who are serving prison
sentences.

Refusal to transfer a person currently serving a prison sentence in
Vietnam to a foreign country when: there are grounds to believe that the
transferee may be subjected to torture, retaliation or persecution in the
receiving country; the transfer may be detrimental to Vietnam's sovereignty
and national security.

Third, note about the receipt and transfer of people who are serving
prison sentences

The order and procedures for receiving transfer requests and
considering and deciding on the receipt are specified in Article 9 of the Joint
Circular No. 01/2013/TTLT-BCA-BTP-BNG-VKSNDTC-TANDTC.



Notify the right to request transfer to the person serving a prison
sentence. According to the provisions of the Law TTTP 2007 and Article 12
of the Joint Circular No. 01/2013/TTLT-BCA-BTP-BNG-VKSNDTC-
TANDTC.

The Ministry of Public Security shall compile a dossier of request for
receipt and transfer it to the Ministry of Foreign Affairs for consideration and
decision on the application of the principle of reciprocity. In countries with
international treaties to which Vietnam is a contracting party, upon application
for a transfer, a statement by this person that he or she fully understands the
consequences of the transfer and his or her rights and obligations. the transfer.
At that time, the Minister of Public Security decided to allow the receiving
country to send a representative to Vietnam to verify the consent of the person
serving a prison sentence.

4.1.2.7. Some other contents in international cooperation on high-tech
crime prevention

Firstly, the collection, exchange of information and the pursuit of
criminals through the role of INTERPOL Vietnam.

Second, push returns, evictions

Expulsion is the act of taking a foreigner out of its territory by
unilateral action by the authorities of the country in which that person resides.

Push back is a measure often applied to criminals abroad, then hiding in
that country.

Third, coordinating activities of police in border provinces in other
countries in the fight against and prevention of crime

Police of border provinces (Vietnam's provincial police: with respective
provincial-level agencies of neighboring countries) international cooperation
in crime prevention and control includes the following activities:

+ International cooperation in investigation and discovery of criminal
cases that the two parties are responsible for solving together.

+ International cooperation in apprehending, escorting and transferring
criminal offenders.

+ International cooperation in receiving and rescuing victims of
criminal offences.

Fourth, international cooperation in exchanging and providing
information on crime with regional and global police organizations

Fifth, exchange of training experience and technology transfer

Within the scope and scope signed in bilateral or multilateral
international treaties, the Ministry of Public Security, the People's Procuracy,
and the People's Court can organize international conferences to exchange
experiences and summarize combat cooperation. fight against crime between
the parties.

Sixth, international cooperation in crime prevention and control
between the Vietnam People's Police force and the police forces of other
countries

The international cooperation mechanism in crime prevention and
control related to Vietnam, the Vietnamese people's police force usually
mainly follows the cooperation frameworks that are: Through the cooperation
framework INTERPOL; through the ASEAN/ASEANAPOL cooperation
framework; through cooperation channels with the Office of Liaison Officers
of the Police of other countries in Vietnam and in Southeast Asia; through
direct cooperation with a number of other law enforcement agencies such as
the United States Federal Bureau of Investigation; United States Federal Drug
Enforcement Administration; Transnational Crime Prevention Centers in the
Asia-Pacific Network of Transnational Crime Centers,...

Or a bilateral cooperation mechanism in crime prevention and control
in general and with some types of crimes in particular between the police of
Vietnam's border provinces and their respective foreign partners in the form
of cooperation between provinces. border, or in the form of twinning for
provinces that have not signed international agreements on crime prevention
and control at provincial level.

4.2. Law enforcement practice in international cooperation in the fight
against high-tech crime in Vietnam



4.2.1. Results of international cooperation in the fight against high-tech
crime in recent times

4.2.1.1. Regarding negotiation, signing and accession to international
treaties in the prevention of high-tech crime:

- Multilateral international treaties on crime prevention and control:

According to statistics from the Ministry of Public Security, as of
September 2019, Vietnam is a member of 22 multilateral international treaties
that regulate criminal justice, extradition and transfer of convicts. Among
these, there is 01 Special Agreement on Criminal Justice, which is the
Agreement on mutual legal assistance in criminal matters between ASEAN
countries in 2004 (effective in Vietnam on September 20, 2005). There are 03
multilateral international treaties that provide for the transfer of sentenced
persons and the remaining multilateral international treaties all provide for
extradition.

Among the multilateral international treaties to which Vietnam is a
member, providing for international cooperation in the fight and prevention of
crime, there are international treaties governing international cooperation in
the field of crime prevention, such as.

+ United Nations Convention against Transnational Organized Crime;

+ Agreement on TP on criminal matters between ASEAN countries.

- Bilateral international treaties (Agreements) on international
cooperation in crime prevention and control in general and TPCNC in
particular

In the field of international cooperation in crime prevention and control
in general and TPCNC in particular, Vietnam has signed many bilateral
international treaties with different countries on the basis of the level of
diplomatic relations and depending on the situation. demand on the scope and
content of international cooperation in crime prevention and control of each
country.

Currently, Vietnam has signed 45 bilateral agreements with other
countries. In addition, in the field of international cooperation in the
prevention and combat of crime, there are bilateral agreements between the

Government of Vietnam and the Governments of relevant countries that
directly regulate the fight against crimes committed by Vietnam. also signed
and joined.

4.2.1.2. Regarding coordination in detecting, preventing, investigating
and handling crimes using high technology in accordance with the law and
international treaties to which the Socialist Republic of Vietnam is a signatory

Cooperation in the collection and verification of information and
documents in service of the detection and investigation of high-risk crimes is
one of the usual cooperation requirements between the Vietnamese People's
Public Security Forces and the Public Security Forces of other countries. It
can be verified addresses only IP that criminals use in criminal activities.

Cooperation in detecting and investigating cases of fraud aimed at
appropriating property and gambling with high technology in the territory of
Vietnam: From 2010 to 2017, the Vietnamese police force detected and
investigated investigating and clarifying nearly 200 cases of fraud aimed at
appropriating property by using high technology, mainly Chinese people,
carried out in the territory of Vietnam.

4.2.1.3. Results of extradition and mutual legal assistance in criminal
matters involving high-tech crimes in relation to other types of crimes

- Results of extradition work in investigation, prosecution, trial and
judgment enforcement:

In the summary report of law enforcement on extradition for crimes in
general by the Ministry of Public Security in 2019, the number of people with
Interpol's red wanted warrants with information about hiding into Vietnam is
317. but very few foreign cases request extradition to TPCNC. By 2017, the
Ministry of Public Security had received and handled 23 foreign extradition
requests (12 extradition requests under bilateral extradition agreements, 11
extradition requests on the principle of reciprocity). and refused 03 invalid
extradition requests. There are about 1,200 criminals in Vietnam who have
fled abroad, of which 235 people have been ordered red by INTERPOL, many
of whom have committed particularly serious crimes, including TPCNC. The
Ministry of Public Security has prepared and forwarded 35 extradition request



dossiers to foreign competent authorities (by 2017), including 21 extradition
requests under bilateral agreements and 14 extradition requests under the
principle of law. reciprocity.

- Results of criminal legal assistance in investigation, prosecution and
trial:

In the period from July 1, 2008 to the end of May 31, 2017, the People's
Procuracy received 627 requests for criminal prosecution from abroad, of
which the Office of the Investigation Police Agency of the Ministry of Public
Security made 512 requests (accounting for 81.7%. ), transfer to other
agencies (Ministry of Foreign Affairs, Court, Consular Department of the
BNG, People's Procuracy, etc.) to carry out 115 requests (accounting for
18.3%). The contents of criminal information requests that foreign countries
request Vietnam to perform are mainly the service of relevant papers, records
and documents.

Also during the above period, the competent authorities of Vietnam
(Investigating Agencies in the People's Police, People's Court, People's
Procuracy ...) have requested the foreign side to carry out a total of 660
requests for criminal investigation, in which the investigating authority. In the
CAND, there were 554 requests (accounting for 83.9%) and other competent
agencies requested 116 requests (accounting for 16.1%). Of which, about 78%
of requests are related to countries that have signed Agreements with
Vietnam. In which, the content of the request made by the investigating
agency in the People's Public Security, which requested a foreign country, the
collection of evidence accounted for 68% and the verification of the criminal
record accounted for 32%, the taking of testimony accounted for 17% of the
request total content of evidence collection.

4.2.1.4. Organization of conferences and seminars to exchange
information and experiences and coordinate training, retraining and
professional training:

The Ministry of Public Security of Vietnam, with a key role in
preventing high-tech crimes, has coordinated with international organizations
and national police to regularly conduct conferences and seminars on security

and safety information security as well as crime prevention using high
technology.

At the same time, the Ministry of Public Security also regularly sends
forces to participate in conferences and seminars organized by the
international INTERPOL force and the United Nations' committees in the
prevention of crime in general and the prevention of criminal use. high
technology in particular.

In addition, as a focal point for exchanging information on international
crimes, INTERPOL Vietnam Office plays the role of providing warnings to
police, national and international security organizations in the prevention of
TPCNC.

4.2.2. Limitations in international cooperation in the fight and
prevention of high-tech crimes

4.2.2.1. Problems and limitations from the provisions of the Law on
Mutual Legal Assistance related to international cooperation in the prevention
of crimes using high technology

After nearly 15 years of application of the Food Information Law, a
number of provisions in the Food Information Law are not compatible or do
not have regulations, in which there are many complex and sensitive contents,
leading to difficulties in implementing the provisions of the Law on Food
Information. international cooperation activities for crime prevention in
general and criminal justice in particular, specifically:

Regulations related to extradition

According to 11 Agreements on TP with provisions on extradition that
Vietnam has signed with other countries in the past, the People's Procuracy is
the focal point of Vietnam's extradition. However, the Law on Food
Information and Communications stipulates that the Ministry of Public
Security is the focal point for the extradition and transfer of people who are
serving prison sentences. This inconsistency has made it difficult to carry out
the function of the Ministry of Public Security in extradition.

On the issue of commitment not to apply the death penalty. Some
extradition agreements between Vietnam and other countries have provisions



on commitments not to apply the death penalty (such as the Agreement with
the Republic of Belarus (Article 70), with Russia and Austraylia. South
Vietnam still regulates many types of crimes with the death penalty and does
not limit the extradition of people who has death sentence, which makes it
difficult for Vietnam to negotiate agreements on extradition with European
countries (where the law in many countries does not except death penalty).

The provisions of the Law on TP have omitted the case of refusing to
extradite a prisoner (or a person who has been sentenced by a legally effective
criminal sentence) to flee to continue criminal execution.

Regulations related to the transfer of people who have been sentenced
to prison

Regarding the remaining time limit to serve the transferee's sentence.
The Law on Food and Drug Administration stipulates that people sentenced to
imprisonment must still serve at least 1 year, in special cases at least 6
months. However, in most of the bilateral agreements on the transfer of
persons sentenced to prison that Vietnam has signed, the person sentenced to
prison must still serve at least 1 year or as agreed by the parties.

Consent of the person sentenced to prison still has many problems.
Currently, the Law on Food Trafficking stipulates that if a person serving a
prison sentence abroad can be admitted to Vietnam to serve a prison sentence,
the consent of the person being transferred is required. Thus, in case many
Vietnamese commit crimes abroad (especially drug-related crimes) they will
not want to return to Vietnam to execute their prison sentences. In addition, in
some cases, the foreign side asked Vietnam to commit not to declare the death
penalty or declare but not execute the death penalty for a person serving a
prison sentence who is also the subject of criminal prosecution. of Vietnam
after being transferred to Vietnam. However, Vietnamese law does not have
this provision.

Regarding costs, the Law on Food Trafficking stipulates that the costs
of transferring persons serving prison sentences shall be paid by the
Requesting Party. But the Food Trade Agreements that Vietnam has signed

again stipulate that the costs are paid by the Receiving Party minus the costs
incurred entirely in the territory of the Transferring Party.

Regulations on implementation of criminal justice work

To implement the TPTP requirement, the requesting countries do not
apply the death penalty. However, the Law on Food Court does not have
regulations on the order and procedures for committing not to apply the death
penalty in criminal proceedings.

The scope of criminal penalties prescribed in Article 17 of the Law on
Food Trafficking is still limited and inconsistent with Vietnam's international
commitments.

There are no specific regulations on the order and procedures for
carrying out a number of similar requests, such as summoning witnesses and
experts, and escorting prisoners abroad to assist in the investigation or provide
evidence; transfer criminal prosecution of Vietnamese in Vietnam.

4.2.2.2. Difficulties from practical application of the law in the fight
and prevention of crimes using high technology

First, the international cooperation in information exchange on TPCNC
is still incomplete . USA

Second, cooperation with foreign law enforcement agencies is often
time consuming. The reason for the delay is that information about criminals
who want to be exchanged with foreign competent authorities must be
reported through many competent levels, which leads to slowness and no
combat. Or there are TTTP requests from your country requesting Vietnam
with the document names accompanying the order or decision, which is not
enforceable in the territory of Vietnam, so it takes time for the agency to
conduct the proceedings in Vietnam. implemented by documents and
decisions in accordance with domestic laws.

Third , the provisions of the law have not forecasted to adjust all the
cases that will arise and are not suitable with the conditions in Vietnam . As
with the extradition provisions, when the TPCNC commits an act committed
in many countries or the crime is committed by a transnational criminal
organization, it will result in the Ministry of Public Security receiving



documents from two or If many countries request the extradition of a person
for the same crime or different crimes, the Ministry of Public Security shall
assume the prime responsibility for, and coordinate with the Ministry of
Foreign Affairs, the Ministry of Justice, the Procuracy of the People's
Procuracy, and the People's Court to consider and decide to satisfy the
extradition request. to one of the requesting countries and transfer the
extradition request file to the provincial People's Court for consideration and
extradition decision. However, in practice, extradition requests from different
countries are often not sent to the Ministry of Public Works at the same time.
The time limit for requesting file examination is 20 days, so there will be
cases where the Ministry of Public Security sends to the competent
provincial-level People's Courts for handling and settlement, then the Ministry
of Public Security receives an extradition request in the third country. two. In
this case, the provincial-level People's Court that has accepted the first
extradition request must return the file to the Ministry of Public Security for
consideration and decision on the satisfaction of the request. But the Law does
not provide for the return of the extradition request file after it has been
accepted. So this would be time consuming and wasteful, not to mention
having more than two countries requesting the extradition of the same person,
there needs to be an appropriate resolution.

Fourth, there is still the phenomenon of avoiding and pushing the
responsibility of law enforcement forces in Vietnam in handling cases with
foreign elements in general and cases with signs of criminal offenses related
to law enforcement. related to the use of high technology in particular in
relation to the application of the international treaty on crime prevention to
which Vietnam is a contracting party. In many cases, when the police of local
units receive information that the criminal has fled abroad, the investigating
agency immediately suspends the investigation and closes the file without a
domestic legal basis; or transfer it to a wanted agency or an international
cooperation unit to implement the application of the international treaty.
When the police of some units and localities believe that the procedure related
to criminal proceedings, extradition request, request The transfer of the

sentenced person is too complicated to carry out these procedures, leading to
the neglect of the criminal or the failure to protect the legitimate interests of
the parties involved or the sentenced person.

Fifth, the sanctions and penalties for handling crimes using high
technology are still light, not enough of a deterrent to serve the fight and
prevention of crimes. In Vietnam, according to the High-tech Anti-TPTP
Police Department (C50), now renamed the Department of Cybersecurity and
High-Tech Crime Prevention and Control (A05) under the Ministry of Public
Security, from 2010 to In June 2014, the high-tech anti-terrorism police force
across the country discovered and verified 11,476 clues of cases with signs of
criminal offenses related to high-tech elements with 3,220 subjects, of which
823 cases. and 1,990 objects detected by C50; 450 cases and 1,230 subjects
were discovered by the local police; The total damage caused by this type of
crime is up to tens of thousands of billions of dong. But the number of cases
of these types brought to trial is very small. This is also the reason why the
Legislature added laws regulating crimes using high technology in the 2015
Penal Code, amended and supplemented in 2017. Due to being newly
promulgated, the number of criminal cases is limited. being tried at Court for
crimes using high technology accounts for a small proportion compared to
other criminal cases.

Sixth, the propaganda and dissemination of education and law have not
been paid due attention, leading many people to know that foreign objects
borrow or rent places for non-transparent purposes, but still accept or lease
them. For countries sharing a border, patrolling, border control and protection
is not regular, in the context of political, economic, and regional instability
affecting some people. borderline criminals are lured, deceived, bribed... to
engage in criminal activities.

4.3. Solutions to perfect the law and improve the efficiency of
international cooperation in the fight against high-tech crime in Vietnam

4.3.1. Solutions to improve Vietnam's law on the fight against high-tech
crime



First, in terms of legal documents, it is necessary to have clear and
specific regulations on the collection, examination and evaluation of
electronic certificates as well as to issue guiding documents on how to handle
such cases. TPCNC in the 2015 Penal Code, revised and supplemented in
2017. In addition, there should be strict regulations on responsibility and even
sanctions for individuals and organizations (third agencies) in The delay in
providing electronic data and assessing electronic data affects the case
settlement process.

Clarify concepts such as “electronic media collection” and “electronic
media capture”.

Adding the crime of child abuse in the group of TPCNCs of the Penal
Code.

Second , those conducting the proceedings need to improve their basic
knowledge of electronic data, IT (certain understanding of the object being
exploited)...

Third , it is necessary to have scientific and practical summaries on the
collection, evaluation and use of electronic evidence in criminal cases. On the
other hand, electronic data is a non-traditional source of evidence, existing in
cyberspace, the existence of which can extend beyond a country, and this type
of crime that leaves a trace is also often transnational substance. Therefore,
competent authorities need to strengthen international cooperation in
combating this type of crime.

4.3.2. Perfecting Vietnamese law in international cooperation in the
fight against high-tech crime

X stood statutes specifically identifiable as TTTP criminal law,
extradition law.

- On extradition: The National Assembly soon promulgates a special
law on extradition on the basis of separating the provisions on extradition in
the 2007 Law on Food Information. At the same time, the State needs to
continue to negotiate, sign and implement. effectively implement bilateral
cooperation agreements on extradition. In addition, the competent authorities
should strengthen the application of the principle of reciprocity in settling

extradition cases when Vietnam has not signed a bilateral cooperation
agreement on extradition with foreign countries, to avoid the violation of the
law on extradition. Crime of taking advantage of "loopholes" in the law and in
international cooperation to evade the punishment of the law, leading to the
omission of criminals...

- Regarding criminal legal assistance: supplementing contents such as
verification, settlement of information and crime denunciations; joint
investigation, investigation coordination; regulations permitting the use of
high-tech technical means (e-mail, fax, etc.) in sending and receiving judicial
entrustment documents and performing a number of food information
activities. In addition, it is necessary to consider amending and supplementing
the grounds for refusal of food information in the direction of distinguishing
between "forced" and "possible" refusal cases.

Building the Law on Mutual Legal Assistance in criminal matters
separate from the Law on TPT 2007 is both a trend and a practical need.

- Regarding the transfer of people currently serving prison sentences, in
the near future, competent agencies should soon issue a separate law on the
transfer of people currently serving prison sentences on the basis of separation
from The Law on Food Trafficking 2007 clearly distinguishes between
humanitarian activities and highly coercive activities such as extradition and
criminal proceedings under the current Law on Food Trafficking. At the same
time, it is necessary to strengthen negotiations and sign international
agreements on transfer of people serving prison sentences with countries and
territories where many Vietnamese citizens are working, living, working and
studying.

4.3.3. A group of solutions to improve the efficiency of international
cooperation in the prevention of high-tech crimes

4.3.3.1. General solution

The competent authorities of Vietnam need to continue to expand their
foreign relations and strengthen international cooperation in the prevention
and combat of high-tech crimes on the basis of respecting independence,



sovereignty, equality, for mutual benefits, in accordance with Vietnamese law
and international treaties to which Vietnam is a signatory;

The State need to mobilize the strength of the whole political system,
strengthen the leadership of the Party committee, and effectively manage and
administer the government, and bring into play the role of the Fatherland
Front and mass organizations. levels in the prevention and control of high-risk
crimes.

The State has gradually improved the capacity of law enforcement
agencies and specialized forces to prevent and combat crimes using high
technology. Prioritize budgetary investment, procurement and supply of
materials and means in a reasonable manner for the operation of judicial
agencies and specialized forces in the fight against this type of crime;

Focusing on leading and directing the review, building and perfecting
of the legal system on prevention and control of drug trafficking, in which the
focus should be on studying and amending and supplementing the Penal Code
and the Criminal Procedure Code. , the law on measures to prevent and
combat crimes using high technology and a number of other relevant laws.

Vietnam need to expand the defense space of the country, take
advantage of resources, finance and take advantage of the experience of
advanced countries to improve the effectiveness of the fight against crime
using high technology.

4.3.3.2. Specific solutions

Firstl, promote international cooperation to prevent crimes using high
technology remotely.

It is necessary to strengthen the negotiation, signing and accession to
international treaties on crime prevention and control in general and on
criminal justice in particular, focusing on strategic partner countries,
comprehensive partners, and countries with important interests traditional
systems, neighboring countries, countries with a large number of Vietnamese
people living, countries with economic cooperation - investment and
development with Vietnam.

Second, take advantage of human resources and learn from other
countries' experiences.

Law enforcement agencies in the fight against Terrorism need to take
advantage of human resources and learn from the experiences of other
countries in the fight against Terrorism using high technology, experience in
network management and operation. Continue to study and take advantage of
funding projects on equipment and vehicles; international training courses,
conferences and seminars on crime prevention and control using high
technology to share information and coordinate anti-TPD wusing high
technology effectively. Especially, it is necessary to actively and actively
participate in bilateral and multilateral cooperation frameworks, international
law enforcement organizations and associations such as INTERPOL,
ASEANAPOL, and the United Nations Office on Drugs and Crime
(UNODC)...

Third, improve the capacity of specialized forces to fight and prevent
TPCNCs

The Government needs to have proposals for training, retraining (both
at home and abroad) in international law, in professional techniques and in
languages to respond to the change of methods, criminal tricks using high
technology. It is necessary to focus on better promoting the role and
strengthening the activities of the core force in the prevention of high-tech
crime, which is the Vietnam Office of INTERPOL and the force for cyber
security and crime prevention using high technology.

The Government needs to orient the strategy to build and develop a
contingent of full-time staff at the same level of duties in the new situation,
with sufficient knowledge of law, profession and information technology. The
State needs to have reasonable policies to encourage, attract and select cadres
with high qualifications in science and technology and the ability to fight
against high-level crimes to serve in specialized agencies.

Fourth, build advanced equipment and technology in the fight and
prevention of high-level crimes.



The Government should continue to issue projects on investment and
procurement of equipment for specialized agencies in addition to Project 5 of
the National Crime Prevention Program on "Fighting and preventing crime
using high technology" was adopted.

Fifth, establish and maintain communication channels

Research and select an information exchange mechanism suitable for
each country through the following forms: Hotline, office of liaison officer in
charge of crime prevention, or representative of the Ministry of Public
Security located in the host country...

Sixth, international cooperation in the fight against crime using high
technology should have a focus.

Law enforcement agencies need to determine the location and
nationality of the subjects in order to set out key and key contents in
international cooperation to prevent and fight against frauds. Which note with
China.

Seventh, highlighting the role of ASEANPOL and INTERPOL in
international cooperation to fight against terrorism.

Vietnam, with the role of ASEAN Chair in 2020, should make efforts to
discuss, discuss and propose the most feasible solutions for the police forces
of ASEANAPOL member countries and partners to have close and
comprehensive cooperation. Moreover, in preventing and fighting crimes in
general and high-tech crimes in particular, in the spirit of responsibility,
solidarity and mutual trust in order to keep the area safer.

CONCLUSION

The 4th industrial revolution is not merely an inevitable trend, but it has
become an active practice which is happening in most countries around the
world, as well as globally. Besides great benefits, it also brings non-trivial
non-traditional security challenges for each country and region. Unlike
previous revolutions, the 4.0 industrial revolution forces each individual, each
country or each institution to change if they do not want to be left behind.

High-tech crime, which can also be approached under many different
names such as cybercrime, computer crime, internet crime, etc. are terms that

can be used interchangeably to refer to A new type of crime was formed
during the development of the information technology revolution 4.0 at the
end of the 20th century and is foreseen to develop very quickly in the near
future. To be sure, high-tech crime is a "product" of an era that individuals,
organizations, countries and the international community must accept in
exchange for prosperity and development. Globally, to date, there is only one
international treaty governing this type of crime, the 2001 Commission on
Cybercrime Convention (Budapest Convention).

Faced with the sophistication and serious consequences of high-tech
crime, cooperation to fight and prevent high-tech crime between countries has
become more urgent than ever. International law is the basis for states to
conduct these cooperative activities. Through cooperation contents such as the
formation of international agencies and institutions in the prevention of high-
tech crime; harmonization of laws; mutual criminal justice assistance;
extradition; conducting investigation coordination. international law has
formed a common legal mechanism at different levels, from bilateral, regional
to global to connect activities between countries, from there, effectively
respond to high-tech crimes, contributing to limiting and eliminating high-
tech crimes from international life../.
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